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Abstract

Devo IT and its subsidiary SoftRobot AB are planning to offer a new ser-
vice to its clients to further enhance growth of the company. This new
service is a website that allows clients to upload documents that are con-
verted into machine-editable text. The website and its underlying database
are developed by SoftRobot’s developer, but they lack the hardware. Using
Cisco’s PPDIOO network life cycle model, the three first stages of the project
are identified. The “prepare” stage is already done by Devo IT where the
project’s justifications are discussed. In the subsequent “planning” stage,
the needs of the project, are identified and a gap analysis is made of what is
needed. The “design” phase elaborates which specific hardware and software
is needed for the project.

Three servers are needed, one for the main web server, a second for the
database, and a third as a cache server for relieving the load on the database.
These are planned as virtual machines, so that they can be located on the
same physical machine and easily moved if necessary. The disk space required
for the database is calculated with test documents since the average docu-
ment size, the number of clients and how much they upload is known. Disks
with adequate size can therefore be chosen. Different ways of improving per-
formance and lowering failure rate of the disks are discussed with the means
of RAID levels. These levels improve both disks reliability and performance
in different ways. RAID 10 is designated for the database and RAID 1 for
the web server and the caching server since those levels are the most suited
for these applications. CPU and memory requirements are chosen based on
availability and cost. Network bandwidth is analyzed and confirmed as suffi-
cient with the help of the test database and since the bottleneck would be the
CPU converting the uploaded documents. Software for backup and adminis-
tration of the virtual machines are chosen comparing their functionality and
the requirements for the project and their cost. After the hardware needs
are identified, an cost analysis is made between hosting in Devo IT’s server
room or outsourcing it to an external company. It was revealed, as Devo IT
suspected, that outsourcing costs more.

The results of this thesis enables Devo IT to create a service with good
quality, which will meet the clients expectations and also make Devo IT
grow as a company with new clients and increased revenue.
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GLOSSARY GLOSSARY

Glossary

Application Programming Interface

A set of libraries, protocols or tools that helps developers write code
that interfaces with other software

Failover

When a service uses two or more servers simultaneously and still func-
tions if one fails, the servers have failover. Alternatively, if server A is
in standby and server B is handling the service and server A fails and
server B seamlessly takes control of the service, it also has failover.

Man-in-the-middle Attack

Often abbreviated MITM or MIM, is when a hacker sits between two
parties and impersonates both, in an effort to gain access to data.

Network Attached Storage

A small computer that connects to the network an provides centralized
storage for users. It can be customized with hard drives of different
sizes and models.

Optical Character Recognition

A program that scans documents and converts the handwritten or
printed text into characters that can be used in programs such as Mi-
crosoft Word

Queue Depth

Queue depth is how many operations a hard drive has in its queue. For
example, if there is 1 read and 3 write operations in the queue, the
queue depth is 4.

Service Level Agreement

A contract between a service provider and a client defining for example
service quality and expectations.

Virtual Machine

A Virtual Machine is a physical computer that is installed on a hyper-
visor that emulates its hardware. The main advantage is that many
virtual machines can be installed and run simultaneously on the same
physical computer.
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Acronyms

API Application Programming Interface

CPU Central Processing Unit

EOL End Of Life

HDD Hard Disk Drive

IOPS Input/Output Per Second

IPMI Intelligent Platform Management Interface

KVM Kernel-based Virtual Machine

NAS Network Attached Storage

OCR Optical Character Recognition

OS Operating System

QD Queue Depth

RAID Redundant Array of Independent Disks

RAM Random Access Memory

SQL Structured Query Language

SSD Solid-State Drive

SSL Secure Sockets Layer

TLS Transport Layer Security

UPS Uninterruptible Power Supply

VM Virtual Machine
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1 INTRODUCTION AND BACKGROUND

1 Introduction and background

Businesses handle a lot of documents. Whether the company is an small one-
man business or a giant corporation, documents are part of everyday work.
Documents are often physically filed in an archive that keeps growing and
growing. Trying to search for a document that was filed many years ago, by
an employee that no longer works there, can be a time-consuming labor. A
worse scenario is that the papers are destroyed in a flood or a fire, and that
can be catastrophic for a business.

Therefore, it is a good idea to digitize and create a more efficient workflow
and to make offices a step closer to the “paperless office”.

The space that the documents are stored in can therefore, after the docu-
ments are digitized, be used in a more efficient way or if they are leased, the
storehouse contract can be canceled and the money spent elsewhere.

Digitizing documents take a lot of time and effort. Often, the documents
have to be processed by an Optical Character Recognition (OCR) software.
This requires some skill and can be prone to errors due to the software not
being able to correctly scan the documents. Thus, it is a good choice to
outsource this operation.

Instead of letting the clients mail in the physical papers to the company that
digitize their documents which can take days, a better option is to let the
clients scan the documents and upload them to a website to be processed
automatically. This way the clients can get their documents and data almost
immediately and it also creates an efficient workflow for both the clients who
upload the documents and the company that handle the digitized documents.
Through a website, the clients can get a nice overview and also access all their
documents from one single place.

Any company website that handles its clients should be fast, reliable and
always available. Consequently, this creates some requirements on both the
website’s underlying software and the hardware that is used. They should be
reliable, secure, capable of handling all clients without choking, and deliver
this around the clock for every day of the year. In the event of an extreme
hardware failure, the website should also still function with the means of
redundant hardware and transparent failover. Carefully chosen hardware,
software and configuration is therefore important to fulfill these requirements.
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1 INTRODUCTION AND BACKGROUND

Devo IT is a company located in Uppsala, Sweden. Their main business is
to digitize documents so that they can be easily accessed from a computer.
Documents that are digitized include invoices, medical records, plans, and
diapositives among others. SoftRobot AB is a subsidiary to Devo IT and their
focus is to create software that automate various financial processes. In the
second quarter of 2016, Devo IT plans to launch a new service/website. One
functionality of this site is to allow users to upload documents to SoftRobot
AB’s servers.

This website is crucial for the company because it helps them retain their
current customers and present a progressive and positive outlook of the com-
pany, and also attract new clients and enable the company to grow.

The motivation for this project is to contribute in the successful implementa-
tion of this web-based service and to ensure that the operational web service
meet user expectations. From the user perspective, this means that the ser-
vice should always be available and also be responsive enough to not degrade
the user’s experience. For the company the implementation should not cost
too much, be capable of scaling to some degree, i.e., be capable of high loads
without slowing down the user’s experience too much and be easily main-
tained and supervised.

The website needs certain hardware to be able to handle the load of initially
200 clients. This means that the hardware must be planned in a fashion so
that it is adequate but also does not have extreme overcapacity. The website
is also connected to a backend database that handles among other things the
documents and client information. Hence, it is also important to properly
dimension the hardware needs for the database.

Devo IT’s clients are predicted to grow significantly over the coming years, so
it is also important that the hardware can scale to some degree. For instance,
the hard drives that the database are on should not only be fast enough to
deliver data to the web server, they should also be prepared for the significant
growth of the company, meaning additional future clients and growth of the
database. It is also of essence to choose a good enough Central Processing
Unit (CPU) for the web server so that it can handle the load from the clients
and have capacity to grow. Bear in mind that choosing a CPU with extreme
performance is unnecessary at the beginning , since it probably will not be
needed until later in the potential scale up of the website capacity. It is also
a waste of money to have a CPU that barely has anything to do. All of this,
of course, need to be decided by keeping in view the company’s budget.

2



1 INTRODUCTION AND BACKGROUND

The company has its own datacenter but is open to outsource the hard-
ware (e.g. servers, switches and routers) to an external party if that is more
economically viable. For this reason, the hardware needs must first be cal-
culated, and then be compared to what hosting companies can offer. It is
also important to keep in mind that even if it is cheaper to rent dedicated
servers in a hosting company, in the long run it can pay off to purchase the
needed hardware, even if the initial cost is higher. Therefore, it is important
to have a somewhat reliable projected growth estimate to better be able to
determine the hardware needs.

Choosing the correct software is crucial as well. The software for both the
web server and database has to have the features needed for the website to
function properly. Additionally there has to be software for surveillance as
well as backup.

Surveillance of the physical hardware is critical so that the server can be
gracefully shutdown in case of an impending failure and the bad component
can be swapped. This is also necessary for hardware upgrade planning and
additional purchases. Likewise, it is vital to be able to monitor the software
to see that it is functioning properly.

A good working backup system is crucial for a busy company with many
clients. In case of unexpected failure in hardware or software, it is prefer-
able that backups are planned in such way that they can easily be used and
restored. An outline of what and how often backups will be made is impera-
tive. Often backups are deemed unnecessary and costly, but when problems
arise it is good to know that they are available.

Along with this comes the issue of licenses. They have to be applicable to
the given scenario and not break anything in the license agreement. The
cost of the licenses is a great factor since they play a big part in the budget.
Careful planning both now and for the future is very important in keeping
the license cost down.

Finally, there is the capability of the network. It has to be able to handle the
data traffic without being congested. This means that the network equipment
has to be analyzed along with the Internet connection(s). Furthermore, the
clients usage of the bandwidth has to be computed.

In summary this thesis will investigate the following subjects:

3



2 PROBLEM FORMULATION

� Investigate the necessary hardware for the server:

– Choose a suitable CPU

– Calculate the required disk space for the database

– Determine the size of Random Access Memory (RAM) for the
server

� Investigate what software is needed for:

– Underlying Operating System (OS)

– Web server and SQL server

– Surveillance, backup and administration

� Investigate the network bandwidth available and compare to what is
needed

� Compare outsourcing vs inhouse costs

� Secure the necessary network parts

� Plan for future improvements

2 Problem formulation

In discussions with SoftRobot AB, two main focuses arose. These focuses
are further divided into sub-components below:

� How do you choose hardware for a specific website to function properly?

– What are the CPU, hard-drive, memory requirements and are
there other component required for the server(s)?

– What are the necessary bandwidth requirements?

– Is it viable for SoftRobot AB to host the site themselves or is it a
better option to outsource to an external datacenter?

� How can the necessary security, hardware surveillance and backup be
achieved?

– What software is needed for the basic operation of the website
including security, surveillance and backup?

– How can such software be installed in SoftRobot AB’s network?

4



3 RELATED WORK

3 Related work

The performance of web servers is typically reliable and they do not cause any
problems that often. Sometimes, though, they are overloaded with requests,
for example when a new software version is released and a large amount of
people are trying to download it, or when tickets for a big event get released
and the servers can not handle all the requests at the same time. The most
simple solution is to upgrade the server(s) or to even buy more. This is
of course not feasible for all companies since it can cost a large amount of
money. A better solution would be to improve the servers software to handle
the requests in a better way.

In an article by Schroeder and Harchol-Balter [1], they discuss how scheduling
affects the performance of an overloaded server. Their research is question-
ing if fair queuing is the best schedule algorithm or if shortest-remaining-
processing-time (SRPT) queueing is better. The main difference between
those two algorithms is that fair queuing does not differentiate between re-
quests that take a large amount of time and those that can be executed
quickly. SRPT queuing, on the other hand, values small requests more and
processes those before larger ones. Their result is that SPRT is better, spe-
cially if the server is overloaded. Since it processes more requests, the queue
will not fill up as fast as with fair queuing. Consequently, less packets are
being dropped due to TCP timeout. The long requests are not penalized as
one might think, they take about the same time to be processed in both fair
and SRPT queuing. In fair queuing, they get negligible amount of processing
time compared to their size, since they have to share the resources with a
lot of other requests and in SRPT long requests are put aside. When the
overload has decreased to manageable amounts, fair queuing still has a lot of
both small and large requests, as opposed to SRPT that only has the large
ones to handle. This leads to SRPT as a better way to handle requests in an
overloaded system.

Maintaining information security is also very important since the information
that flow on the Internet can easily be captured. Since a lot of the information
that the clients upload to SoftRobot’s servers contain sensitive information,
it is extremely important that no data or information gets into the wrong
hands. Even if the data is not sensitive, a lot of harm can be done through
man-in-the-middle attacks. It is also recommended by Google to encrypt all
information that flows through the Internet [2]. These requirements can be
met if encryption is implemented between the server and the clients, and
can be acquired with Transport Layer Security (TLS). TLS puts a lot of
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3 RELATED WORK

stress on the CPU since it requires heavy mathematical computations. To
work around this, there exists special add-on cards that alleviates the CPU
from such computations and also accelerates it. According to Coarfa et
al. [3], these accelerator add-on cards can help in certain cases, but in others,
it is more preferable to swap the CPU with a faster one or even add an
additional CPU. Because the CPU performance increases with new models,
the percentage that the CPU uses for TLS becomes lower and lower, leading
to more power being available to other processes. This leads to, according
to the authors, that if many TLS connections are made, instead of trying to
lower CPU cost of TLS encryption, it is more efficient to try to improve the
website’s performance.

An interesting article was written by Lee and Kim [4] about the effects of a
sudden increase in requests through a forward cache proxy. A forward cache
proxy relays the request from a client to a server, and the delivers the answer
back to the client and also caches the data. If subsequent requests are made
for the same data, the proxy servers delivers directly without requesting from
the original server. They first propose implementing a Redundant Array of
Independent Disks (RAID) on the server but later reject it on grounds that
it is too expensive to maintain. Later, they propose to set a delay cache, i.e.,
delay the requests to the web server and do not cache the data. At first, it
does not seem intuitive that a delayed request will decrease the response time
but the numbers say that it does. The explanation to this is that the server
delays the requests until the load has decreased to a manageable level. Only
then it starts forwarding the requests. This creates a slight delay for some
of the users but the overall response time does in fact improve. Although a
forward cache server is not applicable here (as a reverse cache as Varnish [19]
or Nginx [20] is needed) it is interesting to see how web data response time
can be improved for clients. This would greatly increase the bandwidth speed
and network performance for a lot of companies.

In a study by Prakash et al. [5], the authors make a comparison between
two web servers, Apache and Nginx that are widely used [21]. The main
difference between these two are that Nginx has an event-driven design and
Apache is process-driven. The later spawns a “worker” for each request in
contrast to the former which only has one for all requests. According to
their results Apache needs more memory and is slower than Nginx, but is
somewhat more robust in extreme loads, i.e., has less TCP timeouts. Nginx
has a great advantage in that it scales more efficiently under heavy load
though.

6



4 METHOD

Clark et al. [6] have an interesting article article on the subject of live mi-
gration of a Virtual Machine (VM).The ability to migrate VMs that are
operating between different physical machines is very important since this
can help even out the load between servers. It is also crucial to be able to
do this with minimal downtime in order that the clients accessing the server
do not experience unnecessary delays in their work. To do this, the OS has
to be able to see what parts of the memory are not being used and migrate
those first. The parts that are constantly rewritten are marked as “dirty”
and are only transferred in the final moments. This unfortunately leads to
the VM being suspended, transferred and resumed at the other server. The
tests involved migration of VMs running web servers and game servers and
the results show that even if both servers were heavily used, the downtime
was at maximum a few hundred milliseconds. In an extreme case, where
large portions of the memory were rewritten, the downtime was 3.5 seconds
but these cases were very rare in real-life situations. This delay information
provides an insight into the down times in case of an unexpected event that
forces migration of live VMs.

There are a lot of other studies available that handle the topics discussed
in this thesis. Especially in the area of improving and optimizing websites
depending on clients behavior on the websites. These papers are discussed in
the respective sections, for example relevant study in the optimization phase
is mentioned in Section 4.1.

4 Method

4.1 Cisco’s PPDIO model

Cisco has a good model of how the life-cycle of a network implementation
should be, called PPDIOO, which stands for Preparation, Plan, Design, Im-
plementation, Operation and Optimization [7, p. 37]. These phases all have
different goals and are very much dependent on each other. Even though the
model is mainly geared towards network development, it is also applicable to
other scenarios in an IT environment and even outside IT.

� Preparation
The first stage is when the company establishes the requirements. Justi-
fications of the necessities of the new services or upgrades are discussed,
often with top management. The main goal here is a higher picture of

7



4 METHOD 4.1 Cisco’s PPDIO model

the needs of the company, i.e., why do we need this, is it financially
viable etc. and not technical solutions.

� Plan
In the plan phase, more details of the new service are discussed, i.e.,
what do we need to accomplish this new service, what are the require-
ments, can we do it ourselves, budget limits etc.

� Design
When the prepare and plan phases are finished, the engineers take all
that information and start designing the new service. A list of all the
equipment that is needed throughout the project is created, a time plan
is estimated, security concerns are taken into account etc. Everything
that is needed later on in the project is listed here.

� Implementation
In the implementation stage, the equipment acquired is installed and
configured according to the plan that was proposed in earlier steps.
Here it is a good idea to test the design that was researched in the
previous steps to see if there are major faults or flaws. It is better to
change the design here than to realize later on that a major part of the
design is not functioning and has to be redone. This could potentially
save a lot of time.

� Operation
In the operation phase, the network and its services are fully functioning
and are performing adequate. Most major faults are addressed and
fixed. The network is monitored and data regarding, for example, its
performance is saved for future reference. The data collected here gives
a good foundation of what can be improved in the optimization phase.

� Optimization
In the last phase, the services are evaluated and minor faults and errors
are corrected. The administrators should always find ways to contin-
uously improve the performance with evaluation of the data collected
in the operation phase. The original goals and requirements should be
rechecked to see if they are met or if there is a need for a change in the
implementation.

At the start of this thesis, Devo IT already completed the preparation phase.
They have a need for a website and have ensured that it is a viable step
and will create a great opportunity for the company to grow, as explained
in Section 1. The next step, the planning phase, was conducted using needs
assessment and gap analysis. This is explained in Section 4.2. The result of

8



4 METHOD 4.2 Needs assessment and gap analysis

those analyses is used for the design phase. These two phases are the major
themes in this thesis. Initially the implementation phase was also being
addressed, but time constrains made it a low priority, and this is further
elaborated in the design part (Section 5) .

4.2 Needs assessment and gap analysis

According to Watkins et al. [8], a need is the difference between the current
conditions and the desired outcome. In Figure 1, it can clearly be seen
that a gap exists between those two. It is important to identify those two
points before starting to develop a process that goes from point A to point B.
The next sections identify what the current conditions are, what the desired
outcomes are, and most important what process is needed for the desired
outcome to be achieved.

Figure 1: Depiction of gap analysis

4.2.1 Pre-conditions

At the start of the project, there is already an existing company network
used for the existing services. The network consists of scanners and printers,
and direct connections to external clients . Their network is outsourced to
an external company that have developed and maintained it. There is an ex-
isting firewall configured in the network, blocking unwanted access from the
Internet. The website and database to be used for the newly developed ser-
vice of Devo IT were being developed by SoftRobot AB’s inhouse developers
before and during the work with the new network assessments. These were
developed in a Microsoft environment. Regarding software for the database,

9



4 METHOD 4.2 Needs assessment and gap analysis

there was an existing license for the database being used by the developers.
This license is a Microsoft SQL 2008 R2 Standard license, which is a produc-
tion license. No other software or hardware was available for this project in
house.

4.2.2 Desired outcome

The main goal of the project is that a fully functional website is up and
running and that the network can handle the initial load of 200 clients,
accessing the website and uploading and accessing their documents to and
from the database. At the end of this thesis, the desired outcome is that
the plan and design phases are completed and the implementation stage
is starting with the main goal in focus. All the hardware needed for the
project are evaluated and purchased. The network design should have been
evaluated as well as its capacity. The necessary software for the servers has
been purchased after carefully considerations of their respective functionality,
license costs and easiness of both maintenance and administration. Both the
database and web server have the necessary licenses as well as the underlying
system to be able to function properly. A detailed backup plan is established
and implemented.

4.2.3 Gap analysis and method

To make sure that the desired outcome is reached, first and foremost a needs
assessment has to be made to be able to analyze what exactly is needed
for the website to function properly. The hardware for the server has to be
chosen with considerations taken in to account with respect to the different
components; the CPU, disks and RAM are important since they play the
biggest part in the server’s performance. On an existing server an analysis
can easily be made of the current conditions, and on that basis identification
of bottlenecks, their correction and upgrade of the other components can be
done. Since the website is not up and running on any server, and no load
tests can be made, choosing some of the components can be challenging.
There is an existing database with test documents that can be analyzed.
These documents can give a good indication of how large the database will
be with 200 clients, which is the target clientele for this project, and in the
near future when more clients are connected and using the new service on
the server. Since those calculations gives a hint of how much data will flow
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4 METHOD 4.2 Needs assessment and gap analysis

through the network, they can also help to determine if the network is going
to be a bottleneck.

The CPU is difficult to choose since there is no functioning server with the
website to analyze. Choosing it is a matter of price and availability on the
current market, this is also the matter of choosing the configuration giving
the lowest total license cost for the server. Almost all servers today are
equipped with dual sockets. If the CPU acquired is deemed to not be able to
sufficiently handle all the clients, an additional CPU can easily be purchased
and installed. Instead of investing a lot of time in evaluating the exact CPU
needed, this is a good viable option since the cost would not be high.

The RAM needed is also not easy to estimate without the possibility to test
on an existing hardware prior to purchasing. Fortunately, the RAM prices
are quite low in comparison with the other hardware and software licenses,
making it favorable to invest in a RAM with higher capacity than might be
needed. If the need should arise in the future, additional RAM sticks can be
purchased and installed in the existing server.

Virtualization of servers has to be taken into consideration. Questions like
“is it a good option in this scenario or is it not necessary?” need to be
answered. Both cost and ease of administration has to be compatible with
the project. Backup and security has also an important part in this decision.

Since the website is written in ASP.NET, it is appropriate that the OS for
the website should be Windows-based since ASP.NET is tightly bound to
the Windows universe. The database is developed for Microsoft SQL, so the
OS should also be Windows-based.

Software for the backup jobs should have the necessary functions for deliv-
ering efficient and error-free backups. These should also be compatible with
the underlying virtualization server if such is implemented, or the database
and website servers themselves. All software must have the appropriate li-
cense for this project. Important factors are the End Of Life (EOL) of all
the programs, if there is an upgrade path and of course the cost.

If the virtualization path is taken, there must be a plan for how these VMs
are administered. Different hypervisors have different ways of administering
the VMs and sometimes extra functions that are needed can cost extra.

When all the software and hardware needs are established, a comparison
should be made between hosting the website inhouse or outsourcing it. It
should be planned not only for the present but also if the chosen option is
able to handle the future load.
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5 Design

5.1 Power

Having numerous devices and equipment requires a lot of electrical power.
This means that clean and uninterrupted power is vital for keeping the equip-
ment running. It is therefore a good idea to have some sort of protection
against power outages and unclean power. If a computer has a sudden loss
of power, the file-systems can be corrupted and the data lost. This is unac-
ceptable in an environment where the loss of data can cost a lot of money.
An Uninterruptible Power Supply (UPS) can keep the system running until
the power comes back on and even shut down all servers if the outtage is
very long.

There are 3 main kinds of UPSs [22]:

� Online UPSs converts the power from AC to DC and then back from
DC to AC. This creates total isolation from external power.

� Line-interactive has basic power protection. The internal circuit reg-
ulates the voltage up and down as well as cleaning the current from
electrical noise, brownouts etc.

� Offline or standby UPSs feeds the equipment directly using utility
power and only provides power when the external power is lost . Often
is also protects from power spikes.

There was an UPS available in Devo IT’s serverroom that could be utilized for
this project. It is an line-interactive APC 900 PRO with 540 watts of power.
Unfortunately this UPS is connected to another network so it cannot be used
to shut down the servers in case of a long power outtage. It will however keep
the machines online and also clean the power from bad electrical components
such as the aforementioned spikes and noise.

5.2 CPU

Choosing the right CPU is crucial because the OCR-reading depends heavily
on it. The more powerful the CPU, the shorter time it takes for the OCR
to complete and the user can continue with their work. Industry standard
today is Intel Xeon processors which are very powerful and are used in a
great percentage of servers all over the world [23] [24].
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In a developer’s computer, OCR scan of a document took in general between
10–15 seconds. This specific computer has a CPU from AMD model FX-
8320. An Xeon CPU which fits into the budget and is available at the time
is an E5–2620 version 3. The AMD CPU has an rating of 8016 in Passmarks
benchmark site [25], compared to the Intel which has 10 004. This should
give a slight performance increase, improving the OCR process. According
to the developers the OCR-software can scale to multiple CPU-cores but
there is no way to estimate how well it does that. It should also benefit more
with more cores with lower clock rate rather than fewer cores with higher
clock rate. Since most server have two sockets for dual CPUs, it should be
clear after an evaluation period if the server would benefit from an additional
CPU.

5.3 Climate control in Devo IT’s server room

The server room that is available for this project is spacious and have at the
moment multiple servers used for other projects. There is air conditioning
equipment that controls the air temperature, filters and if necessary also
dehumidifies the air. It is set to maintain the temperature at 20�.

5.4 Disks

The Structured Query Language (SQL) database mainly uses the hard drives
and does not require much CPU, so hard drive performance is most impor-
tant. The documents are stored inside the database so it has to handle those
in addition to all transaction data. This means that the database is not a
pure database but also a file storage. This has to be taken in consideration
when deciding hard drives.

Choosing Solid-State Drive (SSD) can be a good option if the database is
relatively small since SSD are generally very fast. At higher capacity those
are too expensive but if speed is really important and the budget is adequate
SSD is recommended. Unfortunately Softrobot’s database is predicted to
grow very large (as seen in figure 3 in Section 5.4.3) and it would cost as
lot of money to place the database on SSDs. Therefore, standard Hard
Disk Drive (HDD) are chosen as main storage disks for the database. The
hypervisor should also have HDDs since it does not benefit from fast disks
once it has booted the server.
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Since a reverse cache proxy (see section 5.8.1) is implemented, the cached
files benefit greatly from being accessed from a fast drive. Since the caching
does not have to be extremely large, the caching server is placed on fast
SSDs.

5.4.1 RAID

Redundant Array of Independent Disks (RAID) is an term invented by Pat-
terson, Gibson and Katz at the University of California in 1987. In an ar-
ticle [9] they presented a way to improve the reliability and performance
of disks since they were not improving as rapidly as CPU and RAM. This
caused problems since the CPU had to wait for the disks to deliver the in-
formation, consequently wasting a lot of performance capacity that could be
used in a more efficient way. The paper explained some ways of improvement
that later evolved into a number of ways to configure disks. These have their
own strengths and weaknesses in performance, capacity and reliability:

� RAID 0 splits the data in blocks that are distributed to 2 or more
disks. The advantage is that the data is read and written at a very
fast rate. One big drawback is that if one disk fails, the array fails
completely i.e. the data is lost. RAID 0 should therefore only be
used in environments where the performance is extremely important
and data loss is acceptable, like for example temporary files in video
editing [9].

� RAID 1 mirrors the data to two or more disks. The main advantage
here is that if one disk fails the other(s) can still function properly. This
is however the most expensive RAID because most of the capacity is
used for fault tolerance [9].

� RAID 2 & 3 involve striping the data to multiple disks in different
ways. These methods are rarely used and are therefore not discussed
any further [10, p. 18].

� RAID 4 stripes the data on to multiple disks but also writes parity data
on a dedicated disk. This means that for reading, RAID 4 is very fast
but writing is slow because the parity has to calculated for the data
that is written. The array can also tolerate one drive failure because
the lost data can be calculated with the parity data. This “degraded
array” of course makes the throughput slower but still functional. [9]
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Adding a new drive to degraded array puts a lot of stress on the other
drives because all the data has to be read for the parity data to be re-
calculated. This can be fatal because if another drive fails, all the data
is lost, and most drives purchased at the same time will statistically
also fail at about the same time. This also affects RAID 5 & 6. [11, p.
169]

� RAID 5 & 6 also stripes the data to disks but the parity is not located
on a dedicated disk but instead spread out over all the drives. The
difference between RAID 5 and 6 is that for 5, the parity only has 1
copy but for 6, the parity has two copies located on separate disks. The
result is that RAID 5 can have one failed drive and RAID 6 can loose
two and still function. This gives a greater margin in case of failure [9].

� RAID 10 is a combination of RAID 1 and 0. Two sets of mirrors are
used and then the data is striped between the mirrors. This gives very
good performance and also good fault protection.

5.4.2 Throughput calculation

Drive performance can be measured in different ways. Input/Output Per Sec-
ond (IOPS) is often advertised by hard drive manufacturers since it usually
has large numbers and customers like that. Unfortunately those numbers are
difficult to compare since you do not know what they are based on. Are all
read operations? All write? Mixed read/write with 4 kbyte files? 16 Kbyte
files? All manufacturers use different tests to gain the highest value possible
to be able to compete with other companies. The only way to get accurate
results is to test drives yourself or go to renowned technical sites that often
do thorough tests.

Tests are often done in read, write or mixed ways with different types of
files, typically 2nkbyte where n is a natural number. Another factor is if the
tests are made sequentially or random. Sequentially means that the data
is read/written continuously over the disk platters as opposed to random in
which the data is scattered in random blocks all over the drive. A drive with
good sequential performance is more aimed at archives, backups and video
editing, i.e. where there are large files involved. Drive with good random
performance on the other hand work best with small files like database oper-
ations and mail servers. Hence the focus here will be at random performance.
Since MS SQL work with pages that are 8 kbyte big, it is only logical to look
at the values that are for that size [12, p. 1101].
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The different RAID levels in Section 5.4.1 all have their respective pros and
cons, especially in throughput speed. To calculate how the levels compare to
each other, a Seagate 1.8TB Enterprise Performance 10K v8 drive was chosen
for comparison. This drive is aimed at enterprise level mission critical servers
for high performance computing, storage arrays, and databases. According
to Tom’s IT PRO’s tests, the random write operations at 8 kbyte are quite
stable at ≈400 IOPS for the Seagate drive, regardless of the Queue Depth
(QD) [26].

The read performance is a bit different where IOPS varies depending on the
QD. The explanation is that the hard drive can optimize the requests when
there are more than one in the queue, resulting in higher IOPS. Assuming
the database’s load is heavy, the most appropriate QD would be on the upper
half. The maximum IOPS according to Tom’s IT test is with QD 128 and
256 where the IOPS is ≈450 with random read operations at 8 kbyte [26].

� RAID 0 has all the data striped. This gives that both read and write
operations delay are cut in half, i.e. IOPS are doubled [13].

� RAID 1 has similar write speed as a single disk. Data has to be writ-
ten to both disks, but that can be done in parallel. Read is more
complicated. In Linux and Windows 2000 Server and later, the raid
driver tries to distribute multiple read operation to multiple disks, thus
greatly increasing the performance [27] [28]. If read distribution is not
implemented, the performance is of a single disk [13].

� RAID 4 is fast at reading since the data is striped. The throughput is
N − 1 · IOPS, where N is the total number of discs. Writing is a bad
case. The parity causes extra reading and writing, essentially halving
the IOPS. [13]

� RAID 5 slightly improves the read since all the disks can be used. For
writing it is not as bad as RAID 4, here it is N

4
· IOPS [13].

� RAID 6 adds more redundancy but looses disk space. The formula is
the same as for RAID 5.

� Since RAID 10 is a combination of RAID 1 and 0, read and write speed
is doubled from RAID 1.

Table 1 show a comparison between raid levels. The numbers are produced
with the help of formulas from Operating Systems: Three Easy Pieces [13].
The calculations in Table 1 are in extreme cases where there are only read
or only write operations. This is of course not real-world translatable but it
gives a good overview of how the different RAID-levels perform compared to
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Read (IOPS) Write (IOPS) Space available
Single disk 450 400 1GB
RAID 0 1800 1600 4GB
RAID 1 450–1800 400 1GB
RAID 4 1350 200 3GB
RAID 5 1800 400 3GB
RAID 6 1800 400 2GB
RAID 10 900–1800 800 2GB

Table 1: RAID level comparison (for IOPS less is better)

each other. Note that all arrays are computed with 4 disks since that is the
minimum for RAID 10. This makes it easier to compare the RAID-level’s
performance.

Table 1 shows that RAID 0 gives the absolute best performance and also
best space that is available for usage. Unfortunately it has, as mentioned
before, no protection against a disk failure. The more disks are in the array,
the more likely is that one will fail and the whole array is lost. RAID 1
overcomes the fault protection but the writing does not improve. RAID 4
has extremely poor performance when writing and should therefore not be
used in a database scenario. RAID 5 and 6 improves the writing but it is still
not good. The best solution is therefore to use RAID 10 for the database
since it gives the best performance and fault protection, and RAID 1 for the
hypervisor and cache server since they do not require extreme performance.
The cache server is still very fast because it is placed on SSD disks. Figure
2 shows the selected raid levels for the different VMs.

Figure 2: RAID layout for VMs
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5.4.3 Space

Disk space has to be carefully considered for the SQL server since all the data
is stored there. The SQL receives the document from the web server and
stores it along with a duplicate in another format depending on the clients’
needs. If the original document has several pages, the pages are saved as a
separate file. Estimates from a test database gives that the duplicates are
the same size as the original. The database will therefore need twice the
amount of space as all the original files combined.

The average document in the test database is approximately 175 kbyte
in size and roughly 175 000 documents are uploaded per month with 200
clients. Given those numbers the database would grow 175 × 175 000 × 2 =
61 250 000 kbyte every month, which is ≈ 58.4 GB. In 6 months, the database
should have grown to 6 × 58.4 ≈ 350 Gb. This gives a linear growth that is
depicted in blue in Figure 3. That calculation is for a fixed number of clients
(200). Devo IT’s prediction is that more clients are added every month, and
in 6 months the clientele should be about 500 clients. This would give an
slightly exponential growth which is depicted in Figure 3 with the red line.
The database would grow to ≈ 600 GB and that should be more accurate to
this scenario. The growth will of course not increase forever, and the number
of clients should reach a steady state at some point in the future.

The documents are mainly used in a short time-span after uploading. After
that they are stored and very rarely accessed. To keep the database size
smaller, the duplicates should be deleted after some time, keeping only the
original files.

Figure 3: Predicted size of the SQL-database
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5.5 Network

As previously mentioned, the network is maintained by Devo IT’s supplier.
There are numerous switches and servers used for their internal network.
They have dual Internet connection installed in their data room with auto-
matical failover. There is also a firewall that protects the internal network
from external Internet. A 1000/1000 Gbit/s from Bahnhof is used as the
main connection and a 100/100 Mbit/s connection from Bredbandsbolaget
that is in standby and only used as a backup. The connection from Bahn-
hof is split 50/50 between SoftRobot’s web server and Devo IT’s internal
network. This leaves 500 Mbit/s for the web server to handle the clients.

5.5.1 Bandwidth

The documents that are uploaded to the server are, as mentioned in Sec-
tion 5.4.3, on average 175 kbyte and there are about 175 000 uploaded every
month for 200 clients. That means 30 Gbyte uploaded every month. As-
suming the clients only upload on work days (20 every month), this means
30/20 = 1.5 Gbyte (12 Gbit) per day.

Suppose a worst-case scenario where all clients upload a day worth of docu-
ments simultaneously. In theory, it would take 12 Gbit/0.5 Gbit · s−1 = 24
seconds to upload all documents, excluding the overhead from the TCP/IP
protocol, the pages and images from the website and packet loss. Since the
network speed is so fast, the delay will not be in the bandwidth but on the
CPU. The processor will not be able to handle that load since every docu-
ment has to be OCR processed and the webpages has to be rendered by the
API which takes time for the CPU to compute. The bandwidth from the
Internet is therefore established as more than sufficient.

5.6 Hypervisor

Virtualization is a great way to improve server efficiency. An OS that is
installed on a hypervisor can be moved to another server, the hardware as-
signed to the VM can easily be adjusted depending on needs, and backups
can be made of the entire OS on-the-fly.

There are a two main ways to virtualize an OS [14]:
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Type 1, or native or bare-metal, is directly tied to the physical hardware
and the guest OS lies on top of the hypervisor. This gives very good perfor-
mance and is usually used in servers. Examples of bare-metal are VMware
ESXI [29], Microsoft Hyper-V [30], Citrix XenServer [31] and Kernel-based
Virtual Machine (KVM) [32].

Type 2 hypervisors are installed on a consumer operating system like Win-
dows or OS X. The OS sits on top of the hardware and there lies the hy-
pervisor. Consequently there is an extra layer between the guest OS and
the physical hardware. Performance can be good but almost never as fast as
bare-metal hypervisor. Examples include VMware Workstation [33], Paral-
lels Desktop [34] and Oracle VirtualBox [35].

Type 1 is being used here since the project is server-oriented. Choosing the
exact hypervisor can be tricky. Often tests have to be made to see which one
gives the best performance in regards to for instance CPU, disks and network
speed. This project has limited time and to thoroughly test all hypervisors
would be wasting a lot of time. Price is also a factor since the budget is
limited. Table 2 shows the most popular hypervisors and their respective
license and cost [15]. VMware ESXI is only sold in the package VMware
Vsphere which is very expensive and thus not a viable option here. The
company uses mostly Microsoft products and does not have much experience
with Linux operating systems. KVM and Xen are therefore not considered,
leaving Hyper-V as the remaining candidate.

License Price
VMware Vsphere Std Proprietary e894.50/CPU
Microsoft Hyper-V Proprietary Free
KVM Open-source Free
Xen Open-source Free

Table 2: Price of baremetal hypervisors (2016)

The latest version (2012 R2 as of feb. 2016) of Hyper-V has many features
that are great for this project [36]:

� Checkpoints and snapshots

� Dynamic Memory

� Live migration

� Failover Clustering
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Figure 4: Layout of servers in a physical machine

Figure 4 show the layout of the VMs in the hypervisor. The only VM that is
facing out towards the Internet is the cache server. Both the web server and
the SQL-database are only accessible from inside the local network. This
layout creates a very secure environment for the VMs.

5.6.1 Administration

There has to be a easy and logical way to administer and monitor the VMs
for Devo IT. Hyper-V greatly benefits of being in an domain to be able
to use Microsofts hyper-V manager. This however is waste of resources and
makes things unnecessary complicated since all computers which administers
Hyper-V has to be part of the domain. Without a domain it is very tricky to
connect to the hypervisor [37]. A viable option is to use an external program.

Two programs for Hyper-V administration are Microsoft’s System Center [38]
and 5Nine Manager [39]. System Center costs $1 323 for a 2-CPU license [38]
and 5Nine Manager $349 also for a 2-CPU license. Since they both have the
needed features for this project, 5Nine Manager should be chosen.
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5.7 SQL Server

The database was created in Microsoft SQL 2008 R2. Since the licenses for
MS SQL are costly it would be a good idea to migrate the databases to
on opensource model e.g. MySQL or MariaDB. This would unfortunately
take a lot of time and effort for the database developers and is thus not
a viable option at this moment. The only options is therefore to continue
using Microsoft SQL. The migration to an opensource alternative should be
discussed in the future though.

As mentioned before the developers are using a server with Microsoft SQL
2008 R2 Standard. This license is for a full production server. Buying a
license for that same version would not be a good idea since its EOL is in
July 2019. No more security updates are made after that. A better option
is to purchase a latest version which is (as of may 2016) SQL 2014. This
version has security updates until July 2024. [40]

5.8 Web server (software)

The web server files were written in C# in ASP.NET in Visual Studio. This
Application Programming Interface (API) is although available on open-
source software as Linux, very much geared to Windows servers. A thorough
testing of of the website on Linux would take lots of time and effort. The
OS for the web server should therefore be Windows Server. Another fac-
tor is that the OCR-software (Finereader 12 Corporate) is a Windows-only
program. Putting the web server and the OCR-program on different VMs
would be unnecessarily complicated and not add anything in the form of
performance or lower cost.

The latest version of Windows server today is Windows Server 2012 R2. It
comes in four different editions [16, p. 2]: Foundation, Essentials, Standard
and Datacenter. These have different features depending on the needs of the
company. Foundation can only be installed in a server with one CPU so that
edition is not adequate here [41]. The Essentials edition can be virtualized
1 time per license, meaning that in this scenario two licenses would have to
be purchased. Additionaly it has a RAM limit set to 64GB which can be a
factor in the future growth. The two remaining contenders, Standard and
Datacenter, have the exact same feature set except from the virtualization
rights. With a Standard license, two Windows Server VMs can be installed
but a Datacenter license gives the right to install unlimited VMs. In an
environment where Windows Server would be virtualized in many VMs, it
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would be a good option to buy the Datacenter edition. Here though it will
only be virtualized two times per server, one for the web server and another
for the SQL database. A Standard license is therefore sufficient in this case.

5.8.1 Reverse caching proxy

A lot of the data that is transmitted over Devo’s network is static data. A
high percentage are the pdf, tiff and png files that clients upload or request
from the servers. That data can be cached so that it relieves both the web
server and the SQL server. This can be created with a reverse caching proxy.
The proxy is placed before the web server so that when it receives requests,
it forwards them to the web server. When the web server sends its response,
the proxy sends them to the user and at the same time caches certain files.
What files to cache is of course configurable depending on the data that is
transferred. Subsequent requests for that file are then sent directly from the
caching server instead of being processed by the web server. This alleviates
both the SQL server and web server, especially if there are a lot of requests
for the same data.

The proxy can also be configured to load-balance between multiple web
servers, creating a very good environment with seamless failover. This is
a very good feature because the clients would not notice if a server fails.

To keep costs down, an open source alternative is chosen. The biggest com-
petitors are Apache and Nginx. Apache has a problem handling a large
load of simultaneous requests [17, p. 76], therefore Nginx was chosen as the
caching server.

5.9 Security

5.9.1 Firewall

All the servers and equipment are behind a firewall that is installed and
maintained by Devo IT’s network maintainer. This does not mean though
that the servers should not be secured. All services that are not needed on
the servers should be turned off and its firewalls should block all incoming
and outgoing data that is not relevant for the operation of the web server.
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Figure 5: SSL encryption

5.9.2 SSL certificate

Since the clients’ documents contain sensitive information such as medical
journals and invoices, the traffic must be encrypted. This can be accom-
plished with Secure Sockets Layer (SSL). Encryption and consequently SSL
provides three important things [18, p. 18]:

� Encryption provides authentication, meaning that the other person/
company really are who they claim to be.

� It also provides confidentiality, that secures the data so nobody else
can read it.

� The last piece is integrity, which assures that the data is not tampered
with.

With these three items, the data communication between a client and a server
becomes very secure.

A drawback of this is that since the data is encrypted, the caching proxy
can not identify what is in the data packets, and therefore can not cache any
information. This leads to that the caching server must terminate the SSL
connection to be able to cache the data. The connection from the caching
server to the web server and SQL is not encrypted, but this is not a major
security issue since those servers are not accessible from the outside.

Figure 5 shows where the data is encrypted (green) and where it is not (red).

5.10 Backup

A great advantage with virtual servers is that the backup and restoration
are greatly simplified. Before virtual servers it was a difficult task to create
backup of the whole server because the OS sometimes locks certain files and
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those cannot be read. The only solution was to shutdown the entire server
and boot a backup OS to read the hard drive. Restoration had to be done
in a similar fashion.

With virtual servers, the hypervisor does not have to shutdown since the
virtual server is just a file in the OS. The backups can easily be scheduled
and start even if the virtual server is online! Restoration is also greatly
enhanced and a crashed server can be restored in a matter of minutes.

Backups should be made with the 3-2-1 rule in mind [42][43]:

3. The first number is how many copies of the file that should exist. This
greatly decreases the possibility that all the backups should fail.

2. The data should also be stored on two different medias. For example
in addition to the data in an internal drive, a copy should exist on
an internal drive on another computer or an external drive such as an
external USB drive, DVDs and tape drives.

1. One copy should also exist in an offsite location. The purpose of this
is in case of a location incident such as robbery or a fire.

There are a few backup programs for Hyper-V. It would take too long to
evaluate all of them, so three main contenders are compared here: Veeam
Backup Essentials, Unitrends Enterprise Backup and Altaro VM Backup. All
three companies offers several different version of their respective software.
The programs should at least have the following features:

� Backup to network drive With many servers it is a good idea to
have one place with all backups. A Network Attached Storage (NAS)
is an easy way to store the backups, is cheaper than a server and hard
drives can be chosen depending on the size of the backups.

� Backup live VM Powering off an VM is not a good option because it
can cause financial losses since clients are not provided the service they
want. The backup can also take a lot of time and cause errors if other
services are depending on it. Live VM backup is a critical functionality
in the backup software.

� Scheduled backup Backing up one server may not be so hard but
when there are 50 servers it can be a daunting task. Although not
critical, it is good to be able to schedule backups to the middle of the
night when there is low access to the servers. This means less load on
the servers and no missed backups because the backup engineer was
not available or absentminded.
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� Incremental backup The SQL database is very large and a lot of its
data are static files such as png and pdf. Backing up those files every
day is a waste of network capacity, disk performance and disk space. A
better way is to only back up the files that have changed. This makes
the daily backups a lot smaller. A full backup can be scheduled on
weekends when there is less activity and small incremental backups on
weekdays when the load is higher. A drawback with this method is
that if a restoration is made, the backup program has to the add all
incremental backups to catch up to the latest, and you often want the
latest backup. This can be remedied with reverse incremental backup,
in which the incremental backup is added to the full backup and the
difference is saved as an earlier backup. This gives the benefit that the
latest backup is always a full backup and earlier backups are differential
files.

Version
2 year, 1 host
(8-core CPU)

2 year, 2 hosts
(8-core CPU x4)

Veeam B&R Standard 6240 SEK 24960 SEK
Unitrends Essentials $299 $1196
Altaro Unlimited e495 e990

Table 3: Price of backup software (2016)

Given the above requirements, Table 3 shows the backup programs with the
matching functionality and what they would cost in the future. Veeam is
clearly much more expensive than both Unitrends and Altaro that are about
the same price. Choosing between Altaro and Unitrends is a matter of taste
for the administrators since both programs have very similar features.

5.11 Surveillance

To monitor the hardware status is vital to ensure that all components have
good health. This also creates a good chance to detect a failing component
and replace it before it brings down the server in a spectacular crash. A
good way to do this is with the help of the Intelligent Platform Management
Interface (IPMI). This is a small, often Linux-based, computer that comes
included in many servers, but is totally independent of the main server. It
can therefore monitor the server’s components without affecting the server’s
performance. A good way is using a Linux-based OS like Ubuntu [44] and in-
stalling a monitoring software like Icinga [45] or Zabbix [46]. Configuring this
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and connecting it to the IPMI-enabled network interface on the servers gives
a very good overview of the different servers, their respective components
and their performance.

5.12 Inhouse vs outsourced hosting

There are many hosting companies available today that offer a services of
good quality. Since the data is of the sensitive kind, the servers must be
located in Sweden. Two contenders that offer the required service are FSdata
and iPeer. They both have the necessary hardware options and offer good
service level agreements. As seen in Table 4, the cost of renting 1 server costs
between 73 000 and 85 000 for a two year contract. After that time period,
another contract has to be signed for probably the same amount of money.
Compared to for example a server from Hewlett-Packard, the cost is much
lower and it is only one payment.

FSdata iPeer Hewlett-Packard (1-time cost)
Cost (24 months) 85 000 73 000 55 000

Table 4: Cost calculation for 1 server and 1 Windows 2012 R2 license

If the servers are only needed for a smaller time period e.g. less than a year
without much special hardware, for example extra disks and software, it is
probably a good idea to rent them at a hosting company. But if the servers
are needed for a longer period, purchasing the hardware pays of in the long
run.

In addition to the hardware cost there are other aspect that have to be taken
into consideration. The following list shows the most important pros and
cons on inhouse vs outsourced hosting:

� Pros of inhouse hosting

– Good control over the hardware

– Data is on site

� Cons of inhouse hosting

– Electrical cost

– Maintenance cost (personnel)

– Up-scaling has to be considered
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� Pros of outsourced hosting

– No hardware worries, the hosting company handles it

– Low initial cost

– Can be up and running in hours

– Often good 24/7 support

� Cons of outsourced hosting

– Limited control of hardware and data

– Can be costly in the long run

6 Discussion & Future work

With the design phase finished, all software and hardware requirements
should be clear. Reviewing the problem formulation in Section 2, it is clear
that all of the questions have been answered. The server hardware including
disks, CPU and RAM are defined and ready to be purchased. The CPU re-
quirements were the most difficult since there was no possible way to decide
what exact model of CPU should be purchased. Consequentially, both CPU
and RAM are chosen entirely on availability. The disk space needed for the
SQL-server was calculated and with that information the bandwidth could
also be analyzed and its requirements established. The software needed was
investigated and their features and costs where compared to each other and
also to the requirements for the project.

Concerning network security, not much is needed since Devo IT’s own net-
work administrators have already established good security against outer
threats. The virtual servers’ security should be tightened though, even if
they are placed behind a firewall. There is almost never a good motivation
to skip security enhancements. A greater concern though would be the web-
site and its code that could have some vulnerabilities, but that is out of the
scope for this thesis. The administration and surveillance programs for both
the hardware and the VMs are chosen, keeping in view the costs. For backing
up, there are two programs: Unitrends and Altaro, that cost about the same
and have similar features. In the implementation phase, both programs can
further be tested and a choice between those two be made.
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A crucial decision was if Devo IT should buy all the hardware and maintain
the servers themselves, or outsource it to an external company. As expected,
the cost is higher to outsource the hardware. The longer a server is expected
to run, the more it pays off to buy the hardware. For smaller temporary
projects, outsourced servers are cheap and flexible.

Initially the time plan included the ‘implementing’ phase in Cisco’s PPDIOO
model. This unfortunately had to be moved outside of this thesis since several
factors made it impossible. There was a tight schedule for the developers to
finish both the website and the database. This made the script for testing the
load on a server impossible since it would have taken too much time from
the developers. Another factor was that that website and database were
developed tightly together and could not be easily copied to a new server.
To be able to test the website and database would have given important
information about how a server handles the client. That information could
have been used to more carefully choose server hardware as CPU and RAM.
These were instead chosen on market availability and could, in the end, prove
not to be efficient enough. Adding or exchanging components is not severely
expensive but this will be an unnecessary cost that could have been avoided.

The next step in the project is the ‘implementation’ phase. It should not
cause major problems since there is a well laid out plan for the project.
During the operation and optimization phases, most major and minor issues
should be addressed and resolved. It should also give a great deal of infor-
mation regarding the server’s performance. The CPU should be the most
interesting to see how well it performs and if an extra CPU is needed or if it
should be exchanged for with a more powerful one.

A big single point of failure is if there is only one server processing the clients
documents. For testing and evaluation of the servers performance, this can
be overlooked but in full operation with many clients that rely on this service,
there should be at least two servers. If server A crashes then server B can
take over the operation until the administrators can get server A back online.
Server B may be severely impacted with the heavy load but the service will
at least be functioning, albeit not at its best performance. This is the most
important factor in providing a good quality of service for the clients and
should be addressed during or after the ‘optimization’ phase.

Since the servers are not properly monitored by the UPS, there is a proba-
bility that the batteries inside the UPS will not last through a long power
outage. Without the UPS being able to shut down the servers cleanly, there
is a great risk that the file systems on board become corrupted and data is
lost. There should be an UPS specifically for this project.
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7 Conclusion

The thesis concludes the ‘preparation’, ‘plan’ and ‘design’ phases of Devo
IT’s project. The need analysis is finalized and there is a quite clear list
of both hardware and software that is needed in the remaining stages of
the project. Thorough research and analysis results in efficient selection of
servers that not only perform great, but is also cost efficient in the form of
avoiding unnecessary purchases and time delays. Less hardware also means
less electrical power being used and also less waste, which creates a healthier
and greener environment.

It may be interpreted that Devo IT’s project from here on is a smooth down-
hill ride. On the contrary, it will take a lot of time and effort to advance the
project to a stage where it is acceptable as a 24/7 service for clients. The
road towards a defined goal can be clear at the beginning but may and will
almost certainly change, often in places that are not thought of. A flexible
well laid out plan with the help of plenty of available resources can help in the
battle against unforeseen consequences. Nevertheless, this thesis will provide
a good base for Devo IT to create a service that will greatly enhance their
growth and attract a lot of new clients.
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