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Statement of the Sponsors

The conference, Health Records: Social Needs
and Personal Privacy, jointly sponsored by
the Office of the Assistant Secretary for
Planning and Evaluation and the Agency
for Health Care Poiicy  and Research,
explored the most appropriate and
effective methods to maintain a balance
between the privacy of health records and
the legitimate needs for information while
facilitating the development of the
electronic health system and health records.
The conference speakers and participants
examined the uses of health information,
the effect of health information upon
individual rights, and the best means for
society to strike the balance between the
privacy of health records and the need for
data in the future.

This conference was held as part of the
work being undertaken by the Task Force
on Privacy which was established by the
Assistant Secretary for Planning and
Evaluation in response to a request by the
U.S. Office for Consumer Affairs to the
Secretary of the Department of Health and
Human Services, Louis W. Sullivan, in
response to the growing concern about the
privacy of health records. The Task Force
was initially charged with examining the
use of health records that are personally
identifiable while recognizing needs for
information in the public and private
sectors. In conjunction with this work and
in response to emerging health care
initiatives, the Task Force refocused its
efforts on moving toward electronic records
within the context of health care reform
efforts.

Prior to the conference, the Task Force
met with and solicited testimony from over
30 organizations representing the provider
community, public health sector, academia,
private industry, and privacy advocacy

groups. The individuals representing these
organizations and sectors provided the
Task Force with first-hand experience and
knowledge and informed viewpoints. From
these unique perspectives, the speakers
identified current problems in protecting
privacy as well as potential areas of danger
in the future as a result of new technology
and increased automation in the health care
industry; described steps, procedures, and
technologies currently being utilized to
protect privacy and data; and informed the
Task Force about the special needs of the
individual as a patient, a provider of data,
and a research subject. These sessions gave
the representatives an opportunity to make
recommendations about future directions
and issues for the Task Force to pursue;
privacy provisions in future legislation; as
well as the most appropriate and effective
means to protect privacy, data, and the
individual. They also helped in developing
the agenda for this conference.

The information gathered through the
conference and the presentations to the
Task Force have been important in the
formation of the knowledge base from
which the Task Force is formulating
privacy considerations and completing its
intended mission. The Task Force
anticipates completing all work by January
1994.

Joan Turek-Brezina, Ph.D.
Chairperson, Task Force on the Privacy of
Private-Sector Health Records

Harvey A. Schwartz, Ph.D.
Co-Sponsor of the Conference, Agency for
Health Care Policy an&Research
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This volume features presentations from a
conference on the most appropriate and
effective methods to maintain a balance
between the privacy of health records and
the legitimate needs for information while
facilitating the development of the
electronic health system and health records.
The conference was jointly sponsored by
the Office of the Assistant Secretary for
Planning and Evaluation (ASPE) and the
Agency for Health Care Policy and
Research (AHCPR) in February 1993 in
Washington, D.C.

The papers that were presented
examined the practical uses of health

information, the effect of health
information upon individual rights,
privacy and confidentiality guidelines and
policies, and safeguards in the protection of
electronic health care information.
Problems in accessing and using such
information, as well as suggestions for
overcoming these problems, are discussed.

We trust that the guidance offered
within these pages will prove useful to
consumers, patients, providers of health
care, researchers, government officials,
health insurers, direct marketers, credit
bureaus, employers, and those who design
and maintain health-related data systems.
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Joan Turek-Brezina, Ph.D.
Chairperson
Task Force on the Privacy of Private-Sector Health Records

Welcome to our conference, Health  Records: Social
Needs and Persona2  Privacy,  being conducted by
the Privacy Task Force under the joint sponsor-
ship of the Office of the Assistant Secretary for
Planning and Evaluation and the Agency for
Health Policy and Research.

Before proceeding with the substance of the
conference, I have two brief announcements:

All presentations will be tape recorded.
Please do not make tape recordings, since
the proceeding will be available after the
meeting.

Media representatives are present in the
audience. We extend them our welcome
and ask that they obtain speakers’ permis-
sion before quoting them by name.

This conference is one of the activities of the
Task Force in seeking the perspective of a broad
audience regarding the issues it has been asked
to address.

The Task Force was established in 1990 with
membership drawn from  the major operating
units of the Department of Health and Human
Services. I will introduce these Task Force mem-

bers, who can be identified by the blue ribbons
attached to their name tags, at today’s luncheon.

The Task Force was initially charged with
Examining the extent of the problems with
the use of personally identifiable medical
and other health-related records in the pri-
vate sector;

Identifying health information needs in
the public and private sector;

Reviewing the current laws and practices
of privacy of private sector health records;
and

Recommending steps that the federal gov-
ernment could, if problems were identi-
fied, appropriately pursue to protect
nonfederal record systems.

Since the Task Force’s founding, emerging
events have refocused its mission to focus on ef-
forts to develop electronic health care informa-
tion systems in the context of health care reform.
I will leave it to our next two speakers, in their
opening remarks, to discuss future directions. *

Conference Proceedings 1
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conference
Gerald Britten

Overview

Deputy Assistant Secretary for Program Services
Department of Health and Human Services

On behalf of Secretary Shalala, I welcome you to
this conference. Not since the late 1970s when
the Privacy Protection Study Commission exam-
ined all types of records has there been such
strong interest in privacy issues.

faster as patients move from provider to
provider.

This renewed interest, focusing on health re-
cords, springs from both health care reform ef-
forts and the ongoing revolution in information
technology.

The systemic changes envisioned under health
care reform will increase the need for micro-level,
standard information permitting providers, con-
sumers, and other players to have high-quality in-
formation on health cam, including price and
outcome information.

The timing of this conference is superb. You
are addressing a key issue: how to balance the
much greater use of and access to automated
health records with privacy concerns.

As you know, President Clinton has set a
goal of submitting a health care reform package
to Congress within 100 days of his inauguration.
Many experts are at work almost round the clock
on this health care reform package. Clearly, one
component will be reducing administrative costs
in the health care systems-estimated in the
multi-billion dollar range. A key element in this
strategy is the expanded use of automated
health care information systems.

While particular groups vary in their spe-
cific vision, those focusing on development of
automated health care systems (such as the
Computer-Based Patient Record Institute, Medi-
cal Record Institute, and American National
Standards Institute) see a system of several
parts:

Automated Systems

Even without health care reform, the develop-
ment of such systems is becoming a reality. De-
velopment is viewed as central to reducing
paperwork burdens and costs and improving
the quality and coordination of patient care.

n A comprehensive longitudinal computer-
based patient record containing all clini-
cal, financial, and research data;

n A national electronic network of accessing
this health record for a variety of purposes
such as primary care, insurance payment,
peer review, cost containment, public
health, and research purposes;

n Use of a smart card for purposes ranging
from providing health insurance coverage
information to providing a conception-to-
death record of health care;

n Use of unique patient-specific identifiers
nationally and, perhaps, worldwide.

n Automating insurance claims processes Privacy Concerns
can eliminate enormous paperwork bur-
dens from patients, providers, and insur-
ers, and provide a more efficient and
timely reimbursement system.

8 Automating patients’ health care records
can result in quality improvements that
will add value to each health care dollar
spent. Hospitals are finding that automat-
ion can improve the quality and timeliness
of care they deliver. In our mobile society
patients’ records need to be transferred

Major privacy issues must be addressed as all this
goes on. First, at a macro level, privacy generally is
a growing concern, especially since we have expe-
rienced increasingly rapid growth in the amount
of personal information collected by and shared
among public and private organizations.

A number of polls show that concern for
personal privacy is greater in the ’90s.’ A 1992
poll found that a majority of the American pub-
lic feels that protection of consumer information
will get worse by 2000.2 While acknowledging

Conference Proceedings 3
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the benefits computers have brought to society
and their own lives, survey respondents also ex-
pressed concern about the dangers of present
computer uses to personal privacy.

Second, computerization facilitates use of in-
formation and alters the risks associated with
that use. Data, once available only on paper in
an office file, are now accessible electronically
from a distance. Consequently, they are more ac-
cessible to many more people than are paper
files. The range of uses may increase in ways not
initially expected, and new data uses may be
detrimental to personal privacy.

Third, in the health care arena particularly,
changes have contributed to privacy concerns:

More and more people review medical re-
cords in an effort to provide health care
and ancillary services. For example, when
an individual is hospitalized today, the pa-
tient’s medical information may be re-
viewed by attending physicians (including
medical students at teaching hospitals),
nurses, medical-record personnel, labora-
tory technicians, billing personnel, insur-
ance-claims processors, medical-records
review company staff, medical researchers,
and computer specialists designing or test-
ing a computer system or program. If a
lawsuit is involved, attorneys will be given
copies of the medical record. If the patient
needs to apply for a loan to pay for the part
of the bill not covered by .a third-party
payor,  the bank will be given at least some
health information. Simply put, many peo-
ple need to know certain information to
help a particular individual.

More organizations are sharing computer-
ized health information. Researchers share
data with other researchers to obviate re-
surveying the same population. National
databases maintain information about peo-
ple’s health status. Insurance companies
consult this information when deciding
whether to extend coverage to an appli-
cant. Employers consult similar databases,
as well as databases containing informa-
tion on workmen’s compensation claims,
when deciding to hire job applicants.

New confidentiality problems are pm-
sented  by HIV infection and genetic
screening, which can determine an indi-
vidual’s predisposition to certain serious
illnesses. These issues are in addition to
the continuing privacy problems posed by

drug and alcohol abuse and mental illness,
which were among the most sensitive is-
sues in the past. All of these are conditions
that can affect a person’s access to insur-
ance, employment, or other opportunities.

Researchers need growing access to infor-
mation to address policy and operational
issues concerning health care.

New kinds of health records continue to
emerge. Increasing numbers of pharma-
cies and supermarket chains are maintain-
ing computerized records on personal
drug use. Efforts are under way to de-
velop further information on the public’s
consumption patterns for direct-mail mar-
keting including collecting information
on the types of over-the-counter drugs
and medical devices consumers purchase.
Medical providers are also increasingly ac-
cepting credit card payment from their pa-
tients, thereby fostering a body of health
data in VISA, Mastercard, and other
credit-card systems.

Yet despite this, the record on privacy to
date appears generally to be good.

Developing a Balance

Our challenge-indeed, your challenge-is to
help develop an appropriate balance between
access and privacy. How can the various entities
and people involved in health care delivery and
policy have access to the information needed for
informed decisionmaking while still having con-
fidence that private information is protected
from unnecessary disclosure?

-How can we ensure the reliability of infor-
mation? How can we effectively control unwar-
ranted incursions into information of a very
private nature? And who should be the arbiter?

The greatest impediment to development of
electronic data systems may be concern for indi-
vidual privacy However, given the great benefits
that can be realized from automation, these con-
cerns should not create a barrier to development
of such systems. They should instead direct our
attention toward establishing an appropriate bal-
ance between social needs and personal pri-
vacy-the central issue of this conference.

Automation of health care records, if done
appropriately, can both strengthen patient pri-
vacy and confidentiality and assure that’infor-
mation  is available to improve the quality and
efficiency of health care services. Otherwise,
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needed improvements in the efficiency and ef- Endnotes
fectiveness-of  health care will not be fully real-
ized, and those who supply information can be
harmed by inappropriate disclosures.

The issues you will be addressing over the
next two days are critically important. I wish
you well; we look forward to the results of your
endeavors.

.2.

Equifax Report on Consumers in the Information Age.
1990. National opinion survey conducted by Louis Har-
ris & Associates and Dr. Alan F. Westin, Columbia Uni-
versity
Harris-Fquifax  Consumer Privacy Survey. 1592. Con-
ducted by Louis Harris & Associates in association with
Dr. Alan F. Westin,  Columbia University. This is the sec-
ond annual update to the 1990 report. w
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I join with my colleagues to welcome you to this
DHHS conference. My assignment is to say a
few words about the theme of the conference,
provide some background about the Agency for
Health Care Policy and Research, and outline
what you can do for us.

Balancing Privacy and Society’s Needs
The theme is balancing privacy and societys
needs. privacy has been a fundamental value in
this country since its founding. But the right to pri-
vacy is increasingly challenged as society grapples
with the need to balance individual rights to pri-
vacy with information needs of the society at large.
An easy analogy is property rights.

I am fortunate to own a home in the Virginia
suburbs. Recently, I recognized that the property
I am paying for had been “invaded” by the state
to build a road. The concept of eminent domain
applies here. I had to give up some of my prop-
erty for a road available not only for my benefit
but for general public use. But we cannot easily
see a direct connection between giving up some
of our privacy for our personal benefit and for
the greater benefit of our society.

We are now closely examining the notion
that we could produce better information for
clinical care, create “clinical practice guidelines,”
and assist consumers to make the health care
marketplace work more appropriately and more
efficiently by providing better information about
the quality of care delivered by their provider
and the health cam system. But this can only be
achieved if each of us is willing to give up a little
bit of privacy.

Yielding some personal privacy to achieve a
larger goal is not a new concept, but we sense a
new urgency as a result of health care reform ef-
forts. Never before has the urgency to look at in-
tegrated services and health records been greater.
How much privacy is invaded when a complete
clinical record moves through what we describe
as comprehensive and integrated systems?

For example, HIV patients require a great
number of services from many providers-not just
in the nanow health system, but also in the
broader social services and housing sectors. If this
information is in a written record or computer
disk, should it be available to the researchers?
These are the issues that we struggle to resolve.

Improving Consumer Understanding
The health care system does not work well in the
marketplace, and much of the health care reform
initiative is looking at ways the system might be
improved. One way is to improve the con-
sumer’s understanding of what is occurring.
Which practitioners provide better care? What
are the outcomes of Hospital A versus Hospital
B? And how much are the premiums for the pol-
icy that you want to buy? What are the benefits
of the health insurance that your employer buys,
and how much of the insurance costs affects
your own pay? These are questions that we are
trying to answer.

But we cannot provide that information un-
less we have the aggregate information ex-
tracted from your medical record, my medical
record, and the results of care from thousands of
individuals. So the theme is right. How do we
balance the nation’s great concern about the cost
and quality of medical care with this deeply held
value of privacy?

The Agency for Health Care Policy and Re-
search (AHCPR) was created by Congress in
1989 to succeed the National Center for Health
Services Research, which had been established
20 years earlier within the Public Health Service.
We are a proactive agency concerned not only
with cost, financing, and access to health care
but also the effectiveness of health care. The
agencfs charge from Congress is to look at the
research on the typical community, the typical
patient, and the typical doctor, and determine
what seems to work best. This kind of informa-
tion is not available from highly controlled
clinical trials.

Conference Proceedings, 7
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Accounting for Practice Variations

We want to know what happens when the aver-
age internist sees the average patient, for exam-
ple, in Dodge City, Kansas. Does the same
outcome occur when the internist and patient
are in San Francisco or Birmingham, Alabama? If
not, how do we account for these variations in
practice? If it does not make any difference, then
the issues are not significant. However, in some
instances, the variations in practice are consider-
able but the outcomes seem about the same. In
other instances, variations are great, unexplain-
able, and associated with considerably different
outcomes.

Plenty of evidence indicates that medical
practice varies enormously; so do the outcomes
concerning the cost, the functional capacity of
the individual, and the physiological markers
traditionally used to measure the results of
medical care.

The National Library of Medicine accepts a
thousand new articles every day. The public ex-
pects clinicians to learn all that is in these arti-
cles, to interpret complicated scientific
presentations-in essence, to put them in a
working context useful to Dodge City. The
AHCPR-supported, practice guideline work
synthesizes this information for clinicians and
helps consumers ask questions to discuss treat-
ment options. If you are in a car wreck and are
unconscious, or if you have a myocardial in-
farction, you are not likely to be in any condition
to talk about these things. But if you are consid-
ering a hysterectomy, the management of a
breast lump, or the management ,of back pain,
you should take the opportunity to talk about
the options available to you. Therein lies our in-
terest in informing consumers about their medi-
cal care and informing the general public about
the quality of medical care in communities and
by providers.

Standardizing Data
None of this can be accomplished without data.
Therefore, AHCPR and others are involved in
activities that deal with the improvement of data

quality, standardization, and definitions. Yes, we
have ICD-9 codes. Yes, we have DRGs.  But, we
do not talk efficiently, and we do not use those
numbers uniformly across the country Insur-
ance companies do not fill out standardized
forms in the same way Often, insurance compa-
nies decide not to complete certain lines because
the information is not necessary. For example,
one of the counws largest insurance companies
does not put any claims for ambulatory care in
their huge HMO system because their program
philosophy makes it unnecessary. That is, con-
sidering they are going to provide all the care
needed on an outpatient basis, they do not need
to keep details about the specific events.

So America, in its traditional way does
everything quite, quite differently We sort of
muddle through, but we can no longer afford to
do that. We need to identify ways to balance the
privacy of a personal medical record with soci-
etyfs need for better information on health care
outcomes.

Balancing the protection of personal privacy
and contributing to the greater good of society is
not a new subject. It has been talked about by
church and state for centuries. We in the health
care field have talked about it extensively over
the last 10 years, and now we need to go further.
I would imagine that, collectively, you could
make several recommendations about what
might be done to resolve some of these issues.

Average Americans must be convinced that
they will personally and collectively benefit by
giving up a bit of privacy We must show that
Americans receive the same kind of benefits
from their health care system that they do when
they give up a bit of land so the state can build a
road. Help us, then, make a persuasive case to
America that all of us benefit by allowing re-
searchers to more completely know something
about our medical records.

It is a challenge. I hope it is more than simply
a debate, because we have had the debate before.
What we need from you are specific recommen-
dations that can be delivered with confidence to
the American people. Indeed, this is a great
charge, and I look forward to your results. *
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Keynote Speech
Ruth Faden, Ph.D.
Professor of Public Health and Management
Johns Hopkins School of Public Health

In one respect, my task this morning is really
quite difficult. I have been asked to set the con-
ceptual and normative stage for our discussions.
But in many respects, I am getting off easy. I get
to lay out the grand issues, and then you get to
work out the solutions and recommendations.

Specifically, I have been asked to lay out
some of the foundational, conceptual, and ethical
issues that are necessarily engaged in delibera-
tions about privacy and information needs. The
goal here, as I understand it, is to start us off with
some common assumptions about core concepts
and core moral commitments that can sub-
sequently serve as touchstones for the less ab-
stract, more particular discussions that follow.

My presentation is divided into three parts. I
will begin with an analysis of the concept of pri-
vacy and the moral foundations for respecting
privacy. That is, I will share with you some
thoughts about what privacy is and the nature of
its moral significance. I will then turn to the con-
cept of confidentiality, where I will focus on the
nature of medical confidentiality in particular,
moral rules of medical confidentiality, and some
of the large ambiguities that surround modern
health record information that complicate efforts
to explicate what rules of medical confidentiality
mean today Finally, I will lay out some of the
classic justifications for the infringement of obli-
gations to respect privacy and confidentiality. I
will also enumerate the kinds of outcomes that
stem from attempts to resolve moral conflicts be-
tween such obligations, obligations to respect
privacy and confidentiality and other deeply
held moral commitments.

A Definition of Privacy

The literature literally abounds with many dif-
ferent competing theories and accounts of pri-
vacy. Others at this conference, including Alan
Westin, Madison Powers, and David Flaherty,
are much more expert than myself at wading
through these murky intellectual waters. But for

our purposes, one definitional account to which
I am particularly attracted and that has served
me well in my own recent work is the definition
provided by Anita Allen. Allen defines privacy
as follows:

Privacy is a condition of inaccessibility of
the person, his or her mental states, or
information about the person to the senses
or surveillance devices of others. To say that
a person possesses or enjoys privacy is to
say that, in some respect and to some
extent, the person or the person‘s mental
state or information about the person is
beyond the range ofothers’five  senses and
any devices that can enhance, reveal, trace,
or record the human conduct, through belief
or emotion:’
The essence of this definition is to under-

stand privacy as a condition or state of inaccessi-
bility to others. A person experiences privacy
when that person is inaccessible to other persons.

A person can be inaccessible to others in sev-
eral respects. Allen distinguishes three paradig-
matic respects, kinds, or forms of privacy: first,
seclusion and solitude; second, limited attention;
and third, information nondisclosure.

In seclusion and solitude, the person is
physically inaccessible to others. By contrast,
limited attention refers to the ways a person can
remain inaccessible to others while still in their
physical presence-for example, when we avert
our eyes to avoid making eye contact with a
stranger in a public place. Information nondis-
closure, sometimes referred to as informational
privacy, is the state of having information about
oneself inaccessible to others. Confidentiality., a
central topic for us in this conference, and se-
crecy are both species of information nondisclo-
sure or informational privacy.

We should note that the way Allen and oth-
ers explicate the concept of privacy is a morally
neutral state or condition of the person, not a
moral value. Indeed, some states or conditions

Conference Proceedings 9



Social Needs and Personal Riuacy

of privacy are undesirable or morally wrong, as
when seclusion brings loneliness or isolation or
secrecy reveals wrongdoing or harms others. At
the same time, we often speak of privacy as un-
questionably of positive moral value-as if
losses of privacy am always bad and gains of
privacy are always good.

Some losses of privacy can, however, clearly
be good. For example, women are no longer con-
fined to their homes for the last trimester or so of
their pregnancy. They lost privacy; they gained
freedom.

Invasion of Privacy-A Value-Laden
Concept
The loss of privacy, per se, does not make it bad.
But rather, something about the nature of pri-
vacy and the conditions under which it was lost
makes it not merely a loss of privacy but an in-
vasion of privacy. The term 7nvasion of pri-
vacy” is thus a shortcut for a highly value-laden
concept defined as an intentional deprivation of
a reasonably expected, desired type of privacy to
which a person is morally entitled.’

When we use the language of rights to pri-
vacy and, correspondingly, obligations to respect
privacy the concept usually concerns just such
invasions. That is, rights and obligations to pri-
vacy are moral notions intended to capture those
concept of privacy elements that we have in
mind when we speak of invasions of privacy

Not only does literature on privacy abound
with different accounts or theories of what pri-
vacy is, it also abounds with different accounts
of the moral justifications or foundations for
rules respecting privacy. The different kinds or
forms of privacy-seclusion, limited attention,
and informational privacy-highlight different
kinds of justifications and moral values. Still, we
can sketch the general moral considerations at
stake in respecting privacy overall, and I will
now turn to this subject. I have laid out for you
some of the conceptual notions behind the lan-
guage of privacy and now will speak a bit about
what gives certain kinds of privacy moral value.

A Respect for Autonomy
One standard account holds that the primary justi-
fication for respecting privacy resides in the princi-
ple of respect for autonomy To respect the privacy
of others is to respect their autonomous wishes not
to be accessed or observed or have information
about themselves made available to others.

Joel Feinberg has noted that, historically, the
language of autonomy is a political metaphor for
a state’s sovereign domain or territory. Personal
autonomy conveys the idea of a region of sover-
eignty for the self and a right to protect it. This
idea is closely linked to ideas of privacy and the
right to privacy and the notion of the sover-
eignty of the self. We talk about zones and
spheres of privacy, metaphorical areas around
the body and the person around which we claim
privacy. Thus, the link between autonomy and
privacy can be seen as fairly straightforward. Re-
specting privacy is one way or form of respect-
ing autonomy. This straightforward link
between privacy and autonomy does not, how-
ever, exhaust the relationship between these two
concepts.

We can add a further dimension to this
analysis. Respecting privacy is an important
means of fostering and developing a sense of
self, personhood, and personal autonomy In-
deed, we have difficultly imagining how, in the
absence of some amount and types of privacy,
individuals can formulate autonomous prefer-
ences or, more basically, develop a self-govem-
ing capacity. If we are never private, we can
never truly become ourselves.

On this account, certain privacy conditions
are viewed as necessary to develop, or at least
foster, personhood and personal autonomy.
Thus, privacy is of instrumental value to the ex-
tent that it promotes personhood, autonomy, or
self-governance. We need to be private so we can
understand who we are.

Personhood and personal autonomy are not,
however, the only or even the most morally sig-
nificant ends promoted by privacy. Privacy en-
hances the development and maintenance of
intimate human relationships-of trust, of
friendship, and of love. Arguably, one of the de-
fining characteristics of intimate relationships is
that they involve the sharing, freely given, of
private information, private spaces, and private
acts. In an intimate relationship, we allow an-
other to enter the otherwise private sphere  of
our lives. If privacy is not cherished and re-
spected, both the capacity for and the meaning
of intimacy in human relationships are clearly
diminished.

As Charles Freed has argued, privacy is nec-
essarily related to the ends and relations of the
most fundamental sort-respect, love, friend-
ship, and trust. Privacy is not merely a good
technique for furthering these fundamental rela-
tions; rather, without privacy., these relations are
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simply inconceivable. We cannot imagine what
relationships would be like if there were no pri-
vate sphere of life.

Today, we do not expect to resolve which is
the more foundational moral justification for re-
specting privacy-the formation of intimate re-
lationships, respect for autonomy or the
development of personhood and the capacity for
autonomous expression. My point is that pri-
vacy’s moral value is mainly derivative and
based on a complex of moral commitments and
concerns. It is not simply animated by one moral
concern or consideration, but by multiple moral
concerns and considerations. This makes any
analysis of when to override an interest in pri-
vacy all the more difficult. We are not talking
about a single line of analysis that links a simple
moral justification with a simple moral claim.

Protecting Informational Privacy
As I noted earlier, confidentiality is a paradig-
matic means of protecting one form of privacy,
informational privacy. The following account of
confidentiality is obviously far less than a full
definition. First, we realize that confidentiality is
a condition or property of information-some-
thing about the information, not something
about the person. The information is confiden-
tial; the person is not.

To say that information (I) about a person
(X) is confidential is to say that the “I” is not dis-
seminated beyond a community of knowers
authorized by “X” to have access to that infor-
mation. This analysis of confidentiality has an
immediate moral content. The subject of the in-
formation authorizes some level of self-disclo-
sure to specified, designated others but retains
control over it. The information cannot be dis-
closed to others outside the community of
authorized knowers without the person’s con-
sent-that is, without adding to the community
of authorized knowers.

Rules of confidentiality require authorized
knowers to respect the confidence with which
they have been entrusted by not disclosing infor-
mation to others without the consent of the sub-
ject of the information.

We have distinguished two ways that rules
of confidentiality can be violated. The person or
institution to whom information has been dis-
closed in confidence either fails to adequately
protect the information or deliberately discloses
that information to someone without the consent
of the subject of the information.

Medical Confidentiality
Medical confidentiality is a special instance of
general societal rules. Rules of medical confiden-
tiality prohibit health care providers from dis
closing to third parties information about a
patient obtained in the course of treatment.
These rules are among the oldest and most en-
during medical ethics principles. They have a
much longer history for example, than obliga-
tions to obtain consent for treatment or obliga-
tions to tell patients the truth.

For a complex of reasons, I am generally not
fond of evoking the oath of Hippocrates. How-
ever, the oath’s reference to confidentiality is one
of my favorites, and.1 offer it with minor editing:

Whatsoever things Z see or hear concerning
the fife  of persons in my attendance oj the
sick, OT even apart therejrom,  which ought
not to be spoken abroad, Z will keep silence
thereon, counting such things as sacred.
secrets.
A commitment to keeping “sacred secrets”

has continued in virtually all subsequent medi-
cal ethics codes, including the latest versions of
the American Medical Association and the
World Medical Association’s Codes of Ethics.

At least five kinds of moral arguments have
been used to justify these medical confidentiality
rules:

m The rules of medical confidentiality should
be respected  as instances of general obliga-
tions to respect informational privacy.

Medical confidentiality must be respected
because of the special moral character of
the doctor-patient relationship. That is,
confidentiality is intrinsic to the very na-
ture of this relationship, characterized as it
is or should be by trust and intimacy.

The rules of medical confidentiality
should be respected because at least an
implicit and sometimes explicit promise of
confidentiality is imbedded in the institu-
tion of medical care, and breaking a prom-
ise is wrong.

u The rules of confidentiality should be re-
spected because these rules are necessary
to bring about good to patients and to so-
ciety. Without this assurance of confidenti-
ality., people would not divulge medically
relevant information, medical care would
be inadequate, and public health goals
would not be served.
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n The rules of medical confidentiality
should be respected as necessary to pre-
vent patients from the harm that likely
could befall them if information collected
in the course of treatment were to become
publicly available.

We must recognize that only two of these
five arguments appeal either directly or indi-
rectly to privacy or privacy-related concerns,
that the argument is grounded directly in pri-
vacy, and the argument appeals to the intimacy
and trust character of the doctor/patient rela-
tionship. The other three arguments appeal to
moral considerations quite different from pri-
vacy-related considerations-promise keeping,
promoting the good, and preventing harm.

Thus, we have medical confidentiality rules
not only because medical confidentiality is an
important component of informational privacy
but also because these rules advance other moral
values-values other than interests in privacy.
This is another reason why thinking about justi-
fications for overxiding  ambiguities surrounding
the contemporary meaning and application of
medical confidentiality is very complex. The first
contemporary ambiguity about rules of medical
confidentiality in the modem medical setting is
this: Who should count in the community of
authorized knowers, and how does this compare
against who does, in fact, have access to infor-
mation? Although some commentators have in-
creasingly argued that the rule of medical
confidentiality is, at present, little more than a
ritualistic formula or a convenient fiction, pub-
licly acknowledged by professionals but widely
ignored and violated in practice.

A Decrepit Concept

For instance, Mark Siegler has argued that confi-
dentiality in medicine--I will use his phrase-is
a decrepit concept. What physicians and patients
have traditionally understood as medical confi-
dentiality simply no longer exists. It is compro-
mised systematically in the course of routine
medical care. To make his point graphic, Siegler
presented the case of a patient who became con-
cerned about the number of people who ap-
peared to have access to his record. This patient
threatened to leave the hospital prematurely un-
less the hospital guaranteed confidentiality.

So Siegler set out to find out how many people,
in fact, had access to the patient’s record. He discov-
ered that many mono  people than he had suspected

had legitimate needs and responsibiities  to ex-
amine the patient’s chart. When he informed the
patient of the numbec  approximately 75, Siegler
assured the patient that these people were “all
involved in providing or supporting” his health
care services. All 75 of them had a legitimate
need to have access to the information. The pa-
tient retorted, “I always believed that medical
confidentiality was part of the doctor’s code of
ethics. Perhaps you should tell me just what you
people mean by confidentiality”

We may be able to alter curnznt  care delivery .
practices to approximate more closely the tradi-
tional idea of confidentiality But a gulf is certain to
remain and likely to become wider because of the
need for information in health cai-e delivery Pa-
tients doubtlessly understand some, though by no
means all, of the institutional and societal con-
straints that limit confidentiality Under these con-
ditions the patient should, at the very least, be
informed about the meaning of medical confiden-
tiality in the modem clinic and hospital setting,
with its large and diversified health care team, its
bureaumay,  and its multiplicity of third-, fourth-,
fifth-, and sixth-party payors.

The second major ambiguity haunting con-
temporary interpretations of traditional obliga-
tions of medical confidentiality concerns when
rules of medical confidentiality apply, in what
context of health information, and with respect
to what content. We are having enough difficulty
figuring out what ought to happen to traditional
moral rules of medical confidentiality as we
move from the historical model of the physician,
the patient, and the private office to the model of
the clinic and patient and to the model of the
hospital and patient.

Even more perplexing, what happens to tra-
ditional rules of medical confidentiality when
we move from the health care institution to the
drug store, to the workplace, or to the insurance
company, all of which also maintain health re-
cords? Are such records confidential in some
sense? Have explicit promises or assurances of
confidentiality been made to patients and con-
sumers? If not, should patients and consumers
reasonably expect confidentiality practices? And
if not, if patients receive no explicit promises or
implicit social practices of confidentiality, what
understandings of privacy apply?

Commercial Concepts of Privacy

This  is a key issue for this conference. To what de-
gree of privacy if any, are individuals entitled when
health information is collected in a commercial, not

id

d

,
-

12 Conference Proceedings



,_

R. Faden

fiduciary context that does not resemble the
health cam setting and the provider/patient
relationship?

Whether, ultimately, we use the language of
medical confidentiality and/or use the more
general language of obligations to respect infor-
mational privacy in numerous instances such
obligations will conflict, or at least appear to
conflict, with other moral values and commit-
ments. That is the subject of this conference.

For example, a personal health record may
be accessed to prevent harm to an identifiable
other party, to benefit the record’s subject, or to
benefit yet another person. More significantly,
from a public policy perspective, this health in-
formation may need to be accessed to further a
valued social good or community interest. And
this I take, too, to be the core substance of this
conference. This concerns such social goods and
values as accountability and efficiency in the de-
livery and monitoring of private and public
services, standard administrative uses, monitor-
ing, and law enforcement. We are increasingly
concerned about these kinds of issues in health
reform. We need information to make our health
systems more accountable.

We also occasionally value making personal
health information public because of the public’s
general right to know. The interests of protecting
a free press is a less often discussed issue, but
one that is sometimes quite dicey. We also, argu-
ably, need access to personal health information
in order to advance science and medical knowl-
edge, an interest that we, as community mem-
bers, share. And, clearly, we need access to
personal health information to advance the pub-
lic’s health, whether by controlling epidemics or
by maximizing our investment in the health care
dollar.

Value Conflict ‘Outcomes
Now what happens when we have a conflict be-
tween any one of these interests or values and
our obligation to respect privacy or confidential-
ity? There are at least four possible outcomes:

8 First, access to information could be ob-
tained with the subject’s permission. You
ask the person, “Can we have access to
this information for this purpose?” In
other words, you obtain a voluntary con-
sent to loss of privacy. Because the person
agrees to this loss of privacy we are not in-
vading privacy.

Second, the weightiness of the competing
moral interests could justify access to the in-
formation. You would then have a justified
infringement of obligations to respect privacy
and confidentiality but no violations of these
obligations. You would be justified in getting
the information.

Third, accessing the information may not
be justifiable, but the information would
be accessed anyway. In that instance, you
would have a violation of obligations to
respect privacy or confidentiality.

Finally you may conclude that accessing the
information is not justifiable and the infor-
mation is not accessed. Here, no violation or
loss of privacy occurs, but the related moral
interests on the competing side remain un-
served. Whatever you needed the informa-
tion for would now have to remain
unaccomplished.

A Note of Caution
I conclude my remarks with a cautionary note. Of
the four outcomes previously mentioned, the
most attractive is clearly to seek “consented to”
access to the information. In theory, this altema-
tive provides access to the desired information
without violating any moral obligations and
without the hard work of figuring out whether
the privacy interests are indeed outweighed by
competing moral concerns. You do not have to
work very hard at the moral problem and the
public policy problem. You seek permission, you
get it, you get the information, and you go about
your public policy business.

My cautionis that, as a practical matter, how
much moral weight the typical consent to access
information can bear is dubious. The catchall
phrases in the waivers and disclosure statements
read and signed by patients and consumers-
“Your records will be kept confidential and will
not be made available, except for statistical
purposes, II “except for research purposes,” and
“except for administrative purposes”-are
doubtlessly not very meaningful to most people.
Most people do not pay any attention to these
clauses, do not attach any significance to them,
and certainly do not understand a statistical or
administrative purpose.

These statements must be made consider-
ably more explicit, detailed, and practical with
substantial public dialogue, so that the general
public understands who has access to what
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kinds of health information and for what pur-
poses. If not, then these permission-seeking ap-
proaches  will not do the moral work we would
like. In other words, unless we do a good job of
soliciting genuine informed consent or conduct-
ine:  an extraordinarily public education and
ex”&ange to provide ht&ens  with an under-
standing of who now has information and for
what purposes, getting consent will not get us off
the moral hook.

In many circumstances, we cannot escape the
hard work of figuring out how to balance respect
for privacy with the need for information.

Endnotes
Allen, A. 1987. Uneasy Access: Privacy for Women in a
Faze Society. Rowman  and Allenheld, Totowa, NJ.
Allen, 1987. *
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The comments that we heard this morning make
at least two points. One is that privacy is not a
new problem. It is a problem that we have been
dealing with in increasing fashion, and one that
will obviously be exacerbated by technological
advances and by the American people’s many
diverse needs and interests. The second point
was the emphasis on the Hippocratic oath.

My job is to talk about the provider’s use of
data collected for routine provision of patient
care. The provider’s use of data is crucial to the
relationship with the patient. The issue has its
roots in the Hippocratic oath. Those quoted
words are essential to establish a trust relation-
ship, the common ground of any healing or
therapeutic relationship that exists between
providers and sufferers-those people we call
patients.

Respecting Privacy

To actually care for patients, you must respect
their privacy. This goes back to the very begin-
ning of Western medicine. At the beginning of
their careers, young physicians take the oath se-
riously; and from time to time, they take seri-
ously the oath’s renewal and the important
things it emphasizes.

We are dealing with groups, however; I have
seen abuses of what one might reasonably ex-
pect. I was reminded of that a year ago when I
went to the Mayo Clinic for the first time. I was
just visiting and wanted to see how the records
were handled. It was a very impressive place
with a very impressive philosophy and a very
impressive array of patient commitments. I was
escorted by someone who was not a physician
and not accustomed to escorting visitors. In the
records room, I wanted to see how a record was
kept. Every one of my instincts allowed me to do
that because, in places where I had been medical
director, I looked at records all the time. But I

was not allowed to look at the record; no one
was. The organization had a very strong com-
mitment to privacy. I was told that if people are
overheard discussing a patient in a semi-public
place, they could be fired.

I came away thinking that if I were a patient
in a place that took such care with the level of pri-
vacy, then my comfort level and maybe my po-
tential for healing would be very much
enhanced. Knowing that all the care givers were
operating and sharing in that position would be
very comforting. This, I believe, is the first lesson.

The other side illustrates another situation.
About 30 years ago, I was at a brand new univer-
sity hospital and was trying to do everything
right. We had the latest dictating technology The
doctor and the nurse could actually dictate; they
did not have to write notes.

This hospital took the precaution of sending
the dictation drums 500 miles away for tran-
scription at considerable expense so that the typ-
ists would not be in the hospital. These
recordings included very personal records from
various psychiatric notes. One of the typists, 500
miles away, was reading of the phenomenal sex-
ual exploits of a woman patient who, it turned
out, was the wife of the owner of the typing
business. There is no way to have recovered any-
thing from that-it was an absolute shambles.
And, yet, everything was done with the very
best intentions.

The Inevitable Human Error

There is a message in this. No matter how hard
we tv, some errors will be made. The things
with which we are currently dealing may com-
pound those kinds of errors. Willis Ware, I am
sure, will tell us many things we can do to pro-
tect and secure records. But even then, nothing
will prevent the error that no one anticipated-
the human error. Nothing will prevent people
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from being sloppy and less than optimal in their
behaviors unless we turn to that task with
greater vigor. This is one of the most important
things we need to do as we become even more
technocratic.

We have clearly broken confidentiality in the
usual one-to-one relationship through research
and through the groups of people who must
have access to the files. We have talked about
that, and I will not dwell on it. But we must be
able to trust others with information, especially
when someone is very sick and circumstances
are complex.

Now we are moving to a larger dimension
where data can be nicely distributed. We all are
learning gradually, sometimes to our horror,
how widely dispersed our financial records are
and how easily accessible they can be to those
who really know how to work with computers
and break codes. Such issues affect our current
problems and contribute to creating the relation-
ship between the individual and the individual’s
rights and society and the societal good.

The societal pressures are increasing, and
many of us feel almost lost in the spiraling cycle
of technology. In a recent essay, historian Daniel
Boorstin  describes America’s contribution to the
world culture as being centered on technology.
He calls it a republic of technology, wherein
communication between peoples is through and
with technology This implies a sense of progress
and improvement and draws citizens away from
any doctrine or credo to govern and control life.
The pursuit of technology in America, almost a
population-wide commitment to be the world’s
innovators and self-experimenters, takes the
place of commitment to doctrine. That is what he
believes.

Technology-Our Genetic Maikeup

This interesting and impressive essay starts one
thinking about how technology is intertwined
with our society and how it has almost become a
part of our genetic makeup as a nation. Boorstin
describes the incredible Philadelphia Fair of
1876, opened by President Ulysses S. Grant-
Grant pulled a switch and started approximately
18,000 different engines all at once-and how
this whole approach is a way to deal with the fu-
ture, with hope, and with progress. Although we
are beginning to understand the limits of tech-
nology, we are deeply involved in it.

One hundred years later, Howard Nemerov,
Poet Laureate of the United States, wrote these

lines depicting the tendency to glorify the inven-
tor and developer, rather than the evaluator and
the critic:

Praise without end  for the go-ahead zeal
of whoever if was invenfed the wheel;

But never a word for the poor soul’s sake
that  thought ahead and invented the
brake.

Here is an opportunity to think about relevant
brakes and how we can deal with our current
environment.

We must accept the fact that our technology
and capacity are tremendously valuable. Of
great value is information, computer linkages,
electronic capacity, and the ability to take per-
sonal information and relate it to the population.
Such information will not only go to the insurer,
the payor,  the researcher, and the evaluator of
trends, benchmarks, and quality of care, but it
will feed right back in real time to the provider.
And so, you ask, “Well, what’s useful for the
provider?” I believe we must value the whole
chain of information. Let me explain.

The Chain of Information

A recent paper described how doctors and nurses
alternated in entering the medical record of ran-
domly selected patients into a hospital’s electronic
system. A comparison of the electronic and man-
ual system showed an approximately $900
per-patient-visit savings with the electronic sys-
tem. Although people could read the doctors’ or-
ders, reading took longer with the manual system.
When you put information into the computer, oth-
ers can read it accurately The drug data in the
computer can be tracked by many persons for
multiple purposes; the computer provides valu-
able feedback from many sources. Cross reactions
can be prevented. A doctor can find out what other
prescriptions a patient may be taking. The elec-
tronic system offers a whole host of real-time
advantages.

Advanced information systems offer an-
other opportunity for development-postmar-
keting surveillance of drugs. A drug approved to
lower, your blood pressure promotes hair
growth, for example. Everybody uses it to grow
hair; nobody uses it for blood pressure. Then we
find out that when you give it to 20 million peo-
ple, 160 will develop a secondary problem and
their umbilicus will disappear. You would not
have noticed such a small number of adverse ef-
fects in the normal drug followup. The process

-

16 Conference Proceedings



P

f-

P

F

P

R. Bulger

that tracks these approved drugs in such detail is
called postmarketing surveillance. We do not do
it in this country; we have no good way of doing
it. This is an obvious advantage of great impor-
tance and great significance to electronic data
systems.

In another example, someone comes into a
physician’s office with a sore throat. The physician
does some cultures. By feeding this information
into a shared database, almost instantaneously the
physician can retrieve data indicating that during
the past month 70 percent of city residents with
certain symptoms did or did not have beta
hemolytic streptococci. So when a physician can
link the patient’s data into the larger population-
based data, patients receive a whole host of real-
time, valuable, practical benefits.

Letting Patients Control their Destiny

We have many, many things to talk about, in-
cluding patient autonomy. The future in which
we are now imbedded, and cannot escape, is to
increase patient control of his or her destiny. I
think much of the information that the patient
needs can come out of these electronic databases.

Many have heard of John Wennberg’s stud-
ies in which he offered an interactive video disk
system to people about to have their prostate re-
moved. The system helped explain the proce-
dure and discussed outcomes. Wennberg
studied patients who had the system and the op-
eration and those who did not have it; patients
who chose the procedure and who did not; pa-
tients who talked about the complications; and
patients who talked about what it did for them
and what it did not do. The disk takes about an
hour and a half. No doctor is able to inform pa-
tients as well as that video disk. As a result,
many people got off the surgery line and stayed

off, deciding that acceptable practice indicated it
was legitimate not to have surgery.

Information and data that increasingly
emerges from our large data sets about appro-
priateness, available options, and complications
will empower patients much, much more so
than now. Paradoxically, this improves patient
autonomy and improves shared decisionmaking
among doctors, patients, and payors. As provid-
ers face this future, they are increasingly afraid
of the lawsuits because of so many complica-
tions. We know that this alters people’s behavior.
In general, as people become better informed,
providers will respond. But care must be taken
as we do this.

I will just leave you with one lesson from the
great Yogi Berra-many of you baseball fans will
remember his famous non sequiturs. For years, I
thought Berra, the great baseball player, was ac-
tually dumb. But he is very quotable, and it
turns out that he may have been a lot smarter
than we thought. One of his gems emerged dur-
ing an interview when he was asked, “Now,
Yogi, you have a son. What did you tell him
about life?” And he said, “Well, I’ll tell you. I ac-
tually did tell him something that was impor-
tant. When he was 16, I said, ‘Son, when you
come to a fork in the road, take it.“’

Now I know you are quicker than I am, but I
want to interpret that one more step. In fact, in
some cultures, people would come to a fork in
the road and not take it; they would elect to stay
there, frozen with indecision over which path to
go down. We are still Americans, enhanced by
our belief in progress and improvement. We are
going to go down a road; we are going to take a
fork. The question is how to design the steering
and braking mechanisms correctly so that we
can stay on whatever fork we do take. 0
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A couple of years ago, a journalist was re-
searching a personal story about a famous movie
star. The journalist had a hunch that something
had been done to the star in a New York hospital.
He took a white coat, pretended he was a physi-
cian, went to the hospital, obtained the actress’
medical record, and published that she had VD.
She had the means to hire lawyers, and she sued
the hospital. She got a $640,000 settlement be-
cause she proved that she lost a commercial pro-
ject to advertise some makeup. She got a year’s
payment. In the meantime, several years had
gone by, and she lost out. This case had been per-
sonally traumatic to her.

In another case, in 1992 a very famous woman
in the Boston area, well-known to most people
through television and politics, decided to have a
breast enlargement. She planned it very carefully
since she did not want anyone to know. She told
friends, a television interviewer, and her church
that she would be going to Hawaii for a week’s va-
cation. She took all kinds of precautions to make
sure that no one would find out.

She was admitted to the hospital, which is
part of a church-run, church-owned operation.
The local  pastor was immediately notified-the
standard practice when patients were admitted.
This pastor knew his parishioner quite well and
knew that she was supposed to be in Hawaii. So
the pastor went to the hospital to see what had
happened to this patient because he was con-
cerned that she had had an accident or some
other traumatic incident.

What we have here is an embarrassment.
The woman could not sue anyone; she did not
want to sue anyone. Her personal career was
certainly somewhat set back as a result, and she
was lucky that the Boston press agreed not to
write about it.

In a case that occurred very recently an am-
bitious political candidate was anxious to gain a

post of high political exposure here in Washing-
ton. Researchers looking at his personal data ac-
cidently found out that some 26 years ago he
was admitted to a mental institution. No one
knew for how long; no one knew for what rea-
sons. His case was dropped. He was not consid-
ered even for the inner circle of candidates. He
could not sue; he could not do anything about it.

Finally a case from Colorado is the worst
case I have ever known. A medical student lived
or shared a room with an attorney who made his
living handling malpractice cases. The attorney
considered it important to review medical re-
cords before clients came to his office. If he could
see in advance that the case had some merit, he
could say “All right, I’ll take this case on for
$2,000 down and 20 percent of the outcome.” If
he could see in advance no real good hope, he
would say, “I need $5,000 down. Otherwise, I
don’t want to spend any time on this, and I need
a substantially,higher  amount of the outcome.”

His friend, the medical student, now says
she does not really know how many records she
copied at night-it may have been about 2,000.
She had sold them for up to $50 each to addi-
tional attorneys in Colorado as well as to out-of-
state attorneys.

The point I want you to remember is that she
was asked to leave medical school. And what
did she do? She entered law school and is now a
district attorney in Colorado.

Consumer Protection Violations

We have legislation that clearly describes con-
sumer protection in regard to credit information
and other different areas. When someone vio-
lates a consumer’s right to privacy, this is auto-
matically a ,crime with certain minimum
penalties. When we talk about health care, none
of that exists. If you are lucky enough to have a
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case where you can sue, you might get some-
thing out of it. If you do not have the means to
sue or if you do not have a case, too bad.

All of these cases involved paper-based re-
cords. The move is on toward computer-based
patient record systems. The benefits are clear. We
are looking for better health care and lmprove-
ment in quality of care. We are looking at cost
savings. We are looking at a number of advan-
tages. However, we need to realize that the dan-
gers of a computerized patient system cannot
compare to any paper system. Databases can be
broken into; they can be accessed. Most people
are talking about a longitudinal patient record, a
record from prenatal to postmortem. Can you
imagine, if all the data from your psychothera-
pist to your OB/GYN  clinic were in one place,
what a tremendous issue it would be to safe-
guard such information? And electronic patient
records provide easier access to people who, in-
stead of copying one record at a time, can poten-
tially take hundreds or thousands of records and
sell or misuse them.

Essential Legislation

In looking at computerization, we need three
pieces of legislation. The first-one that every-
one is currently talking about-is a new piece in
health care reform that comes up with solutions
towards access to health care, cost, and related
issues. Many people are working on that.

The second piece is equally important-I call
it legislation to enable computer technology We
need federal legislation that overrides state laws
that still dictate pen and paper in many cases and
that make it possible to have a clear understanding
of data integrity on computer systems. We need
legislation that will deal with computer signature,
computer use, who can access it, who can use it,
and legislation for computer retention and perma-
nence of information.

We can learn from some of the European
countries, particularly France, that have what
they call the “card professional,” issued as a
smart card. The card is issued by a fee licensure
organization to each physician or health care
professional. The professional uses it as a key to
access information he or she is entitled to be-
cause the information is necessary for care. The
card can be used as a computer signature. The
French use of the smart card may not be the only
way to solve the problem, but we need legisla-
tion and we need it quickly to enable the com-
puter system and the health care professional to
interact effectively.

The third piece is confidentiality. At this
point, we really need to look at a number of is-
sues. What potential harm is being done to the
patient? We need to have a clear understanding
of the dangers in the United States, not to men-
tion those in Europe. I could describe the horror
stories coming out of East Berlin, where the
Communist Party and governments in Eastern
Europe have constantly used medical records to
destroy people-not just professionally They
destroyed them as persons-they altered infor-
mation and used it to destroy individuals who
did not agree with the regime or political views.

This is so far removed that we cannot imag-
ine it ever happening in this country. However,
some people are concerned about underground
organizations gaining access to information and
using it in the same ways communist countries
historically used it.

When we disregard the first issue, profes-
sional ruin is left. Here again, cases occur where
physicians are mistakenly identified as being
HIV positive. The next day, patients cancel ap-
pointments, forcing the physician to give up
practicing medicine, at least in that state and un-
der the physician’s original name.

An individual’s career or credit worthiness
can also be ruined or damaged. In a number of
cases, banks or credit organizations have not
given individuals credit because they felt that
the individual would be unable to pay back a
loan or to keep up mortgage payments because
of a known illness.

Accessibility of Longitudinal Records

Can you imagine a longitudinal health record
situation where everyone has their complete
medical record accessible? If an employer wants
to see an individual’s health record going back
to high school or earlier, and if there is one dark
point, that person may not be given the job. We
need to make sure this cannot happen.

The most common cases involve the nega-
tive image in the community, the personal em-
barrassment. I have seen two or three estimates
saying that a case of personal embarrassment
happens not just once but maybe even twice a
week in this country-someone is being person-
ally embarrassed because medical information
has been leaked or exposed.

So what do we need to work on? We need to
first have an understanding and a consensus on
the potential harm. Secondly, what information
can be harmful? And here again, we need to look
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in more depth. Some people say, “Well, it is only your father?” The response was always, “We do
the sensitive information. It is only substance not know what he did to us.” It turned out that
abuse or OB/GYN  information.” An individ- the physician’s family and the patient’s family
ual’s acknowledgement that he was admitted were neighbors and had been fighting over a
into a mental institution or into a rehabilitation piece of land for 85 years. After three shooting
clinic can, by itself, be very damaging. incidents, nothing had been resolved.

We will be looking into the methods of in-
formation access and dissemination that can
lead to violations of privacy. The next point is to
come up with some general confidentiality
measures and invent some kind of practical
guidelines that can be used by the future com-
puter implementer and by the developer of
computer systems.

We must understand that the physician, in
many cases, is now being considered “just” a hu-
man being-not someone who automatically has
access to any information-and a patient has a
right to deny certain health care professionals in-
volvement in their care and access to informa-
tion. This needs specific regulations.

Uncontrolled Access
A number of issues concern uncontrolled access
by health care professionals. As a nation, we
need to look at where to draw the line. In
Europe, confidentiality is being put into legisla-
tion in a way that would never be acceptable in
this country. In France, a physician may only
give another physician information that a pa-
tient has previously approved. If you are HIV
positive and you say to a physician, “I do not
want you to tell this to anyone else,” so be it.
That would probably be unacceptable in this
country.

We must resolve the question of how infor-
mation is being disseminated between individu-
als, organizations, administrative personnel and
employers, and additional parties, such as insur-
ance companies. This involves general measures
for controlling confidentiality.

You may have heard about the case in Texas
where a patient had cardiac surgery A specialist
was flown in and immediately helped in the sur-
gery. When the surgery was over, the family was
told, “We have good news. Your father is in rea-
sonably good condition. We had to call in Dr. X,
a specialist from Houston.” The family sued the
hospital for $3 million. People asked the family,
“But do you not agree that this specialist helped

You have already heard that we must find a
fine balance between the need to know and the
right for privacy implementing confidentiality.
But there is a third issue-the economic issue. In
the past many people have seen or believed that
computerization automatically means a lack of
confidentiality. It does not have to. Instead, com-
puterization is only a question of money. As a
nation, in the next couple of years we must wres-
tle with this question: If we should create an
electronic patient record system costing a hun;
dred billion dollars, are we willing as a nation
and as individual patients and providers to
spend 10 percent, 15 percent, or only 5 percent
for confidentiality measures? In dollars, those
numbers are $5 billion, $10 billion or $15 billion.
These are issues that must be put in relationship
to what is being done. *
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Providers’  Use of Primary Health Care
Data-Discussion

Roger Bulger, M.D.
President and CEO
Association of Academic Health Centers

Peter C. Waegemann
Executive Director
Medical Records Institute

n Participant: I have a question for both of the
speakers. First, I was delighted that Dr. Bulger
explained the meaning of postmarketing surveil-
lance. The term is enough to send shivers down
the back of a privacy advocate. Although it in-
volves marketing and surveillance, once it is ex-
plained, one cannot oppose it. I am considering
ways in which postmarketing surveillance can
be intelligently conducted within data protec-
tion rules.

The other examples cited, such as monitoring
prescription uses, illustrate the need for such sur-
veillance as well as the need to set up proper data
protection measures to conduct such monitoring.

With respect to Mr. Waegemann, I wonder if
he is aware of French data protection rules and
whether France has developed detailed rules for
medical confidentiality that are helpful within
the general framework of the 1978 law?

n Dr. Bulger: I was trying to present some ex-
amples of current and future utilities. But, I un-
derstand that patients might not be entirely
happy about having all their prescription records
accessible. This raises some questions that need
consideration.

I am not sure I have thought that all through.
I am also not sure that surveillance is as pure
and good as I described it. It is entirely possible
that people would like to maintain their pre-
scriptions under their own control, go to differ-
ent doctors for specific reasons, and be in a
situation where they could prevent the pooling
of personal information.

So although I am glad that you agree it is
good-1 also think, in general, it is good-1 am
not so sure that it is an unalloyed good in every
consumer’s view.

H Mr. Waegemann: I mentioned France particu-
larly in regard to what I call the computer ena-
bling act or computer information act in health
care, which is needed in this country. I think we
can probably look at that. The way they have ap-
proached the smart card problem might help us
become clearer on similar issues.

When we look at confidentiality, it is worth-
while to look particularly at Sweden, Germany,
and the United Kingdom. All these countries
have created positions of data protection om-
budsman or data protection commissioners to
satisfy the needs of their respective societies.
Data protection commissioners in countries like
Germany and France hold cabinet level posi-
tions. Their sole responsibility is to protect the
patient and consumer and make sure that all in-
formation-related work is filtered, if you like,
through this administration. The same countries
are implementing these programs at what could
be considered the state level. So if we really want
to take that example, we would need similar im-
plementation of data protection commissioners.

w Participant: Collecting data and creating a
longitudinal picture of someone’s life could be
considered an invasion of privacy. I am thinking
particularly of incidents of men& illness or
other sensitive events, like an abortion. To have
all your records available to a physician seems
like overkill; some standard should indicate
what is relevant to the current case and what is
accessible.

I also have serious concerns about data shar-
ing. Consider the example of pharmacy records.
If I am the patient and you, .as a doctor, say to
me, “I need this information. We will keep it
confidential, we will only combine it with other
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records that are relevant and only give it to peo-
ple that are qualified.” Your office has a connec-
tion with a pharmacy. The pharmacist has a
computer and finds it advantageous to connect
with other pharmacists across the country and
see which drug they sell the most. If that is done,
which likely is a good marketing strategy, where
is the protection of the person in that whole sce-
nario? Once these databases are built, when is
access limited? And, also, how do you specify
that it can only be used for this purpose and no
other purpose?

Regarding consent forms, I have looked at sev-
eral and done a little research on the topic. The av-
erage citizen in a physicians office often signs
consent forms releasing information under pres-
sure, under the perception that not signing the
forms will decrease the quality of care. An element
of coercion may be in that kind of interaction.

Finally, if you really want to improve the
quality of health care, the patient should have
the right to access longitudinal data about his or
her health care provider’s performance and
quality of care.

n Dr. Bulger: Very good comments. One of the
advantages of this kind of information, and
what I was hoping to convey, is that as we collect
data on outcomes of practice and feed it into
larger databases, we can remove the individual’s
name; but all the data can, in fact, be returned.
And that is what I was referring to when I said
patients should be empowered to gain more con-
trol over the payers  or providers of the system,
over what they are buying and what options
they choose in their care, and over whom they
choose-assuming the system allows them
that-because that information can come back.

The data we collect now is in a very rough
form; we can read the hospital mortality rates as-
sociated with diseases. We know that data is
very crude and can be massaged and made more
sophisticated. We are in the process of doing this
throughout the country. Many current activities
are aimed at providing just what you want-
more information about the provider and more
information about how effective that provider
has been with your problems.

The information that will create the longitu-
dinal story will remain forever accessible. This is
an extreme difficulty, and I will be interested in
seeing how my colleague deals with it.

1 Mr. Waegemann: What we really are wrestling
with here is a question of what actually is the lon-
gitudinal patient record. At this point, we do not

have a clear consensus on what this animal is go-
ing to be like. In the United States or even in
Europe, we do not have any concept model of
the electronic patient record, what it consists of,
where its subsets are, and other factors.

There are several issues. First of all, with a
longitudinal patient record and different disci-
plines putting information into it, the record can
be safeguarded by the “draw effect.” In other
words, only a patient providing a personal iden-
tification number (PIN) can allow certain parts of
a record, like mental health therapy information,
to be accessed by the health care professional.

Of course, an overriding mechanism can be
built in to guard against situations where a pa-
tient is not able to provide the PIN. This makes it
more complicated. But by having this kind of
mechanism, you can make sure that your dentist
is not looking at your OB/GYN record.

The second issue we must wrestle with, par-
ticularly when focusing on confidentiality, is
where to locate the home base of that longitudi-
nal patient record. Should it be stored within
your current provider, your HMO, your hospi-
tal, your family practitioner? And where would
it be updated? In the provider setting? Would it
be located, as with some states and areas, within
a communitywide health. information system
with a state or regional database and informa-
tion system?

The next question is-what kind of owner-
ship exists? What rights does the patient have to
the information? I could tell you stories about
patients incorrectly accessing their medical re-
cord information,

We need to wrestle with the issues of owner-
ship, location, patient access, and how to have
certain subsections that are only available by
having an “additional key.”

H Participant: A backdrop to this conference is
the rising consciousness about privacy among
an increasing number of Americans. A primary
reason for this is, as Mr. Waegemann pointed
out, that when people discover they do not have
rights, they start getting very concerned about it.
When they have rights, they do not worry about
them any more. When they do not have them,
they want to recover those rights.

In that light, it is important to challenge some
conventional wisdoms. We always talk of the
costs of privacy. It was good to assign percent-
ages to the costs associated with privacy Con-
ventional wisdom handles these privacy issues
as they arise, as an afterthought, or as a little side
issue.

-
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But with the rising consciousness, I would like
to point to something that happened a few years
ago. Equifax and Lotus Marketplace were invest-
ing millions of dollars to put almost the entire con-
sumer country on a CD ROM, so anybody would
be able to have your name, address, estimated in-
come, and shopping habits on their shelf. When
word about this got out, 30,000 people protested.
The companies had to withdraw the whole project
because it really touched a nerve.

With the two conventional wisdoms of the
cost of privacy and handling privacy as an after-
thought, we still have to ask: What are the costs
of not dealing directly with the privacy issue?
Considering the example of Lotus Marketplace,
could there be such a backlash about a privacy
scheme that this basically good project of trying
to computerize these records is derailed?

Do you foresee the failure to address privacy
as something that has a potential to derail this in
light of the Lotus Marketplace model?

n Mr. Waegemann: I know of five major com-
puter projects that are not being pursued be-
cause people did not know how to deal with
confidentiality. Two Canadian projects would
have involved computerizing the whole prov-
ince. Germany planned to have general patient
cards, insurance identification cards, issued to’
its citizens. Parliament ratified the law and by
January 1,1992, every person in Germany was to
have an identification card. Because of confiden-
tiality problems, no identification cards have
been issued, the whole project is stuck, and no
one knows how to get out of it.

n Participant: I work at the Albert E. Trishman
Center, a national resource center for people
who work with troubled children and their fami-
lies. The mission of the Trishman  Center brings
up an issue that I have not heard yet-that of
children and real concerns.

Mr. Waegemann, you broadly mentioned po-
tential harm regarding confidentiality, particu-
larly involving an individual’s career. I suggest
that we start with an individual’s life, access to
education, housing, and basic safety in the
world. We have real serious concerns about what
happens when information about histories of
sexual abuse or sexual perpetration or some-
thing along those lines-starting perhaps at age
four-is made readily available to people and
how that would affect an individual’s ability, for
example, to get into high school and college.

I am also very concerned about and hope that
one of the panelists will address the fact that this is

a DHHS hearing. Children and families are seen
in departments of human services for mental
health servicing. I have a real concern about
places like residential treatment programs, fam-
ily service centers, and community mental
health centers servicing children for this kind of
treatment, using Medicaid, and the implications
regarding computerized records.

N Partlclpant: In most hospital settings where
patient records have been electronically con-
verted, there is a need for a measure of quality,
some measure of outcome, and some demon-
stration of a reduction in cost as a result of im-
proving communication among professionals in
the care of one patient.

In the case of the primary care record-that
is, a record in an ambulatory setting where prob-
lems are far less identifiable-they tend to be
quite broad without clear interventions that al-
ways work or set standards for how things can
work. In this setting, how do we measure
whether or not making that record electronic has
value? How do we demonstrate an improve-
ment in outcome quality a reduction in cost, and
the risk to confidentiality in making those kinds
of investments?.

n Dr. Bulger: That is a very good question. The
answer is that all of those things have yet to be
demonstrated. Studies will need to be done as
we go through the processes. With the way
health care is going, specifically the hospital part
of care, one can draw out a scenario that has the
hospital shrinking to a large intensive care unit
for specialized cases, and the rest of care being
carried out in the ambulatory setting. Clearly, ac-
cess to the critical data of someone’s EKG, hema-
tocrit, and infection history is frequently useful
and important to the patient. It is valuable infor-
mation and can prevent duplication and waste.

I am not saying, however, that going from a
written record to an electronic record in the stand-
ard encounter has at all been shown to be super
useful. I think you raise a very good question.

w Mr. Waegemann: There are two issues that
we really should not spend too much time on be-
cause neither is directly related to confidential-
ity. A study published by Dr. Clement McDonald
shows computerization can save up to 15 per-
cent in health care on tests and such. Secondly,
the Computer Based Patient Record Institute is
working on these issues, and some members are
here today. We should acknowledge the work
being done there.
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n Participant:  I want to make reference to one
of Mr. Waegemann’s stories-the experience of
someone being considered for high appointment
and rejected after the appointing authority
somehow found out about psychiatric treatment.
The chances are that the individual was asked
directly about that. The form attendant to get-
ting even a very minor clearance for a nonsensi-
tive government job includes the applicant’s
consent to giving the government access to the
entire medical record. We may not need to de-
bate that here, but this issue will have to be ad-
dressed when we do the balancing.

n Mr. Waegemann: I believe the information
was actually obtained through an interview with
this man’s ex-wife.

n Participant: All right, and the chances are
that the investigator’s standard interview for-
mat included a question like that.

H Participant: I am a computer scientist. We
currently use the partitioning of data between
primary health care providers to improve the
quality of health care and to hold down costs.
We use the second opinion to get an improve-
ment, either in cost or in quality of care. How
would you propose to do that in a complete pa-
tient record that does not have barriers erected
for these purposes?

The second question is about the hundred
billion dollar figure thrown out. This makes nu-
clear weapons sound like a bargain. I wonder if
you can cite where this cost figure came from?

W Mr. Waegemann: You all can access the HCFA
study published in October that estimates about
$50 billion. If you expand all the areas that have
not been accepted or reworked, assuming that it
costs about $10,000 per hospital, and look at
various formulas, you come up somewhere
around $70 to $100 billion. I believe more
around $100 billion because the European com-
munity assumes that just creating the necessary
communication network will cost around $80
billion. The cost is somewhere between $50 and
$120 billion, but at this point no one knows.

We, and particularly this Administration,
need to make clear to the general population the
tremendous benefits the computer-based patient
record promises and that the effort is so great it
only can be compared to the space program of
the ’60s. We really need to look at the efforts and
resources needed nationwide to achieve that.

n Dr. Bulger: In answering an earlier question
about primary care, one needs to remember that

many of our health care costs are created by the
little things done frequently that go unnoticed.
For example, in this country some 50 or 60 per-
cent of women- get Pap smears perhaps twice as
often as they need to and 25 percent never get
them. At least if we were able to computerize
and easily audit primary care sites and training,
we could begin to look at things like this and
make sum that a certain level of quality was bet-
ter assured.

n Participant: As a primary care provider, I am
looking at things from the other side. Perhaps
you should issue all health care workers a big
silver badge and a gun and allow them to shoot
anyone who uses health care data inappropri-
ately-the journalists, the lawyers. Is it our re-
sponsibility to pay billions and billions of dollars
to lock up data so that other people cannot use it
for their own personal gain?

Regarding sharing of data among profession-
als-many times a colleague will say “I had an
interesting patient last week. A young man came
in with a multiplicity of symptoms, so I did the
whole workup-neurological, laboratory-and
ran up a $5,000 bill. I called the patient back and
said, ‘I am sorry I have to tell you this, but you
have a serious disease. You have. . .‘ And the pa-
tient said, ‘Gee, that is what the other doctor told
me last week.“’ How many times will this pa-
tient rob the system of $S,OOO?  How many well-
baby checks is that? This is an issue that society
must deal with.

Professionals are empowered by society be-
cause they have a certain body of information.
Their goal and responsibility to society is to use
this information to better society. We are looking at
technology at databases, at large advancements, at
electronic data transfer. We are looking at the pos-
sibility of manipulating large databases.

However, society’s fabric is changing. It
changed with the industrial revolution and it is
changing with the technological revolution. Our
job today is to help reweave the fabric of society. I
do not think that we are that far off base. Con-
sumers want responsible health care; health care
providers want a responsible consumer. Our goal
is to educate the consumers and the providers to
the fact that this can all work together for every-
body’s gain, and we can do it very economically

n Mr. Waegemann: Just a quick response to
Point 1: yes, I agree, we have to decide that no
one really knows. Point 2: I think the health care
reform might take care of it, and we hope that
this is being addressed.
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That gives me a chance to make one com-
ment myself. We should be aware that we are
talking about confidentiality-it is a question of
the social security numbers. Currently all legis-
lation on the Hill is proposing using this number
in the future; the patient is being identified with

the social security number. A number of people,
including myself, see potential problems of con-
fidentiality, because you can link an individual
much easier to any specific data, similar to a
provider numbering system. *
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Health Data and the Private Sector
Lorna Christie
Senior Vice President
Direct Marketing Association

Many of you are probably wondering what
someone who represents direct marketers and
mail order catalogers is doing at a conference on
privacy and health data records.

Well, there is a really good reason why I am
here today. Steve Brooks is a direct marketer.
Aetna represents many direct marketers who
happen to use direct response techniques to
market their product. In Steve’s case, the prod-
uct is insurance.

In addition to talking about privacy, I would
also like to introduce another subject-fair infor-
mation practices and the principles behind fair
information practices. Those practices and prin-
ciples are particularly important when dealing
with something as sensitive as health data, and
particularly when talking about the collection,
use, and.dissemination  of that data.

Before addressing the specifics, I would like
to broaden the scope. Direct marketers really
represent every segment of the American econ-
omy. Very few Fortune 500 companies today lack
some type of direct response branch. We rely on
information to reach our consumers and our cus-
tomers; we are not the corner drug store. In
many cases, the company that the consumer has
a relationship with is halfway across the country.
In other cases, the company may be halfway
around the world.

I have a unique job for a trade association,
and I am told it is a perfect one for someone with
my personality. I get to tell the industry what
they are doing wrong. I also get to tell them,
however, what they are doing right and how we
can spread the message of positive information
practices and principles throughout the industry.

We are here today to talk specifically about
privacy. What is privacy? Everyone in this room
would probably give me a different definition.
Because we rely on information, we have fo-
cused on the issue of privacy for a long time.
Many of you may believe that it was just in-
vented in the ’90s. Privacy became an issue for

us the day we started collecting the first cus-
tomer information.

Defining Health Data
In combining the problem with defining the
term privacy for the individual consumer, I will
throw in another problem. How do you describe
or define health data? Most of you feel, and I cer-
tainly agree, that health data is, by nature, more
sensitive than other types of marketing data
available in the private sector. But, yet, we have
the problem of consumers filling out surveys
and voluntarily giving marketers specific pre-
scription information. So is that health data? If it
is, it certainly was not sensitive to that individ-
ual consumer.

What we have to do is gather a lot of data
and find the balance between consumer privacy
expectations and the use of information for
marketing purposes. In 1973, HEW established
fair information practices principles. I go over
them today because they are very important.
These principles basically were to minimize
intrusiveness, maximize fairness, and create le-
gitimate expectations of confidentiality. While
the original principles were written with regula-
tion in mind, and how to make this regulation
effective, the Direct Marketing Association
@MA) achieves these goals through industry
self-regulation.

For direct marketing, privacy is indeed a
customer service issue. A trade association pro-
fessional must educate our members on the
value of self-regulation because it allows them to
respond to their customer needs; Therefore, it is
a bottom line issue and not something this in-
dustry takes lightly

We accomplish self-regulation through
many means. We have personal information pro-
tection guidelines. These guidelines are also in-
corporated into the ethical guidelines of other
marketing segments, such as mailing list prac-
tices and telephone marketing.
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We also have a new product in the evolu-
tionary phase of self-regulation-a fair informa-
tion practices checklist. This checklist is
designed specifically for companies with an in-
ternal audit. It consists of steps a company can
take to make sure it is meeting consumer privacy
expectations.

Value of In-house Suppress

We also have established programs on the value of
in-house suppress. In-house suppress gives con-
sumers a sense of control at the point their name
enters the information stream. In other words, as
soon as I subscribe to something, as soon as I buy
something, if that information is to be used for
other marketing purposes, the Direct Marketing
Association believes that I have the right to know
that the information is being collected and how it
may be disseminated. This is particularly impor-
tant in dealing with data that is sensitive, such as
health data.

These programs have become the standard
for other trade groups and associations around
the world. Indeed, we have an annual summit of
trade associations to talk about what we are do-
ing right, self-regulation, and how we can im-
prove the programs.

They are not perfect by any stretch of the
imagination. If they were I would not have a job,
because part of my job is to manage those pro-
grams. More importantly, my job is to improve
those programs. How do I know the programs
need to be improved? The marketplace tells us
the areas in which we need to be stronger.

We also have a DMA privacy action plan
that specifically addresses the privacy issue and
how our self-regulatory programs can be im-
proved to respond to consumer privacy expecta-
tions. We are aware, and the members of the
direct marketing industry are firm believers, that
the types of information that should be collected
and used for marketing purposes have limits.
Our guidelines for ethical business practices
state that directmarketers should be sensitive to
the issue of consumer privacy and should limit
the collection, rental, sale, exchange, and use of
information to only those data that are appropri-
ate for direct marketing purposes.

We also go a step further. Information and
selection criteria considered personal and inti-
mate by all reasonable standards should not be
made the basis for rental, sale, or exchange when
the consumer has a reasonable expectation that
the information will be kept confidential.

We actually administer the guidelines. In re-
searching the file, we have found set cases in
which health data was used to violate consumer
privacy. In one particular example, a blood bank
in New Jersey decided it would be a good idea if
they marketed lists of consumers who had had
blood tests. This company had no idea of the
consumer privacy sensitivities; this issue was
looked at solely as a marketing practice. The
DMA guidelines or the DMA committee was
able to educate that company, to raise its aware-
ness that it had a responsibility when collecting
that type of information not to disclose it for out-
side marketing purposes.

This illustrates a very important point in
managing consumer expectations and the issue
of health data in the private sector. We do have
cases of nontraditional direct marketers who are
using and marketing information inappropri-
ately Those situations are not widespread, and
in most cases, self-regulation is able to deal with
them.

In general, all data can be developed in two
ways. Information is compiled on consumer
buying patterns such as business-to-business ex-
changes or usage patterns such as in the medical
professions. Data can also be developed through
surveys, club memberships, pharmacies, and
sign-up sheets in doctors’ offices. These exam-
ples clearly illustrate a very important point in
data collection.

The Right to Collect Data

Yes, marketers do have the right to collect data.
America is a fairly open information society; many
have argued that is why our country has been able
to compete. But with that right comes a responsi-
bility; that responsibility is to inform consumers
through disclosure practices. Marketers also have
the responsibility to be aware of the limits of the
exchange of sensitive information, like health data,
particularly when it has a negative impact on the
consumer. Even with the perception of a negative
impact, marketers must design their programs
with that in mind. When you are dealing with
something like privacy the consumer does not dif-
ferentiate between perception and reality. If the
consumer thinks the marketer is doing it, it is just
as bad.

Member segments, such as insurance, have a
need to access health data information to serve
their clients; but most traditional direct market-
ers have no need for health data. Even in the
case of the insurance companies, the information
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used to target potential customers is generally
derived from demographic data, not specific
health data. Business-to-business marketers may
rely on prescription drug information; for exam-
ple, what types of physicians use what type of
drugs to market to physicians. In that case, the
patients’ names are deleted long before the data
is used. Indeed, researchers have been very hard
pressed to find specific cases of violations by
pharmaceutical companies in their marketing
practices.

I am not saying that abuses do not exist.
Misguided marketing practices do happen. But
in this case, we have found that they are in fact
misguided marketing practices by over eager
sales reps or over eager marketing professionals
who do not understand the need for balance.
And getting back to the responsibility issue,
companies have a responsibility to train their as-
sociates in fair information practice standards.

We have also heard stories of 800 numbers
being used to collect data-not on prescription
drug information, but on whether or not you
suffer from hay fever. The consumer has a right
to know if this information will be used. And
also, you have the situation of consumer sign-up
sheets in doctors’ offices.

lar prescription drugs? Did consumers know
how that information was going to be used? Was
the suppress notice clear enough? These are all
issues the industry is currently grappling with.

Physicians also should be trained to educate
their customers on why the sign-up sheets exist
and how the information will be used. This in-
volves not just the confidentiality data in their
medical charts, but also any type of paper trail
the consumer may leave in the pursuit of health
care. In the case of grocery stores, for example,
some consumers truly believe that their Tylenol
purchases may be considered health data. These
issues must be addressed.

We should ask other hard questions at the
beginning of this process. Where do we draw the
line on the access, collection, and use of health
data? Will it be necessary to legislate or can self-
regulation fill the gap?

f- Maximizing Fairness

Consumers have a right to know that the data is
being collected and the companies have a re-

P sponsibility to minimize intrusiveness, maxi-
mize fairness, and create legitimate expectations.
of confidentiality. Once again, suppress notices

F are an important tool in making sure consumers
are aware.

i DMA would also suggests that the use,. and

f=
particularly the transfer, of sensitive health data
be kept to a minimum; we are working hard to
educate companies of that fact. But consumers
must be empowered as well. Companies also

c have an obligation to their customers to provide
them with educational information to show how
they can, in fact, protect their health care data.

I- The survey example is a very important il-
lustration of that point. Why did consumers tell
the coupon marketer that they were on particu-

Many have argued that America’s economic
success is directly attributed to our open infor-
mation society. That same tradition provides
American consumers with more choice, than any
other consumer in the world-not only in exer-
cising their rights as an individual, but the
choice to access valuable products and services.
So far, the direct marketing industry has success-
fully shown the value and role of self-regulation
as a customer service tool and as an alternative
to restrictive legislation that may limit consumer
choice. But the more we get into information
management technology-into areas that are
considered sensitive, like consumer health
data-the more we have a responsibility, and are
aware of that responsibility, to address the issues
every month, every day, and respond to individ-
ual consumer concerns.

In marketing information for use by the pri-
vate sector, we are trying to achieve a balance
that works best for the consumers (i.e., their abil-
ity to choose), the industry and the government.
I have great hopes that the dialogue we have
started here today will continue and contribute
to that process. As a trade association profes-
sional serving the information management in-
dustry, I look forward to continuing this
dialogue. *
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Stephen Brooks, M.A.
Manager, Medical Information Management
Aetna Health Plans

My perspective today is quite practical. I speak
from the perspective of managing a large insur-
ance company’s health care system and of build-
ing tools to support our customers’ needs and
our own in-house medical and plan manage-
ment staff.

The public and private sectors use health
care claims and administrative data to help man-
age the delivery of health care and control health
care costs. Insurers and managed care companies
participate actively in the health care system
through a provision of employee benefits, since
most people receive their health care benefits
through employment. The majority of those are
handled by insurance companies and HMOs,  al-
though some are handled directly by employers
in large cases. At Aetna, most of our business is
administrative service contracts, where we pxoc-
ess and pay claims for employers who act as the
plan administrator under the Employee Retim-
ment Income Security Act (ERISA). The kinds of
information that might be shared between an ad-
ministrative services only (ACS) customer who
has some benefits-related need-to-know and an
insurance customer who has a much more lim-
ited need-to-know differ.

At Aetna, we have managed the privacy
concerns with strict policies on confidentiality
and release of data. Changes in the health care
industry affect how we use data but will not fun-
damentally alter our policies.

Ultimately we must ask: Is patient health re-
cord information really different from other per-
sonnel information in the private sector? And is
the private sector unique?

An Historical Perspective
Even when I joined Aetna in 1985, capturing
more than the first three digits of a diagnosis
code on a claim or capturing secondary diagno-
sis codes on hospital and other claims was not
mandatory The processor would evaluate all in-

formation on a bill in reviewing a case and in
making a determination, but the information
was not always entered into the system.

The information was not organized by patient,
but by customer and transaction identifier. Be-
cause of the volume, the data was segmented by
when we processed the claim. To build something
by patient involved an enormous amount of work

Prior to 1980 on the information technology
side, I use the term “big iron.” Everything was
main frame data processing-we began auto-
mating our old manual systems. We did not
make any changes in what we did or how we
did it as we built our initial automated systems.
We stored all our data on cards or on tapes.
When I first joined Aetna, my boss had been
with Aetna since the late ’70s and directed a unit
which abstracted pricing data from paper claims
files. The data were entered on punch cards and
racks of card trays--literally hundreds of thou-
sands of cards-and put through the pricing sys-
tem. Obviously cards got damaged, and
accomplishing anything was extremely difficult.

As we moved into the 198Os,  the role of
health care began to change. Payors became a lit-
tle more proactive. We built systems like hospital
precertification  to assess the necessity of a par-
ticular hospitalization and to make sure that the
proposed length of stay was appropriate before
the claim was submitted. We built second surgi-
cal opinion programs to look at surgical neces-
sity, In the late ‘8Os, we developed preferred
provider organizations-contractual affiliations
with providers and provider groups. We began
to develop the primary care physician/gate-
keeper role. We began to hire a significant num-
ber of medical and nursing professional staff.

When I joined Aetna, we had fewer than half
a dozen physicians on staff-we now have about
a hundred. When I joined Aetna, we had about a
hundred nurses-we now have several hun-
dred. The health care professional is really
altering what insurance companies do and the
way they do it.
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The Advent of Information Technology
In 1980s information technology, we began to see
the advent of personal computing. At the same
time, our main frame applications got bigger
and less flexible. We moved data. from tape to
disk. (In 1985, Aetna moved the AEccess system
of cost and utilization data to disk It did not
change the data’s organization; but by moving
to disk, we eliminated about a thousand tapes a
year and improved-accessibility and reliability.)

The industry began to get personal comput-
ers for isolated applications and began using
end-user computing. All of these applications
were stovepiped, with no systematic approach
towards effectively integrating information and
use. Insurers and health care companies created
numerous internal islands of data with no
bridges.

As we move through the ‘9Os,  this situation
will change. We know that our role will evolve
further as we go into managed competition. In-
surers and managed care companies are build-
ing stronger network-based projects (HMOs,
point of service models, more aggressive PPOs,
etc.). At Aetna, we expect to see a decline in fee;
for-service care. Aetna’s plan is to grow the man-
aged care portion of our business over time and
to shrink the traditional unmanaged care part of
our business. We think that the whole industry is
moving that way

Insurers and managed care companies are
mainstreaming health care professionals. They
are no longer isolated in a separate medical de-
partment; they are now in the field and in opera-
tional areas influencing everything we do.

The industry is getting into quality manage-
ment and outcomes management. We are looking at
clinical protocols, at what care should be rendered
to a patient, and what is appropriate treatment We
are not just accepting whatever a physician does as
necessary and appropriate. Studies have shown
huge variations in practice patterns nationally and
these patterns  are not all equally effective from a
clinical or cost perspective.

The Move Toward Networking
In information technology, the industry is mov-
ing towards networking. This presents enor-
mous problems. We will distribute data and
databases; we will integrate information across
different systems. We will then need to integrate
data from these sources in different ways to as-
sess quality and manage outcomes.

The market is beginning to develop more in-
tuitive end-user computing tools. You do not
need a computer programmer any more to ana-
lyze data. Physicians can actually manipulate
and understand data-that is a real change.

Groupware and shared development tools
are also emerging in the industry. Applications
that might be developed in one area can now be
distributed to other areas and shared by numer-
ous users. Using such tools, when we find we
are very successful at doing something in one
part of the country, we can share that knowledge
with staff in other parts of the country

The industry is also beginning to build so-
phisticated expert systems and decision support
tools that will really help guide the clinical proc-
esses, tools which are critical in the move into
network-based products. At Aetna, we are not
an insurance company anymore-we are a man-
aged care company.

What sort of data do insurers and managed
care companies maintain? First, we have infor-
mation on membership and enrollment. We
must know who is eligible to receive payments,
and what they are eligible to receive. Second, we
have information on providers. We credential all
providers affiliated with our managed care
products. We need affiliated provider informa-
tion for members to help them obtain care. We
also have information on fee schedules to guide
payments. We have information on our custom-
ers and their benefit plans; on the deductibles,
coinsurance and plan limits; and on special pro-
visions that might apply. We also have informa-
tion on authorizations; that is, on why a
physician requested prior authorization. All this
is integrated with data when we process the
claim. Any insurer or managed care company
has a lot of data.

In comparing a claim side-by-side with a
medical record, you see that a lot of information
in the medical record does not go to the claim
form, and not all information on the claim form
is picked up by every insurer or managed care
company. A core cut of data is picked up and
used by most insurers and managed care compa-
nies, but not everyone uses everything.

Mention was made of Kaiser and ambulatory
care data. Kaiser does not capture it, because it is
not needed. The way Kaiser manages its busi-
ness-with the physicians jointly responsible for
care-this data has just not been critical. Other
managed care companies have encountered data
for capitated  providers as well as payment data
for non-capitated services.
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The Enormity of Issues
At Aetna, we cover about 11 or 12 million people
with indemnity and PPO products. We have
about 1.5 to 2 million people in our HMOs and
point of service plans. Overall, we cover about
13 million people, or about 5 percent of the U.S.
population. Probably several of you in this room
have coverage through Aetna; I do.

What kind of volume does a company like
Aetna process in a day? Well, it is about noon
Eastern time. We have been processing since 8
a.m. We have probably processed 100,000 claims
for tens of thousands of different members. This
represents about 200,000 individual medical
services and will result in $25 million worth of
payments so far.

In Aetna’s reporting systems, the claim
analysis systems on the back end of the claim
process keep a few years worth of data. About
half a billion services are in the system. We pay
for about one million hospitalizations a year and
one million outpatient surgeries. We have a
fairly large database, which is quite difficult to
work with. We have about 20,000 different cus-
tomers, about 50,000 different plans of benefits
(different deductibles or coinsurance levels), and
the claim is different under each plan. This pre-
sents a real difficulty in helping our medical staff
because we may not see the claim until part way
through the course of treatment.

What are the traditional uses of data? Data is
used for processing and paying claims, provid-
ing customer service, reporting on cost and utili-
zation patterns customers may want, and
reports on their experience subsidiary, by white
collar/blue collar and by geographic area. The
data is not reported by patient. We can perform
benefit analysis and help plan design and man-
agement without using that level of data.

Our administrative services customers can
request tapes of their claims data, which is pro-
vided with scrambled social security numbers. If
they insist on getting unscrambled numbers,
they must sign authorization and releases that
the information will be used strictly for plan re-
lated and plan management purposes; that is
o u r  s t a n d a r d .

We use the data internally for financial actu-
arial pricing purposes to set reserves, pooling,
and stop loss provisions; but again, those finan-
cial applications use aggregate data.

We also use data for fraud and abuse pre-
vention and detection. Traditionally, we used
data to assemble and develop cases and to sup-

port litigation. As we move forward, the indus-
try is beginning to use information to assess pat-
terns of care and to detect fraud and abuse up
front. The emerging uses of health care are to de-
velop and manage provider networks, to select
providers for participation, to manage provider
risk factors, to develop institutes of excellence,
and to look at special provider networks for spe-
cialized services like lab and rehab.

The industry is developing programs like
Aetna’s Healthy Beginnings, a high-risk prenatal
care intervention, to help prevent sick babies.
The industry is also beginning to build patient
profiles for things like drug interactions. When
you go’to a drug store, the pharmacist may check
your medication profile to see whether two
drugs interact; if you go to two drug stores, the
interaction cannot be checked. When we receive
the claims, we have the information to detect
those interactions. As we move to more electronic
connectivity with pharmacists, we may be able to
help prevent adverse interactions.

The industry is also looking at targeted risk
assessments and health education. How can we
help prevent people from needing acute hospi-
talization without helping prevent them from
needing to be fixed in the first place?

What are’ other uses of health care data? At
least within Aetna, I am aware of none. Basically,
we have very strict confidentiality policies and
guidelines. If someone in another division of
Aetna wanted information on health benefits,
their request would be refused. That is our
standard policy. Perhaps we are more stringent,
but I do not think we really differ from the rest
of the industry in the general use of personal
data. We use the data that we have to manage
health benefits. That is what our customers con-
tract with us to do. We use it as effectively as we
can. We do not go beyond that.

What we do with data is similar to what the
government does (under FEHBA, Medicare, and
Medicaid). They have a similar function and the
same kind of data-mortality and -morbidity
data, cancer registries, and other systems of dis-
ease tracking. Privacy concerns that insurers and
managed care companies have are almost the
same as privacy concerns of the government. Ul-
timately the private sector is not unique.

Where are we going from here? We in the pri-
vate sector cannot solve this problem-no one
company can. The nation must come up with a
consensus as to what is necessary and appropri-
ate. Industry will abide by society’s decision. *
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Health Data and the Private
Sector-Discussion
Lorna Christie
Senior Vice President
Direct Marketing Association

Stephen Brooks, M.A.
Manager, Medical Information Management
Aetna Health Plans

n Participant: Mr. Brooks, you talked earlier
about how you guarded the confidentiality of in-
formation, but you also referred to yourself as an
agent of the customer. What would you do if the
American Civil Liberties Union (ACLU) used
Aetna and said, “We would like to see individual
claims data on our employees. We are concerned
about how the premiums are being paid for, how
claims are being used.” Would you, in that situ-
ation, give the claims data? I know no legal re-
striction prevents your giving it, but would you
give it? And if they said, “Well, if you do not
give it to us, we will go to another company that
will give it to us,” how would you handle that?

n Mr. Brooks: If it is an administrative service
contract?

n Participant: I do not know what that means.

n Mr. Brooks: If there is no insurance, if the
customer, ACLU, paid all of the money for all
the benefits under that contract, then we are an
administrator for the ACLU. ACLU has rights to
that information. If the customer wanted it, we
would provide it. We would scramble social se-
curity numbers and identifiers, unless the cus-
tomer insisted that’ it had a need to know
individual information. The information is much
like information in a corporation’s personnel of-
fice. The corporation is responsible for manag-
ing that information appropriately.

n Participant: So, in other words, you would
give it to the ACLU and leave it to the organization
to decide how it would handle it internally?

n Mr. Brooks: Yes, because it is the customer’s
data. We are merely acting as its agent to process

claims. In an area where the customer does not
have expertise, we apply our expertise and sys-
tems to process and pay the claim. But the infor-
mation really belongs to the ACLU.

n Participant: Is there any situation where you
would insist or where you would directly inform
the patient, who I realize is not a customer of
yours, in that situation? Would you require any
kind of. . . .

n Mr. Brooks: Again, that would be the respon-
sibility of the employer. We act as its agent as it
provides that benefit to its employees; it be-
comes the customer’s responsibility.

n Participant: h4s. Christie, you have talked
about the isolated incidents that occur under
these new uses of health care-related data for
marketing purposes. I know that voluntary self-
regulation is a big part of the industry’s privacy
plan. But what do you do about those isolated
incidents, other than just educating those peo-
ple? Would you be willing to see a ‘situation
where we are not precluding individual choice
and somehow always looking at a regulatory
scheme to lock out an individual’s ability to
choose? But instead are we looking at a regula-
tory scheme that takes the voluntary self-regula-
tion that you are so proud of and applies it
industrywide? This would deal with those iso-
lated incidents that you have referred to and al-
low a system where people have some kind of
an enforceable remedy? It is not just a matter of
the Direct Marketing Association coming in and
saying, “Look, now that you are starting to use
some of this information .for  marketing pur-
poses, let me tell you what are some good, fair
information practice principles.”
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n Ms. Chrlstle: Those are two very important
questions. With regard to the administration of
the guidelines, what do we do when we find a
case where a company is violating consumer pri-
vacy expectations? We actually work with the in-
dividual company I am very happy to say, in the
case of privacy  violations, we have a 100 percent
compliance rate, with  the marketer or the com-
pany stopping the practice.

I am not an expert on regulation, and I do not
do regulatory work for DMA; I do the consumer
affairs work. But, again, we are on record as say-
ing health data is unique. Questions must be an-
swered at this point in time. We need to address
the issue of whether or not self-regulatory pro-
grams fill the gap or, in some situations, legisla-
tion may be necessary

n Partlclpant: Well, where they work, that is
wonderful. But in the situation where you try to
insure compliance, the individual has no rem-
edy The individual may not even know that a
violation has occurred.

n Ms. Christie: In the case you described to Mr.
Brooks, would you not already have access to
that data?

w Participant: Not necessarily

n Ms. Chrlstle: These are your employees that
are participating in a benefit offered by ACLU;
so would you not already have access?

n Partlclpant: Well, the ACLU does not rou-
tinely get copies of claims forms.

n Ms. Christie: I see.

n Partlclpant: I am asking about a situation
where the ACLU’s premiums have gone up or it
is concerned about certain employees who have
taken a lot of sick leave. This is happening more
and more, that the customers of the insurance
companies, who are often employers, are asking
for specific claims data on individuals. Many in-
surance companies are complying for competi-
tive reasons.

H Ms. Chrlstle: Sure. What you are addressing
is the issue of privacy in the workplace. Cer-
tainly, with increased use of management tech-
nology, that is becoming more and more of an
issue. That is not an area that I have any knowl-
edge in. What DMA would look at in the legisla-
tion is the potential to make sure that what you
are proposing achieves the desired purpose of
giving employees privacy rights in the work-

place, but at the same time does not restrict le-
gitimate access and responsible use of that type
of information. So you cannot give a generic an-
swer to that type of question. It would have to
be handled on a case- by-case basis.

w Participant:  Thanks.

n Partlclpant: I think you have illustrated the
fundamental problem of why this conference is
necessary. There is a mindset  here that somehow
the payment for health care gives rights to the
data. Where did that idea come from? We have a
law specifically affecting students at the univer-
sity. It does not matter who pays the tuition; the
grades are the rights of the students. This is a bi-
zarre, antisocial concept that you are articulating
and supporting.

I am appalled. You talk about suppressing
the patient’s name on the prescription records.
How did they get those names in the first place?
I am appalled by the idea that it is a normal
practice that because people must get their
health insurance through their employers and
because they have no alternative, that somehow
the employers are entitled, because they are the
customers, to their employees’ data. If anything,
the doctor and the doctor’s representative-the
insurance carriers-are the.  trustees of that data
for the patient, and the employer is the precise
person that the patient does not want to have
that data. These are not apples.

That is why this conference is occurring. I am
frankly appalled that Aetna would ever supply
that data without a direct release from the pa-
tient, and I will notify my Aetna clients of that
fact. I find that absolutely incredible that they
would supply that data to an employer.

We have researched this in the military,
where this is an internal problem. We are finding
that employers are destroying employees’ pri-
vacy so that they will not use the health care in-
surance. One of the things that you can
accomplish by destroying your employee’s pri-
vacy is that they do not use their insurance. It is
not their money, if you will; it is a contractual ob-
ligation that they have taken on. But that does
not change the ethical obligation of privacy for
the patients.

As a lawyer, I am not affected by who pays
my fee. My client is entitled to my fiduciary obli-
gations. And once you get away from that con-
cept, you have no reason at all to think of health
care data-it just becomes like any other piece of
marketing equipment. And the whole purpose
of this is that the people out there do not accept
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that. Once they know about it, they simply do
not accept it.

n Partlclpant: A question to Ms. Christie re-
garding mailing lists. In some countries, the sell-
ing and using of mailing lists is strictly
forbidden. Can you give this group your per-
spective of a balance between the few people
who get hurt and the marketers who, for profit,
continue to buy Should we not in this case look
for the benefits? When we have borderline cases
regarding confidentiality in many areas, then the
question is need to. know  or improvement of
procedures.

I personally have a problem seeing the benefit of
any kind of activity using medical or health-related
mailing lists. I believe that those countries which
have clearly said that health-related mailing lists
specific to one disease community should not be
used in direct marketing efforts are correct in
their attempt to stop usage.

I Ms. Chrlstle: I do not necessarily disagree
with you. The problem with the trend in data
protection regulation in Europe is that, in many
cases, the legislation goes too far. Again, the Di-
rect Marketing Association agrees that sensitive
information should be treated differently In
some cases, the use of that information has a
limit. So we do not necessarily disagree with the
concern regarding the use of specific health data
information.

I would also like to make something very
clear. I do not believe I said only a few people
get hurt, so the problem is insignificant. Particu-
larly in dealing with something like consumer
privacy expectation+and  that is one of the rea-
sons why self-regulation works so well ln this
process-we do not decide what is a privacy vio-
lation. Consumers decide what is a privacy vio-
lation and exercise control in opting out and
having their name removed from national mail-
ing lists through our mail preference service.

We are in no position to judge what the indi-
vidual consumer says is private, with the excep
tion of the sensitive areas like medical data and
health records. And in that case, the industry is
and has always been willing to open a dialogue to
discuss those issues. I cannot give you an answer.

n Participant: Do you, therefore, agree that a
ban would be a good thing?

n Ms. Christie: I cannot tell you that, because I
am not an expert in that area. I am not trying to
avoid the question.

n Participant: Mr. Brooks, I appreciated your
comment on Raiser not including primary care
information in its data system; I am not exactly
sure why You also observed that most of the
data that Aetna collects focus on hospitaliza-
tions, high cost procedures, and major high cost
diagnostic activities that take place in the claims
process. It does not apparently gather very much
or retain very much data on primary care. How
do you make the decision about what kind of
data should or should not be collected?

Let me just follow up by saying that, at the
federal level, a program called the Uniform
Clinical Data Set (UCDS) gathers 1,500 data
items on every hospitalization for peer review
organizations (PROS);  it seems like it is a fairly
unlimited target for hospitalization. But in pri-
mary care, how do you decide what kind of data
should or should not go into your electronic
system?

n Mr. Brooks: We basically take the information
necessary to process a claim-the procedures,
who the provider and the patient were, the prin-
cipal diagnosis code, and any additional codes.
We really focus on the inpatient, because this
category comprises over half of our total pay-
ment costs. My recollection is that about 60 per-
cent of the dollar Aetna pays goes to hospitals; a
significant portion of the physician dollars go for
inpatient hospital care. That is where most of the
money is; that is where we spend most of our ef-
fort. We do have data on the outpatient care of
which it becomes a part.

n Participant: But my conclusion from that is
that, if it does not cost very much, its value to
your data system would not justify gathering
additional information which might be included
in a general medical record, a history, or a physi-
cal examination.

n Mr. Brooks: Capturing additional informa-
tion in the system is very expensive for us. We
process an enormous volume of claims. Because
of the volume, if we wanted to capture an addi-
tional two or three characters of information, we
would need another claim processor. Every time
we add a couple of fields, we increased the cost
enormously. So we evaluate the cost effective-
ness of any information.

n Participant: How can we decide when the
value of the data to be gathered justifies the addi-
tional cost and the additional risk to confidentiality?
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H Mr. Brooks: I believe there probably is, if
computerized patient record, national data on
patients, the majority of the costs, and the major-
ity of impact on cost is evaluated. The volume of
inpatient claims, of hospitalization claims, is
maybe 5 percent of the total volume, repre-
senting a huge proportion of the total payments.

The reverse side is that capturing detailed
ambulatory outpatient care is extremely costly.
There is so much of it, and it has less value
added. As we move more into managed care, we
will have to evaluate the level of data.

n Participant:  To the last speaker, I had two
strong reactions. You said we have a right to col-
lect data. I think we need to consider that
thought very carefully because data collection is
a privilege more than a right. If you start from
the position that it is your right, perhaps you
will not be as sensitive to the other person as
you should be.

And the other statement that I found interest-
ing is that if the information is given out volun-
tarily, it is not sensitive. Could you elaborate on
that?

n Ms. Christie: As a matter of fact, I like your
terminology. I generally say that the right to col-
lect data in this country is guaranteed under the
Constitution. But I also say that we must collect
data responsibly and use it responsibly; so I al-
ways put two parts to the equation. I do like the
way you said privilege.

Regarding what is sensitive, even though a
consumer may volunteer the information, that
does not necessarily mean it is not sensitive. The
dilemma that I was trying to describe is how we
define health data. For the consumer on a pre-
scription drug, defining and placing restrictions
on health data, such as certain types of prescrip-
tion data, may in fact prevent them from exercis-
ing choice and access to other products and
services.

So, again, we get back to the issue of balance.
The balance is between the industry’s need to ac-
cess information to serve its customers, as well
as to survive and to compete, and the responsi-
bility and expectation of the consumer about
how that information will be used. What we are
working toward is that balance. .

W Participant: Have you ever done studies of
how the patient or consumer defines private,
sensitive, and confidential?

n Ms. Christie: There are studies out there. Di-
rect Marketing Association has never conducted

a study on consumer.privacy,  but we certainly
use existing studies to base many of the princi-
ples in the DMA guidelines, in programs such as
our in-house suppress, as well as our mail and
telephone preference service. The one thing you
learn about studies is that consumers have pa-
rameters and areas that they consider to be more
sensitive than others. That would include health
records and financial information. But when you
get down to the descriptions of what they mean
by health data and financial information, these
areas become much more difficult to define and
certainly more difficult to regulate.

That is why providing consumers an oppor-
tunity to opt out right at the beginning works for
American consumers; we are always trying to
make it work even better.

I am not saying these programs are perfect. We
are in a constant state of self-evaluation and impmv-
ing the programs to make sure we are responding to
the consumer privacy expectations and needs.

n Participant: Do you think consumers always
feel free to answer questions about medical in-
formation? Do they fear that they may not get
the right treatment?

n Ms. Chrlstie: I do not know. As I said, I am
not an expert in that particular area. And even if
I were, it is hard for me to judge consumer pri-
vacy sensitivities or consumer fears about why
they may not voluntarily want to provide infor-
mation. It is an important question that needs to
be addressed. I just do not have an answer for
you today.

n Participant: Ms. Christie, I was fascinated by
your statement that you had support from the
Constitution, a guarantee in the Constitution to
collect data. And I would be very interested to
know your basis for that statement.

H Ms. Christie: I always said one day I would
get in trouble for using that statement, although
our lawyers say we can say that. I cannot get into
a constitutional argument with you. Basically,
different court cases have interpreted that mar-
keters have the right of commercial free speech.
Here is where the issue of the right comes in, but
we also recognize that with that right comes a
responsibility.

I Participant: I am sorry, it avoids the point.
Collection of data has nothing to do with free
speech.

-
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W Ms. Christie: Restrictions on collection of In contrast, I am afraid I am hearing that you
data could prevent marketers’ access to their do not have to deal with a nonresponse rate; in
customers. That is where the translation or the fact, no choice is involved. When I apply for
connection comes in. But I am not a constitu- health insurance with my employer, I am not.
tional lawyer. I could certainly refer you to one given a choice as to where that data goes or how
of the DMA counsel who could better address it is collected. This concerns me, and I wonder if
your question. you would address that.

n Partlclpant: Ms. Christie, recently I read a
magazine that had a two-page, full-color spread,
advertising something called Estroderm, which
alleviates symptoms of menopause. They in-
vited people to call or write in and get a free
patch to try it out. I read through it twice and
did not see any notification of how that informa-
tion would be used or an offer to opt out of in-
formation. Should the consumer assume in that
case that it will be used for a mailing list or that
it would not be sold?

n Ms. Christie: You are given a choice because,
in providing that information to the marketer, you
certainly have the right to ask how and where that
information will be used. And if you make that
question part of your purchasmg  decision, then
consumer privacy expectations become more im-
portant to the individual marketer. The marketer
recognizes that without policies you like in the
company, you go to another provider. It is as sim-
ple as that. When consumers exercise their right, it
becomes a marketplace issue.

H Ms. Christie: No. Again, you get back to the
points that I address. Consumers also have to be
empowered and they can certainly exercise their
rights. Any time they provide information, con-
sumers have the right and the responsibility to
make sure how that information will be used. If
that is done enough, then the marketer who
places those ads and does not include a disclo-
sure notice and an opportunity to opt out is not
going to get responses. Here it becomes a mar-
ketplace issue and consumers have control in
that area; we would certainly encourage them to
continue to exercise their rights.

n Partlclpant: But you are saying it is all
dumped to the same place anyway.

I Ms. Christie: Absolutely not. The marketer
also has the right to respond to the marketplace
demands. In this case, privacy is becoming a
marketplace demand and, therefore, a customer
service issue.

W Participant: So the assumption is that it
would become part of a mailing list.

n Ms. Christie: I do not know; I am not an ex-
pert in the pharmaceutical area. My area of ex-
pertise lies more in the traditional marketers. It
is safe to assume that the company is collecting
that data for a reason. Either it will write to you
again to say, “Well, we have developed a new
product that is based on that particular prod-
uct,” or it will use that information to market to
you at a later day, or it may exchange that infor-
mation. Regardless of the circumstance, the con-
sumer certainly has the responsibility and right
to ask how the infor’mation  will be used before
volunteering personal information.

n Participant: I want to thank Mr. Brooks for
his very informative presentation of what Aetna
does and does not do with personal information.
I was pleased that he mentioned it has strict poli-
cies on confidentiality and data protection. I am
sure you are aware that companies like Ameri-
can Express and Equifax have generated privacy
codes that are in pamphlets and that a consumer
of their services can actually see.

Does Aetna have a privacy code in accessible
form that can be made available to inquiring in-
dividuals among your 13 million subscribers?

n Mr. Brooks: Every Aetna employee must sign
a code of conduct form; specific privacy issues
are raised there. Our field office manuals for our
claim processors have that. I honestly do not
know whether a specific privacy issue informa-
tion package is available for individual mem-
bers. I will try to find that out for you.

n Participant: We who collect data in the gov-
ernment are constantly aware of a high nonre-
sponse rate; because our surveys and the data
are strictly voluntary, respondents may stop at
any time they wish. This concerns me because a
lot of the data we collect goes into policymaking
decisions.

n Participant: The moral here is that if you are
going to have informed consent and insure that
you follow fair information practices, you
should have a mechanism to inform subscribers
or individual participants, especially when you
are talking about 5 percent of the American
population. That is the only possible way you
can make self-regulation work. *
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Dimensions of Medical Record Keeping
Willis Ware, Ph.D.
Corporate Research Staff
The RAND Corporation

I have had a real adventure in looking back
through materials that I have not read in detail
for well over 10 years. I have had difficulty de-
ciding what is important to say; so much might
be. Moreover, the discussions in the conference
so far have really enlarged the scope of what
might be addressed.

You should not think, however, that much of
what you are saying to one another at this meet-
ing is all that new. There is an excellent body of
literature on the privacy aspects of personal in-
formation databases; I trust that you all have
read it. Starting with Alan Westin’s  Databanks  in
a Free Society,’  progressing through the DHEW
Committee report Records,  Computers, and the
Rights  of Citizens,’  and into the report of the Pri-
vacy Protection Study Commission’s PersonuZ
Privacy  in  an Information So~iefy,~  plus other piv-
otal contributions, all contain much relevant ma-
terial that is still valid.

Many of the expbsitory  discussions are still
largely complete and accurate, and the Privacy
Commission report remains the most compre-
hensive treatment of record keeping in the
private sector.

In fact, the Department of Health and Hu-
man Services wouid do well to pull together
relevant excerpts from the major documents on
medical record keeping, particularly the chapter
on medical record keeping of the Privacy Com-
mission report, and republish them for the bene-
fit of the health care community. Without much
work, an additional commentary could be pre-
pared that would bring the historical materials
into the present and point out changes that have
occurred (principally networking and prolifera-
tion of automated health care systems) and the
consequences for earlier positions.

Having done so, I would suggest that the re-
print be widely disseminated and become re-
quired reading for anyone who intends to do

serious work in health care delivery mechanisms
and systems. Doing something about health care
is certainly on the national mind.  Industry reform
and reconsideration of its relationship with the
federal and state government programs is high
on the national agenda, driven primarily by the
enormous cost of health care and the failure of
the present arrangement to provide care equita-
bly to the country’s total population. The country
quite clearly is going to do something; the DHHS
already has a head start with its own effort to im-
prove the payments part of the system.

I would like to consider the national mandate
broadly It is time to “work the problem” instead
of just talking about it. If we are going to fix the
health system, then should we not throw the net
widely and clean up the whole act properly, not
just the part that happens to be politically impor-
tant at the moment? If not now, this country may
not get another chance for a long time, because
the pressure for change will  abate and the politi-
cal noses will sniff for other issues, ones with
higher social payoff, political rewards, and en-
hancement for the probability of re-election.

The last comment is not a critical remark
about the elected people in government; it is
simply a characterization of the federal govem-
ment as this country has structured it and the
motivations that drive it and its leaders.

Definitions
I want to deal briefly with three definitions-just
to keep our discussion straight and precise.
These are intended to be working definitions,
not scholarly and elegant ones.

. Confidentiality-a status accorded to in-
formation that indicates it is sensitive for
stated reasons, it must be protected, and
its access controlled.
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Information (data) privacy-a  broad term
referring to the utilization, sometimes
even exploitation, of information about
people for various purposes. It is an infor-
mation use issue, although the word is
sometimes used loosely as a synonym for
confidentiality or even secrecy.

Securtty-the totality of safeguards in a
computer-based information system that
protects it and its information against some
defined threat and limits access to the sys-
tem to authorized users in accordance with
an established policy. Hence, system secu-
rity contributes to the assurance of confi-
dentiality and to conformance with access
restrictions and is obviously a precursor
for honoring privacy restrictions.

To use all the previous terms in a single sen-
tence: If the security safeguards in an automated
system fail or are penetrated, a breach of confi-
dentiality can occur and the privacy of data sub-
jects invaded.

Privacy in Medical Information
Today the discussion is focused on privacy in the
context of medical information. Part of the issue
is included in the collateral questions: How will
society permit or limit medical information use
about people? How will government require by
law or regulation that medical information be
used?

After organizing the content of this presen-
tation, I went back and reread “Medical Record
Keeping,” chapter 7 of the Privacy Protection
Study Commission (PPSC) report. I did it in that
sequence to avoid having my current views
dominated by the earlier work. The PPSC
adopted a sectoral  approach in its examination
of private sector record keeping. It studied is-
sues one by one, and made recommendations
pertinent to each. I continue to endorse that po-
sition, primarily because it seems apparent that
record keeping will differ enough in detail from
sector to sector that a universal position, re-
sponse, and remedies are not likely to be possi-
ble. The PPSC material is still very pertinent,
largely relevant, and true,and  many of the rec-
ommendations are still pertinent.

You give us information about yourself.
Sometimes, we check information you, and
others, give us. We use computer matching
to do the checking. The law allows us to
check this way tnnm if you do not agree to
it. We may also share information about
you with other government agencies that
pay benefits. They will use this infnmation
in their computer matching programs.

The statement happens to be worded in the
positive--“prove  that a person qualifies for
benefits”-but there is an implied obverse-
“find people who are improperly receiving
benefits or are breaking the law in other ways.”

Such a statement politely states that, so far
as the funds that the SSA disburses are con-
cerned, the administration is responsible for per-
forming according to law. The SSA is to be held
accountable, a construct that holds a high prior-
ity with the federal government whenever its
money and/or its programs are at stake. From
the government’s point of view, it wishes to
make sure that its funds are being used wisely
for the intended programmatic purposes, and
also that the funds are not subject to waste,
fraud, and abuse.

In the private sector, accountability arises in
a different context as a result of enforcement
and/or monitoring of business practices; e.g.,
supervision of telephone calls routinely done by
some federal agencies. This is well established in
financial/business circles and a long-established
practice in most service organizations that must
meet the public over the telephone to monitor
telephone conversations. Internal auditors have
also been around for a long time and basically
provide a mechanism to assure honest legally
compliant conduct of corporate affairs.

Accountability Computer Matching

On the 1099 tax form that the Social Security Ad-
ministration (SSA) sends to all who receive
benefits from it, information of a privacy nature
is provided. A few excerpts are pertinent today

Any time accountabiity  is a crucial item, com-
puter matching of databases is a tool very likely to
be used, and so it will be in medical record  keep
ing. Health care delivery cannot escape account-

Congress passed [Public Law ZOO-5031 in
1988 that says you have a right to know
that we match records by computer . . . .

Computer matching programs compare
Social Security and/or Medicare records
with those of other Federal, State or local
government agencies. Many agencies may
use matching programs tofind or prove
that a person qualifis  jiw benefits paid by
the Federal Government.
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ability and, at one level, it already takes place.
We already have utilization reviews, fee supervi-
sion, and facility oversight.

But notice what happens in a computer
match. For many reasons, some hits are incor-
rect. In an effort to catch the guilty, the entire
population of data subjects is put at risk. The
government and its agencies must be extraordi-
narily careful to protect the privacy and rights of
the innocent. In fact, safeguards are built into the
law that authorizes computer matches.

The country is now gearing up the health
program to include a large new fraction of the
population and is intending to revise the system
in other ways. Accountability will be essential,
and computer matching is bound to take place.
As a lower priority item of attention, the opera-
tional effectiveness of the computer matching
safeguards now in place should be reviewed. If
they are thought inadequate for the health care
circumstances, DHHS should seek appropriate
legislative corrections.

How medical information will be required
to be used in the reform of the health care sys-
tem is not clear. It may perpetuate old ways or
introduce new ways. Importantly, medical infor-
mation cannot be allowed to be used as some-
body sees fit, nor can its use be guided by
practices and doctrines that have come from a
different and generally non-automated paper-
based past.

The Other Side of Accountability
Government money is bound to be present in
health care; accountability will be a “must.” The
overall system is so big and involves so many
people that waste, fraud, and abuse must be
monitored and controlled. We have moved na-
tionally to a mode of nondiscrimination; govern-
ment oversight will be unavoidable to maintain
stability of the health care system, to assure that
it services are delivered with equity, and to
avoid discrimination.

Well and good, but accountability is not a
unilateral matter; it is very much two sided.
Properly the government will want account-
ability for its programs and its funds. But as
health care delivery is reformed, let us be very
certain that we make sure the government is ac-
countable to the people who are served by
providers and government funds.

Types of Medical Information Systems
Digress for a moment to characterize the
computer-based systems in health care, and then
return to this two-sided matter. It is convenient
to conceptually divide medical informatics sys-
tems into three kinds:

m Systems to support operation and mainte-
nance of a hospital, clinic, or other place in
which health care is delivered. For exam-
ple, logistics and supply, personnel, pay-
roll, accounting management of accounts
receivable or payable, corporate planning,
cash, and investments management.

Systems to facilitate and support the phy-
sician in his work place in the hospital or
clinic. Food services, automated laborato-
ries, pharmacies, radiologysach  with its
own automation and data system.

Systems to facilitate, support, and docu-
ment the interaction between physician
and patient to manage the case and de-
liver health care. The dominant example is
the clinical record.

Of course, the boundaries between these
types are not rigid; data does flow among them,
and sometimes the use of one kind will co-exist
in the same physical computer hardware with
another. Nonetheless, separating them can help
us structure the problem.

Medical data is unique compared to other
kinds of data about people-it has an enor-
mously large inventory of commonly accepted
usages and a large number of authorized users.
Not all need access to everything in the record,
and not all data is equally sensitive. Very impor-
tantly, many “users” are not bound by the pro-
fessional ethics and historical customs and
culture of the physician. Somehow, we must
reach out through law and regulation to bind
these other users to proper behavior.

Security
Because the uses of data in each kind of system
will be different, the privacy issue will be more
or less severe and the security problems for each
different.

Regarding the first category, the hospital or
clinic support systems resemble corresponding
ones in business and industry; the security con-
cerns are likely to be similar.
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Physician support systems might be consid- play out in an environment of competition. The
ered a special set of clinical data systems, al-
though all end-users of support systems

health care industry already understands com-
petition to some extent. Hospitals jockey with

generally will not require the very broad access one another for position in a community; they
required in the clinical systems. Security controls
must be present to limit disclosure to authorized

do advertise. But evidently the screws are going
to be rotated a few more turns, and competitive-

recipients. ness will get keener to bring costs down.
Clinical systems are almost certainly the

most awkward for security because forecasting
who will need access, where, and under what
circumstances will be hard; e.g., the emergency
room teams.

Privacy

With regard to privacy the major concerns pivot
around such risks as personal embarrassment,
social stigma, unintended discrimination, job
loss, or promotion denial.

Just how far the health industry might go to-
ward becoming like the rest of the business and
commercial world is not clear, but it will obvi-
ously move from its present position in that di-
rection. One must wonder how patient data
might get exploited or confidentiality breached
for competitive position, what corner cutting
might become common, or what tricks will be in-
vented and worked to get a larger market share.

For example, the physically disabled and the
mentally disadvantaged historically have been
discriminated against. The country has gotten
over that hump, but health care delivery offers
many opportunities for discrimination to occur;
for example, misuse of data about AIDS, sexu-
ally transmitted diseases, genetic aberrations, or
sexual preference.

The higher the pressure on the health indus-
try to become more cost efficient and deliver
services less expensively, the higher the risk that
practices commonplace in the competitive busi-
ness world will migrate into the industry deliv-
ering health care.

Some aspects of medical information will
have major confidentiality and privacy problems
until the attitudes of society change or until so-
cietal views prevail over business conduct.

Lesser but important privacy concerns in-
clude such things as

While we cannot pursue this topic at length,
reformers should examine the risks that the
health industry will unintentionally become a
very different creature and that more onerous
privacy issues will develop.

n Promotional mailings based on patient us-
age of drugs;

n Targeted advertising by health care
providers or by medical-products produc-

. ers based on events in medical encounters;

Some of the laws already on the books to
control competitive practices, inappropriate cor-
porate behavior, and the general conduct of
business may apply to what is coming in health
care. But medical information gets around prob-
ably more extensively than any other form of
personal information. Already a large number of
commonly accepted uses exist and a large num-
ber of people have access to it.

Should the country not get busy with the
confidentiality security and privacy aspects of
medical information before we force providers
in the health care industry to aggressively com-
pete? Should we not get safeguards in place be-
fore risking the consequences of competitive
pressures?

n

and

Use of medical information for question-
able business practices such as exploita-
tion of medical history for competitive or
legal advantage.

Competition Among Providers

The pressure in health care reform is to reduce
costs. Popular buzz phrases for achieving this
goal include “managed care” and “competitive
delivery.” The implication is that providers will
not have a free hand in handling a case; instead,
they will have some mechanism peeking over
their shoulders trying to find less expensive
ways to the same end. And all of this is going to

To me, the response is resoundingly yes.
Much of what needs to be done could well come
in the form of legislation sought under the lead-
ership of the DHHS.

A Case History

In the magazine DefaiZ~,~ Jared Goldstein details
the activities of the Home Office Reference Labo-
ratory (HORL) in Kansas City HORL processes
blood samples for HIV.  The article details how
its practices were driven by the insurance indus-
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try seeking to limit its exposure on AIDS. Blood
samples were processed without consent forms;
the computer system had no access controls, so
data entry clerks commonly looked up the re-
cords of celebrities and athletes and even photo-
copied the laboratory, results as a sort of
souvenir. Management was the typical high
pressure style, demanding more keystrokes per
day. Was the company driven by excessive zeal
for profit or for a strong competitive position?
Was the management insensitive, indifferent,
possibly uninformed or poorly advised by com-
puter consultants? One does not know, but the
net effect, no matter the cause, was sloppy cor-
porate business practices, resulting in very per-
sonal information about people leaking out and
improperly accessed. We must not allow situ-
ations such as this to occur or to become com-
monplace, even under the pressure of a
competitive environment.

Remedial Actions

We already know from past experience that
medical information is disseminated widely and
used in many ways-largely for purposes that
have been considered legitimate only because no
one has taken a stand otherwise. As we change
the system, things are likely to escalate, and
even more data will get around to even more
places. Even more opportunities for data abuse
will abound. Unless we act as a country, usages
of medical information may well get out of hand,
and become socially distasteful. In fact, health
care is going to be driven hard by competitive
pressures. Unless we do all of this with great
care and insight, the country could easily bum-
ble into a system that will be unpleasant and dis-
agreeable.

As individuals, we may not like the fact that
medical information about ourselves is going to
get wide use for many things, but it will be a fact
of life. We will have to live with this fact to make
health care delivery work equitably and at an ac-
ceptable cost. On the other hand, we would ob-
viously need protection against the risks as
personal medical data migrates around to many
organizations and is handled by many people.

Confidentiality

A first order of business will be to declare by law
that medical information, whether it resides in
paper records or in automated systems and in
whatever organization, is confidential and must
be protected accordingly. The professional ethics
and customs of medicine are no longer adequate

because so many people are involved and not
bound by them.

I would hope that any legislation passed will
have such a statement. Precedent exists for such
broad categorization. The 1976 Tax Act declared
tax data to be confidential and the federal lever-
age on the states is straightforward: the state
must also treat tax data as confidential and pro-
tect it; otherwise there will be no sharing.

Competitive Procurements

The government will run competitive procure-
ments to award contracts for providers, payors,
claims adjudication, and other participants in
the delivery of health care. An explicit item in
the bid solicitation must be consideration of the
vendor’s ability to specify and implement a se-
curity plan, an associated privacy assurance
plan, and the required employee training pro-
gram to provide relevant management oversight
and monitoring. In my view, an acceptable bid-
der must have state-of-the-art security controls
consistent with the perceived threat.

Just as the Department of Defense found
that it had to investigate the software develop-
ment capability of prospective vendors, so the
DHHS and related federal agencies must exam-
ine the security and privacy capabilities, pos-
ture, and attitudes in prospective vendors and
contractors. In fact, this probably should be a
requirement for anyone who accepts federal
money. Precedent also exists for broad oversight:
the IRS is authorized to examine state
tax-records systems and the FBI has oversight of
the National Crime Information Center and its
connections to local and state government law
enforcement agencies. The federal leverage is
obvious: behave or there will be no sharing of in-
formation and/or no federal funding.

Permitted Use of Medical Information

The government has some homework to do.
Since privacy is an information use issue, the
government must specify what uses of medical
information are permitted and/or are socially
acceptable, what general kinds of controls must
be rigidly implemented, and how the govem-
ment can be expected to audit compliance. Such
details must also become a standard part of bid
solicitation packages for providers and payors.

Authorization to Acquire Medical Data

We need to be sensitive to carrying forward proce-
dures and practices that are based on historical
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manual record systems. We need to be unusually
alert to the temptation to enshrine the past in
new automated environments. Many likely
should be rooted  out or modified to further con-
tml and limit the flow of medical information. I
can think of an obvious one; namely, the blanket
authorization on claims forms so often de-
manded of people. It amounts to a ticket for
wholesale fishing, shopping, and abuse; and it
certainly acts to proliferate the spread of medical
data.

The practice probably stems from old insur-
ance company habits. It may have carried over
into the medical business when insurance com-
panies became contract Medicare payors in ad-
dition to their traditional health insurance
business. Some 25 years ago, the difficulty of col-
lecting data from diverse sources by letter or
telephone requests was both a deterrent to ex-
cesses and a protection to the individual.

In today’s electronic era, it is entirely too
easy to collect information needlessly on indi-
viduals; and once collected, it is never scrapped.
The present procedure to require a blanket, usu-
ally not time-limited, authorization to seek infor-
mation pretty much anywhere in the health
industry puts all claimants at risk. This is be-
cause additional information is genuinely
needed to adjudicate claims for a small fraction.

I find it hard to accept that the practice
needs to be continued. Data would probably
show that a large number of claims are success-
fully processed from data submitted with the
claim. Moreover, with possible redesign of
forms, perhaps an even larger percentage would
never need an authorization. Of course, as the
Kansas City example demonstrates, responsible
management in medical support organizations
is needed to respect a denial of authorization.

Broad authorizations to access medical in-
formation, especially in the payments process,
need careful scrutiny.

The Code of Fair Information Practices

What about the Code of Fair Information Prac-
tices? Is it applicable to medical record keeping?
Should or might it be imposed as a standard
framework?

The answer’ is both yes and no. The Fair
Code stipulates that the amount of information
collected shall be minimum. Medical record sys-
tems are probably not a problem. It is hard to be-
lieve that too much is collected anywhere except

when blanket shopping-spree authorizations
play a role, or ‘when a physician might require
additional testing because prior tests are difficult
to acquire or get access to or as a guard against
malpractice assertions.

Another stipulation of the Fair Code is the
right of the patient to obtain a copy of the record.
That would seem to be no problem with the ad-
ministrative support systems. Usually the pa-
tient is now given or can get as much billing
detail as desired. Regarding medical support
systems, there is probably no harm in allowing
patient access to laboratory and similar records.
Some would be hard to copy-radiographs for
example-in an occasional instance, something
would be withheld for good cause. Some record
entries will require interpretation.

Clinical records systems are less obvi&s.
Many are still manually kept, some in a physi-
cian’s own shorthand notes, and might even be
in such cryptic form that even another physician
would have trouble decrypting the entries. On
the other hand, clinical records automation is on
the up-swing, so making copies will become
progressively easier and cheaper. One does not
know what fraction of patients are informed
enough to comprehend the complexities and
concepts of clinical data. The argument always
remains that some patients are emotionally or
psychologically not able to hear and accept the
content of a record.

. /

On the other hand, one hears with increas-
ing frequency and vigor that patients must be in-
volved in their own health care. I subscribe to
that view. If the medical community is serious in
its position, sharing of even clinical data might
become widespread.

The issue of patient access to records and
getting a copy may not be an issue for DHHS to
unilaterally consider. But DHHS can take the
leadership in getting the provider community to
address it. Perhaps a new career option is here-
the medical analogue of the paralegal who can
work with a patient and help with under-
standing.

The last part of the Fair Code deals with
challenges to the record and correction of errors.
For administrative systems, of course, errors
must be corrected just as in any billing and
charging system. For physician support and
clinical systems, error correction may be an ir-
relevant issue generally, but a real issue occa-
sionally Among other things, questions of legal
liability may arise if a patient were to begin to
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challenge laboratory results or entries in the
clinical record.

The Fair Code is largely applicable to medi-
cal records, but the whole issue needs to be ex-
amined with some care and a revised Code of
Fair Medical Information Practices written. This
is an example of why the sectoral  approach of
the PPSC  is appropriate. The Fair Code, as
promulgated by the DHEW Committee, is not a
universal magic bullet; sometimes it needs re-
casting and particularizing.

Data-Subject Remedies

The final aspect of the Fair Code is not really
part of it, but is rather the legislative remedies
that give the data subject legal standing. The
situation is broader, however, because the Fair
Code might not be readily imposed on private-
sector support organizations. The question is
what remedies ought to be provided by law for
data subjects that can show harm as a result of
improper privacy-invading use of medical infor-
mation? If the country is serious about privacy
in medical affairs, then the matter of legal reme-
dies must be addressed.

More to the point though, if the people are
to regain control of government and the behav-
ior of its agencies and their contractors, then in-
dividuals must have legal tools adequate to the
task of assuring that such agencies and organiza-
tions acting in their behalf are accountable and
behave according to law and regulation.

The Federal Privacy Act of 1974 provides for
liquidated damages and attorney fees, but it lacks
the important feature of injunctive relief. For a
medical privacy act, broadening the damage cov-
erage and including an injunctive aspect seems
important, but the issue is complex and needs to
be sorted out with some care and diligence.

Federal agencies involved with delivering
health care will be covered by whatever medical
privacy provisions come into law. Contractors
performing on behalf of an agency will surely be
covered in the same fashion. This may even al-
ready be true. But we need some way to reach
out to the private sector companies, such as in
the Kansas City incident, and assure the data
subject legal standing to seek redress.

Summary

Well, what have I told you? As you certainly ap-
preciate, determining how to extend health care
to all citizens, doing it equitably and affordably
is a major task. The job is really much larger-

because it will take a large information infra-
structure to make the health care system work
efficiently and to meet the goals of the programs
that it supports.

While a lot of automated record keeping is
in place today, much of it reflects old habits, cus-
toms, and practices. Some-maybe much-of it
probably is not even state-of-the-art, as meas-
ured by its ability to support smooth delivery of
services and an efficient payments mechanism.

I have not mentioned all of the collateral
things that need to be done to put in place an
adequate information infrastructure for the
health care industry I have noted a few; and in
each case, the task is either one for DHHS to do
directly or one in which HHS should provide the
leadership.

This is my list today, approximately in order
of importance. Some are easy to do promptly;
others require more study. Some require law;
others, only regulation or agency policy. Collec-
tively, they are aimed at bringing the dissemina-
tion of health data under control and restricted
to approved uses.

4 Declare medical information as confiden-
tial and protected as such; do it preemp-
tively over state laws.

n Include privacy/security specifically in
the bid-solicitation process, and if feasible
and not already there, retroactively to ex-
isting contracts.

n Establish legitimate uses of categories of
medical information and make these as
binding as possible under contracts and
by law. Provide a mechanism for reconsid-
ering the matter from time to time, be-
cause the situation will not be static.

m Review payments arrangements that call
for unlimited authorization with the view
to eliminating it as completely as possible
but providing an alternate means for get-
ting additional data when required.

I Examine the attractiveness of imposing
the Fair Code, and create a Code of Fair
Medical Information Practices.

n Review computer-matching safeguards
for possible revision,
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Addendum-A Historical Note

The Or/g/n of the Phrase “Code of Fair
lnfownat~on  Practices”

The following reconstruction of history is based
on my recollections of the time, an interchange
of electronic-mail messages with John Fanning,
presently with the USPHS, and correspondence
with David B. H. Martin, executive director of
the Secretary’s @HEW)  Advisory Committee on
Automated Personal Data Systems (SACAPDS).
The associate executive director of SACAPDS
was Carole Watts Parsons.

The so-called “HEW committee,” assembled
and changed by DHEW Secretary Elliot Richard-
son, had often met in Bethesda, Maryland, and
held meetings at the local Holiday Inn. Occa-
sionally, we would also use the NIH facilities at
Bethesda for a meeting. The agenda would nor-
mally call for a three-day meeting and on at least
two occasions, a Saturday.

On a particular occasion, we had met on a
Saturday in one of the NIH buildings. Since it
was out-of-hours for the building, the security
guard required us to sign in individually and
give our social security numbers (SSN). Commit-
tee members joked about this because we had
been discussing the SSN in committee and re-
garded this activity by NIH as completely inap-
propriate. It was in winter. because everyone
had street coats.

On Friday night David Martin and I dis-
cussed a set of rules, the basis for the relation-
ship between a data subject and a record keeper.
On Saturday morning, I presented the concept of
a list of standard practices as a way of dealing
with privacy issues and arguments supporting it
as a reasonable and sensible approach. In dis-
cussing it, the committee constructed a list of
what features might be on such a list.

As we thought of them, Professor Layman
Allen, from the University of Michigan Law
School and member of the committee, wrote
them on a board. Initially, only a few entries
were on the list. Computer-oriented people in
the group thought of all manner of rules to as-
sure accuracy, correction of errors, etc. One such
proposal was to require the record keeper to no-
tify all who had received personal information
from it of the correction. We quickly estimated
that it would be a back-breaking task for the re-
cord keeper and that it would be a superb source
of income for the U.S. Postal Service.

David Martin and I left the meeting for some
outside obligation. We left Layman Allen in

charge. When we came back an hour or so later,
the group had expanded the list to about a
dozen items. By that time, it was mid-afternoon,
and we adjourned the meeting and went home.
David and I exchanged some private comments
as we left that the list of rules had become very
complex; we were both a little dismayed at what
had happened.

The committee report (item 2 in the End-
notes) lists the dates of the meetings but not the
places. Comparing them to calendars for 1972
and 1973, and given that the time of year was
winterish, the meeting in question could have
been Saturday December 16, 1972, or Saturday,
March 3,1973.

The December date is more likely to have
been winterish and had only one speaker sched-
uled; the March date seems too late, given that
the agenda for it is shown as “discussion of the
final report.” Keep in mind that the final report
printed by the U.S. Government Printing Office
was presented to (by then) Secretary Caspar
Weinberger in June 1973. Thus, December 16,
1972, appears to be the day on which the com-
mittee framed the essence of a Fair Code but did
not name it.

The dates of March l-3, 1973, are shown to
be the seventh and final meeting of the commit-
tee, and we would certainly have had the details
of the list of rules and its name settled by then.
While we had no formal committee meetings
between December 1972 and March 1973, we
had additional drafting meetings, and David
Martin, Carole Parsons, and I had a draft review
meeting.

In the December-March interval, the com-
mittee not only created a full draft of the report
but also boiled down to its present size the
lengthy list of features from December. I believe
this was primarily the work of David Martin and
Carole Parsonsi  probably in discussions with me
either by phone or in a review meeting in Wash-
ington. I do recall that David and I often had
very lengthy phone conversations. We also
worked out an arrangement for exchanging
draft materials and comments between Wash-
ington and Santa Monica overnight. The Decem-
ber-March period was an intensive one of
writing and rewriting.

After a drafting/review meeting, David,
Carole, and I were sitting around a table in the
North Building of the old HEW complex, prob-
ably on the fifth floor, which was where the com-
mittee offices were. It would have been around
dinner time and other people, mostly friends of
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David, drifted in and out. We were winding
down after the day and chatting about various
details of the report.

Someone came into the room and was intro-
duced to me as (I believe) having worked with
or was presently with the Department of Labor.
The three of us had been talking about our list of
protective mechanisms and, I suspect, toying
with names for it.

The individual who had drifted  in mused
out loud to the effect: “What we’re talking about
is just like the Code of Fair Labor Practices.”
That was a pivotal comment and promptly
David Martin first voiced the phrase “Code of
Fair Information Practices.” I believe we might
have bandied about variations on the phrase-
such as where to put the word “fair”-but one
struck us as best and has survived.

We are,uncertain.about  the identity of the in-
dividual who commented about the similarity to
the Fair Labor Practices. It may have been John
Fanning, but he believes it was not. So for the
moment, the person’s identity is unknown.

It is clear, however, that David Martin did
coin the phrase “Code of Fair Information Prac-
tices” and that it occurred in the period between
December 1972 and March 1973. Since the De-
cember event was only a week before Christmas,
and drafting really got started in January, it is
likely that the actual date was in February or the
first part of March 1973.

Slightly ahead of the DHEW committee was
the work of the Younger committee in the

United Kingdom. Several other countries had
study groups.

With respect to the Younger committee spe-
cifically, pages 173-174 of the report summarizes
its work and lists 10 safeguards that bear some
resemblance to a Fair Code; but they are much
less specific and not as crisply stated as the pro-
visions of the Fair Code. The British Computer
Society had also adopted a code of ethics for its
people and the Younger report supported and
adopted it also. There is no mention of the term
“Fair Code” or even of a code in the summary of
the Younger report. In fact, we used its own
phrase “safeguards.” Had the Younger group
used the phrase Fair Code or even code, I feel
certain that we would have acknowledged it and
also used it in our report. Thus, Code of Fair In-
formation Practices appears to be uniquely
American and to have been originated by David
B. H. Martin.

Alan Westin  and Michael Baker. 1972. Databanks in a
Free Society. Quadrangle Press.
Records, Computers, and the Rights of Citizens. July
1973. Report of the Secretary’s Advisory Committee on
Automated Personal Data Systems, U.S. Department of
Health, Education and Welfare, (OS)7394.  Contains a
good bibliography.
Personal Privacy in an Information Society. July 1977. Re-
port of the Privacy Protection Study Commission. There
are also five appendices on specialized topics, including
a discussion of how the 1974 Privacy Act had been work-
ing.
Jared  Goldstein. “Blood Money” Details, November
1991, pp. 92-95.  *
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Research Use of Health Records: The
Individual’s Contribution to Medical
Knowledge

David Pryor, M.D.
Associate Professor of Medicine
Duke University Medical Center

An optimist is described in a story about a father
and his five-year-old twin sons. One son was an
optimist; one was a pessimist. One day the fa-
ther said to his wife, “I am a little worried. I
think our pessimist is going to do fine in life-he
will not be too disappointed. But I am not sure
the optimist is going to do okay. I think we need
to do something about it.”

After a few hours the father returned. The
little boy was still happy and singing and smil-
ing. The father said, “Son, I don’t understand
this. This is your fifth Christmas, one you are go-

At Christmas time he said to his five-year-

ing to remember for a long time, and all you

old son, “I want to give you your Christmas pre-
sent, Son.” The father took the child out to the
barn on their farm, handed the little boy a

have gotten is a pile of manure and a shovel.

shovel, and pointed to a pile of horse manure.

How can you be happy and smiling and sing-

“There it is,” said the father. The little boy

ing?” The little boy looked up at his father and

looked up, said, “Thank you,” and started shov-
eling away, quite happy and pleased. The per-
plexed father said, “I’ll come back in a couple of

said, “Daddy, with all this manure, there must be

hours and see how you are doing.”

a pony somewhere.”
I am often referred to, particularly by the

people I work with, as an optimist. While we see
a lot of potential problems as we begin to look at
information and access to information, I hope
we will not forget what some of the advantages
are as we begin to combine information. I have
been asked to represent the research perspective.
I will focus on several different sections, not in
great detail, but I will try to give you a taste of
why I think health records are so important.

Observational Versus Clinical Data

Marked differences exist between observational
data and clinical trial data. Randomized clinical
trials are clearly the best approach for determin-
ing efficacy of a particular procedure. Random-
ized trials tend to focus on subsets of patients,
whereas observational data potentially focus on
all patients. Cardiovascular disease has probably
been more extensively studied than any other
disease; as a cardiologist, my examples will be
drawn from that area.

Clinical trials use prospective data collec-
tion. Observational data is collected in many
ways-it can be prospective, abstracted from
charts, collected from. other forms, or collected
as a by-product of other processes, such as ad-
ministrative claims billing.

Observational data records a continuous expe-
rience, whereas clinical trial data records experi-
ence for a finite period of time. Clinical trial data is
necessarily distinct and separate from the patient
care process, and an added expense. Observational
data, while it may have some elements that are
distinct from a traditional clinical care process, is at
least potentially cheaper. Clinical trials often de-
fine the value of a given therapy performed in
ideal settings, or the efficacy of the therapy

Observational data helps us to understand the
value of therapies as they actually occur and are
applied to the real world community They pm-
vide us with a much broader perspective. Obser-
vational data also makes possible, because of long
time periods, understanding of how the natural
history of diseases, as well as therapies used to
treat those diseases, have changed over time. For
example, our appreciation of the value of bypass
surgery for patients with amnary artery disease
has changed since we recognized improvements
in therapy over time.
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As we look at specific health information
about individual patients, we want to know
whether or not we can combine that data with
outcome data to make outcome predictions and
use that information to help the current manage-
ment or policy decisionmaking of patients.

Soaring Costs and Variability
According to the New York Ties this year,
health care is up to 14 percent of the gross do-
mestic product, and the cost is soaring. Now,
combined with that soaring cost of health care is
the substantial variability in this country of prac-
tice and outcomes for individual patients. In one
classic study referred to as small areas analysis
or small areas research, large aggregate popula-
tion groups were collected. In this study con-
ducted by Mark Chasen and his colleagues at the
RAND Corporation, researchers used the Medi-
care Part B claims data from the 13 sites that
were constructed--one in Arkansas, Colorado,
and Iowa; two in Massachusetts; one in Mon-
tana; three in Pennsylvania; one in South Caro-
lina; and three in Northern California. Now,
these were large population areas.

We can see no reason why one large area of
Northern California ought to be inherently dif-
ferent from another. We expect similar rates of
underlying disease and disease severity within
the populations. If patients were treated in uni-
form fashions, we would expect similar out-
comes for patients and similar frequencies of
procedures performed. The researchers com-
puted the statistics for 123 different procedures
across these large population bases.

Researchers found tremendous variability in
the use of procedures and other studies of demon-
strated end outcomes across the country. For coro-
nary artery disease, for example, they divided all
123 procedures into three groups-those with the
greatest variation, those with the least variation,
and a middle group. They found that the use of
coronary artery bypass grafting per 10,000 eligible
beneficiaries ranged from a low of 7 per 10,000 to a
high of 23. This is more than a threefold variation.
They found a two-and-a-half fold variation in car-
diac catheterization.

Most studies document this. This is not a
new phenomena. The first reference I found ac-
tually referred to the Glover phenomena. Glover,
a physician in England, found that the rate of
tonsillectomies performed per 10,000 children
varied dramatically The first report was in 1939,
and the only variable that seemed to correlate

with the variation was the physician’s belief in
the procedure.

Cost Versus Value
When you focus on costs, the goal is to reduce ex-
penditures. When you focus on value, the goal is
to get the most for the health care dollar. Most of
the revolutionary changes in how we delivered
health care in the ’70s and ’80s were, in fact, fo-
cused on trying to reduce cost. I hope that as we
move into the ’90s and beyond we will focus on
value and how to get the most for the health care
dollar. Health care value focuses on the outcome
achieved for the money spent-the marriage of
cost and effectiveness then becomes critical. The
assessment of the effectiveness component may re-
quire the use of specific health care information.

Another type of observational database,
drawing from our own experience, is the Duke
database for cardiovascular disease. The Duke
database was started in 1971 with retrospective
data collection to 1969. The concept was to use
the computer as a memory expander so that all
patients would be characterized at baseline. We
replaced the doctor’s dictaphone with a form
and the secretary’s typewriter with a terminal,
and automatically produced the reports of the
patient care process directly from the computer
files. We followed all patients routinely for regu-
lar and specific outcomes at regular intervals to
be able to use the computer as a memory ex-
pander. This was a way of trying to link the
process of patient care to an outcome of patient
experiences.

One study, a large group effort, involved a
population of 5,809 patients who had their first
catheterization between 1969 and 1985. For per-
spective, the Duke database now prints out some
60,008 to 70,000 patient care reports a year of 50
different types. We currently follow 25,080 patients
on approximately 17 different protocols. These pa-
tients were not randomly assigned to medicine or
surgery they were just followed as part of their pa-
tient care process, and the follow-up was better
than 98 percent complete.

Because this is not a randomized trial, pa-
tients are treated with therapies that their physi-
cians feel are beneficial for them. To control for
differences between baseline severities for pa-
tients, we used a Cox Proportional Hazards
Model. For the biostatistically inclined group in
the audience, we actually wrote the model for
SAS as a result of our analysis needs.

-
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Characteristics Predicting Outcomes
We spent a long time trying to understand how
to estimate outcomes for patients with coronary
disease. We have investigated a number of dif-
ferent methodologies for making predictions
and a number of methods for assessing the qual-
ity of predictions and for determining their gen-
eralizability. This results in a whole series of
characteristics related to outcomes for patients
with coronary disease. These characteristics help
us predict how long a patient will live or the sur-
vival rate of a patient with coronary disease.
They include things like the underlying ven-
tricular function or ejection fraction, the pa-
tient’s coronary anatomy, and the degree of
myocardial damage that is an index represented
by several characteristics. We combine these
characteristics to produce an outcome prediction
for each patient, which we can then apply to a
new group of patients.

The first part of the study consisted of an in-
dependent group of over a thousand patients.
For each patient we used the characteristics to
make a two-year survival estimate. We then
grouped those patients, based on their two-year
predicted survival, into 10 different groups. One
group, for example, had a two-year predicted
survival probability of about 51 percent; in fact,
at the end of two years, 55 percent were alive.
Another group had a two-year predicted sur-
vival of nearly 100 percent; at the end of two
years, nearly 100 percent were alive.

Success of Outcome Predictions
We have also looked to see whether or not those
outcome predictions developed from this obser-
vational clinical database compare to the ran-
domized trial results. Of those patients eligible
for the European Cooperative Surgery Study, we
considered these questions: If we were to esti-
mate their survival at the end of five years, how
many would be alive in five years if treated
medically? How many would be alive in five
years if treated surgically? What was actually
found in the randomized trial itself?

The most rigorous test of an outcome predic-
tion for Star Trek fans would be to move the
model across space and time. In this case, we
moved an outcome prediction set into a new
population of patients where the management
practices were radically different from the man-
agement practices that might reflect bias in how
a patient would get into a sample or institution.
In fact, we found in Warsaw, Poland, in a con-

secutive series of patients treated in one of two
ischemic heart disease clinics, a dramatic vari-
ation in population differences across a wide va-
riety of characteristics.

The model’s test is whether or not it can be
adjusted for those differences to predict out-
comes well. When we estimated what we should
see for patients, and we compared it with what
was actually observed over a period of five
years, it was nearly identical. I hope I have con-
vinced you that you can, in fact, make an out-
come prediction.

Another study we did was to compare how
well that prediction does compared to the cur-
rent method. We asked our senior cardiologists
at Duke to make outcome predictions with the
question: “If we predict outcomes and you pre-
dict outcomes for the patient, who does better?”
We found that even though our best doctors did
quite well, the use of accumulated institutional
experience contributed significantly to what is
potentially possible in making outcome predic-
tions for patients.

The value of outcome predictions has to do
with their ability to both quantify variability for
their use in empiric profiling, for their assess-
ment in trends, for the use in global planning,
and for how .they  might be integrated in value
into health care. In the interests of time, I will
skip over how you would actually pull together
an idealized value curve, but we can actually
construct a marginal value curve based on em-
pirical data and then integrate that routinely into
the practice of clinical care.

Patient identifiers are required for a number
of studies, for example, to assess data quality, to
link with other. data sources, and to construct a
longitudinal record. In a current studF  we are
trying to aggregate or estimate costs from
charges and the ability to go to individual re-
cords. To understand how to do that, where we
have access to a records system, gives us a han-
dle on trying to understand how to interpret
large datasets, such as the Medicare dataset.

The confidentiality safeguards need to be in
place. Before we were able to look at the Medi-
care data, for example, we had to sign,  a global
policy statement form that I refer to as “my first
born form.” This gives you an indication of the
significance of that form. Part of that was to re-
view individual plans. On the Duke database,
we have a whole host of characteristics that are
designed to ensure confidentiality. The data is
not residing on a public machine and there are
no guest accounts; the patient I.D. is recoded; the
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I.D. in the sequence I.D. is an encrypted file; ac-
cessing the file requires an encryption key
known to only two people. The file itself will be
removed from the system when all the tapes are
put together. The original tapes are stored in a
locked and secure fireproof vault. We have pass-
words for machine and file area, and no listed
programs; forms are signed and paper routinely
must be shredded. We have instituted a whole
series of safeguards to handle the information.

Conclusion

Observational data offers unique strengths. Out-
comes can be predicted. Policy and patient deci-
sions improve when based on empirical data.
Patient identifiers are necessary for some appli-

cations, and methods are available to help pro-
tect the identity of individual patients.

I would like to close with this quote:

That  it will ever come into general use,
notwithstanding its value, is extremely
doubtful because benej?cial  application
requires much time and gives a good bit of
trouble to both patient and practitioner
because ifs hue and character are fore@ to
all our habits and applications.
I think you could use that quote to refer to

what we have been talking about today. The
quote, however, is from the London limes in
1834 and refers to . . . the stethoscope. *

-

-

-
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Research Use of Health Records: Social
Needs and Personal Privacy and
Research- Aggregate Databases
Dale N. Schumacher, M.D., M.Ed.,  M.P.H.
President and CEO
Rockburn  Institute and Commission on Professional and Hospital Activities

Introduction
About a year ago, I attended another AHCPR
conference in Atlanta where we discussed effec-
tiveness of ambulatory care data. During that
conference, my data privacy needs were
breached. Someone entered my hotel room, ap-
propriated my backup phone charge card num-
ber, and ran up an $18,000 phone bill. I am very
sensitive to the issues of intrusion and privacy

At the same time, I am a strong advocate of
the use of data. I take the position that health-
care providers are best positioned to provide the
balance between citizen privacy and use of data
for research purposes and the public good. I
speak from a private-sector, provider-oriented
approach and as senior medical advisor to the
Commission on Professional and Hospital Ac-
tivities (CPHA). CPHA is sponsored by the
American College of Physicians (ACP), the
American College of Surgeons (ACS), and the
American Hospital Association (AHA), so I have
particular biases that support the provider per-
spective. Additionally, Rockbum  Institute, my
home institution, has a board which consists of
all providers or researchers.

Explicit Guideline&
Let us begin by considering what Ruth Faden
questioned in the keynote address: How explicit
are the promises, how clear are the directions?
This hearkens back to London during World War
II with the following directions:

Caution. The bombs in this crate are packed
in a dilferent  manner than that formerly
used. Compared with the old method, the
bombs are now packed upside-down and the
crate must therefore be opened at the

bottom. To prevent confusion, the bottom
has been labeled “top. M
Do we have as explicit directions that come

from the provider community regarding use of
data? The answer is yes. The AI-IA issued a 1990
Information Management Advisory’ position re-
garding internal use of data that stated, “access
should be provided only on a need-to-know ba-
sis.” While we may disagree about who has the
need to know, the list of those who might have a
need to know is very substantial.

The same .advisory  speaks to external use. It
reads, “No hospital should disclose medical re-
cord information to a third party without the pa-
tient’s written authorization unless such
disclosure is permitted by the hospital under
certain circumstances for research activities, pro-
vision for state vital statistics laws,” and so on.
The advisory suggests that the hospital’s chief
executive officer (CEO) should determine
whether or not to permit medical records main-
tained by the hospital to be used by a third party,
unless the project’s purpose outweighs the
nominal risk to the patient’s privacy rights. The
CEO should have this authority clearly dele-
gated from the board of the hospital, which is
made up of the public representatives from the
community so these decisions would be derived
from their guidance.

The AHA advisory provides other guide-
lines. The proposed methodology should not
violate limitations placed on the medical record
information. The advisory requires that safe-
guards should be adequate and a log be kept of
all disclosures to third parties. We are going to
be faced with an increasing number of problems
with the extended use of distributed databases
about how we track whether particular files
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have been accessed. This is a technology prob-
lem that needs to be solved.

Regardin the physician perspective, the fol-
lowing AC$ ethics statement was published
December 1992: “The physician must not release
information without the patient’s consent unless
required by law or if there is a duty to warn.” At
the same time, this confidentiality is not an abso-
lute prohibition. It may have to be overridden to
protect others or the public. ACP also states that
decisions concerning resource allocation must
not be made for the individual patient but needs
to be balanced for overall societal needs.

The CPHA Research Experience
CPHA has worked with hospitals and re-
searchers for more than 35 years and has not had
serious confidentiality or security breaches. Rec-
ognizing the rights of the hospital, its confiden-
tial information, and its business services, CPHA
agrees in its contract with the hospital to keep
such information confidential, to protect the cli-
ent’s proprietary data information, and to pre-
vent the disclosure to third parties.

The agreements that CPHA fashions with
hospitals and with the providers can be unique
to that institution’s needs, and it can sometimes
take up to six months to achieve an agreement as
to how the data might be used for research pro-
jects. Hospitals usually identify the doctor and
patient by code numbers, the meanings of which
are generally not known to CPHA. Some hospi-
tals are flexible on this, some are very rigorous
and complex in their encryption, and others fall
somewhere in between. The hospital generally
grants to CPHA the use of the data for statistical
analyses and applied research that are some-
what akin to, although not as sophisticated as,
random clinical trials.

CPHA is the owner of the database gener-
ated by participating hospitals’ submitted data.
For example, the National Association of Chil-
dren’s Hospitals and Related Institutions
(NACHRI) has an agreement so that as owner of
the database, CPHA may access it for research,
education, and database activities. Again, the in-
dividual hospital can say, “You cannot use re-
cords for a specific purpose.” Providers have
considerable experience in this area and have
encouraged the use of aggregate databases for a
variety of beneficial purposes.

Something CPHA commonly does is mask
and mix the data. From the agreement with
NACHRI, such data submitted shall be identi-

fied as originating from specific hospitals and can-
not be use without being mixed with a significant
body of other pediatric data. CPHA has another
major agreement where it looks at very detailed
process-of-care data, and it cannot use that data for
certain analyses unless at least 50 percent of the
data is from hospitals other than those under this
major agreement. That is, 51 percent of the data for
analysis must come from other hospital systems.
This is a useful and convenient way of masking
and guarding provider confidentiality

A Framework for Database Oversight
To further the appropriate use of aggregate data,
I suggest a particular approach for handling
these databases.

The issue that confronts us is cost contain-
ment. We are currently spending about $1.5 mil-
lion per minute on health care. Since we started
this conference this morning, we have spent
close to $650 million on health care. We have an
issue that will not go away; we are going to have
to deal with costs. Cost containment will be
more important than access or outcome.3  We can
segment these databases in ways that we can
deal with the cost question, which is primarily a
process issueP  without the complex privacy is-
sues that relate to long-term outcomes.

The question is this: how might we organize
our databases? We must consider organizational
arrangements for databases and think about a
resource management alliance and a provider-
led clinical analysis. To achieve this, we need a
governance board, we need a staff, and we
clearly need a research capacity. To support this,
I propose a bicameral database. We need one da-
tabase that is primarily resource monitoring and
management and another database that sup-
ports more detailed clinical analyses. These two
databases will require different levels of security
In reality, there would be a large number of data-
bases with varying levels of security.

The governance board is the most important
component of this approach. This needs to be es-
tablished immediately, with representation by
physicians, hospital administrators, nurses, and
the public. These organizations need to be estab-
lished community-wide or regionally The gov-
ernance issues are substantial: linkages, data
quality security, and confidentiality. A tradi-
tional governance setting is most appropriate for
these responsibilities.

Staff is also a very important area. Those of
us in the health care arena are intensively profes-
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sionalized regarding the privacy of the doctor-
patient relationship. At the same time, pmgram-
mers and systems analysts go from one industry
to another. We need to work very hard with data
analysts who may have come from a direct mar-
keting agency a meatpacking company or a
communications company before becoming pro-
grammers in an institution that deals with sensi-
tive health care data. Culturation of the
nonhealth provider staff is critical.

The research component offers great oppor-
tunities. The closer that we can get the re-
searchers to the day:to-day  process-of-care, not
only in the outstanding academic institutions
but also in community hospitals, the more soci-
ety will benefit. The community hospitals will
benefit by working with researchers,, and the re-
searchers will benefit by having access to data.

The first of the bicameral databases is the re-
source monitoring database. This database could
contain UHDDS (Uniform Hospital Discharge
Data Set) data, limited outcome data, perform-
ance indicators, and resource-use data for fed-
eral and state budgets. Insurance claims data
should be linked to these data eventually on a
real-time basis.

The second of the bicameral databases is the
detailed clinical analysis database. Access to this
detailed clinical performance data through a sys-
tematic process with specified professional in-
volvement5  will encourage a greater willingness
to share data, use it for benchmarking purposes,
and even produce “report cards.” This would be
in marked contrast to the suspicion and delays
that occur when such activities are the responsi-
bility of state or federal governments. At the
same time, the public has the right to expect the
highest levels of performance from health care

providers and practitioners and should provide
detailed oversight to these professionals.

In summary the private health care sector
already has substantial experience working with
confidential data. This is a strength that should
be a basis for building expanded linkages and
responsibilities. Research procedures, linkages,
and safeguards already exist.’ The need for a
unique patient identifier is excruciatingly essen-
tial. My encrypted social security number is XXX
XX XXXX. It is crying out to be used by health
care providers. Put it into a database and use my
health care experience for overall societal good.

Provider-dominated, private/ public infor-
mation alliances are the next step.
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n Particlpank  Given the countless examples of
using data-electronic and computerized-in
evaluating hospitalized and perhaps many other
patients receiving major procedures that can jus-
tify cost savings, cost improvements, or im-
provements of process, how do we measure
where we cut that off? Is there a place to cut that
off in developing such data systems in the pri-
mary care setting? How can we determine how
to make a worthwhile investment in a complete
patient-data record for the full range of health
care problems or nonproblems that present
themselves in physicians’ offices?

n Dr. Schumacher: It is certainly difficult to
measure. I take the very utilitarian or pragmatic
view that we ought to draw on the databases
that exist and not get into additional data collec-
tion or do so only in selected situations. So as a
byproduct of the care process, we should cap-
ture the data, making the cost of capture very
minimal.

This is challenging and difficult in an ambu-
latory setting. When we started the PSRO pro-
gram 20 years ago, gathering the simplest data
gave us enormous headaches. Insurance indus-
try representatives talked about three digit
codes. But some people were using ICD-7 and 8
and others were using different coding systems.

We have an $800 billion industry out there
that needs this data to provide services. We need
to create trust in whatever umbrellas are avail-
able to access parts of the data accumulated in
the care process, so the cost will drop over time.

n Dr. Pryor: Whenever we do a cost study, we
always ask two questions up front: Whose cost
are we talking about? And what kinds of costs

are we talking about? Are we talking about di-
rect costs or indirect costs? Are we talking about
marginal costs only? Much of the record cost ex-
pense may or may not be related to additional
costs, and a lot of cost is not really at the margin.

As health care providers, we am collecting
and storing information in inefficient ways. In
fact, you could argue that we could routinely re-
cord that information in a standardized way and
not add too much .more  at the margin. If linking
data has value, how efficient and easy is it, and
what is the infrastructure for doing it? This can
be approached in a stepwise  fashion. Therefore,
we could think about doing it.

Any studies that focus on limited subsets of
the population will give us an inkling about
what is going on with people who get that type
of care. But these studies will not inform us
about whether people are getting care or about
some of the important access problems that must
start at the primary care level.

n Participant: Assuming a marginal cost, are
we obliged to do an assessment of marginal
costs and the risk to confidentiality before we
jump into a patient data statement, rather than
demonstrating that it has a value before we
make that investment?

w Dr. Pryor:  The likelihood that we could an-
swer all questions that would arise is small. We
would probably be better served by focusing on
some of the areas. But I am a little bit like Nike
Noah, too. I think we ought to just do it.

H Participant: Dr. Schumacher, about the sug-
gestion for a unique patient identifier, I have
heard that repeatedly from people in the health
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care sector, and I agree with that requirement.
But I think you are pushing a chain when you
try to link it to the social security number. As
soon as you do that, you are dead in the water,
and I wondered why you did that?

n Dr. Schumacher: Partly to engender discus-
sion, but the idea is there. I am told by experts
on security-Department of Defense and CIA
types-that one can encrypt data very well. If in-
deed one can encrypt data to guard confidential-
ity, the question is not whether to use the social
security number, but about who Iiolds  the keys
for encryption. That is why the governance of
these clinical analysis resource monitoring infor-
mation alliances becomes so important.

If we did a poll in this room, most would not
vote to have their social security number en-
crypted. But we must move quickly. I would
rather take a chance in the short run and do the
social security number encrypting than wait two
or three years. We have been talking about this
for years-let us either do it or not. I am in favor
of that because I think it would offer society the
most utility.

n Dr. Pryor: I believe that last year the Health
Care Financing Administration (HCFA) man-
dated the use of the social security number
through legislation.

H Participant: It was a bill. The Bush Admini-
stration sent a bill to Congress called the Health
Information Reform Act, or something compara-
ble. It would require all financing data to be con-
verted into electronic form by September 1993
and begin to convert hospital information for
Medicare-patients. It specified that the social se-
curity number would become the unique identi-
fier. The point is that it has been very seriously
considered as a unique identifier. I am not trying
to draw judgments as to whether it should or
should not be used, but proposing it is not a pie-
in-the-sky idea. It has been proposed in a bill
that went forward to Congress last summer.

n Participant: Regarding a previous question
on ambulatory care data, David Pryor’s presen-
tation discussed routinely using secondary data;
that is, observational studies on data collected.
One of the major uses of that, of course, is out-
come studies. It is virtually impossible to really
affect the outcome studies based only on inpa-
tient data. In almost all cases, the ambulatory
setting needs a combination with good follow-
up data. In many cases, that is in the primary

setting, once the patient has been discharged
from the hospital.

We should develop some sort of uniform am-
bulatory data set that can be combined if we are
to use these types of studies in a really radical
and appropriate way. At the very least, I would
not demean the importance of ambulatory data
or primary data to such a degree.  I would caution
against prohibiting its use on the basis of confi-
dentiality issues; this is the wrong way to go.

Once you develop an ambulatory uniform
set, it is not cost effective to determine what to
leave in or omit. It probably is more cost effec-
tive to routinely collect as much as you can,
rather than going down the road and finding
that your system had not collected what you ul-
timately need for study.

n Dr. Pryor:  Agreed.

w Dr. Schumacher: Agree.

n Participant: First of all, congratulations. At a
recent meeting of the World Health Organiza-
tion, someone stated that the first command-
ment of any researcher is to ask for as much
information and in any unrestricted way You
have achieved that in your statements. But must
we have patient identification in an unrestricted
form? I would like to see some documentation
on that. A number of people say the differences
are minimal.

The next point to consider is how we are deal-
ing with the existing databases, such as the data-
base in Lexington, which is being exchanged
with Harvard University. Some outsiders from
Europe are paying $100,000 a shot to get one
search of that database. How can we come up
with some way of organizing these databases?
And why do we need the patient identification?

w Dr. Schumacher: I would reemphasize the
governance of these information alliances. One
may conceivably say that the State of Maryland
or the Baltimore-Washington Corridor Informa-
tion Alliance does not need patient identifiers.
While U.S. policy is desirable, we do not have
the same social contract between the people and
the federal government that exists in several
European countries. The United States has, as
the French say, the middle associations or mid-
dle government, whereas France has a much
tighter social contract.

We must draw on the heterogeneity of our so-
ciety, our states, and our various socioeconomic
areas. Indeed, some may choose not to collect
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particular types of data. That is why I think a
budget cap becomes very important, because we
must say to the community “If you have X dol-
lars to provide health care, you have got to make
some very tough decisions.” And the governance
unit can say, “We are concerned about patient
privacy. We do not want to collect these data ele-
ments.” Then you live with the financial conse-
quences, which may be a very good decision.

That is the way we conduct natural studies here
in the United States, by getting several demonstra-
tions going or giving the states some flexibiity

n Dr. Pryor: Your question had two parts-the
first is why we need identifiers and the second
was the state of existing databases. Let me com-
bine those into one answer.

As part of the Port Grant supported by the
Agency for Health Care Policy and Research and
Ischemic Heart Disease, we are linking 18 sepa-
rate databases from the United States and Can-
ada. Those databases include the California
Discharge Abstract Database, the Manitoba data-
bases, four to six separate Minnesota heart data-
bases, the Northern New England database, the
New York State databases, both the clinical and
the Sparks data sets, HCFA, Medicare databases,
the Duke cardiovascular databases, the Durham
VA databases, and several other data sets. These
are all being linked to provide and pull together
our best sources of information about patients
with this disease. This is so we can develop
state-of-the-art decisionmaking to underlie deci-
sionmaking and policymaking for patients with
the largest consumer dollars, procedures, and
deaths in the United States. That is the goal of
the project.

A whole range of information is in each of
those data sets. They range from very, very de-
tailed databases-like the Duke database-to
very, very small population subsets-those
populations of patients coming to Duke-to
very, very large databases-like the Medicare
database with its current limited clinical infor-
mation of uncertain quality.

How do you link that information across dif-
ferent databases? The ideal would be one super
set of reliable information about all patients.
One way to approach the problem is to under-
stand the quality of the data in the different data
sets. As part of the work for our Port Grant, we
have done a series of four separate studies link-
ing databases to understand the information
quality of the data sets and how to apply them in
a larger context.

When we link to the California database, we
can only go so far. We do not have patient identi-
fiers available as part of the California system.
This limits durability to examine specific ele-
ments of data quality.

We can, however, ask, “If we collect this in-
formation clinically, how often is it actually re-
corded in a database?” We have linked different
subsets of information; for example, the admin-
istrative data record that would be sent to HCFA
as part of the Medicare database with the actual
prospectively collected clinical data from Duke.

The Duke data do not improve because we
have collected them prospectively; but they do
considerably inform us about how to apply the
elements in the much larger database. We begin to
approach some of the outcome issues for the coun-
try and the Medicare databases.

In the same way we need to look at charges
and costs. We have potential charges and charge-
to-cost ratios that are part of the Medicare data.
These lack the uniformity-for example, in how
different categories get aggregated across costs
and charges-to link up some of the financial
pieces. So we do have the opportunity to under-
stand the quality and the ability of the data.

Suppose we wanted to understand if we can
use Medicare better. Instead of the five comorbid
condition limit, we could link people to the pm-
vious year data and establish the linkage. Maybe
the only important comorbid conditions are those
that required hospitalization within the last two,
three, or four years. But to do that, we need a way
to go across records, either across databases or
with identifiers within a particular database.

n Participant: One final question. It seems to
me that AHCPR is quite involved in that. Do you
think the agency will in the near future come up
with some regulations?

1 Participant: Well, I cannot really speak to
that. The most important part of that is the alli-
ance on governance that Dr. Schumacher sug-
gested. This is not a one-sided Agency for
Health Care Policy and Research (AHCPR),  fed-
eral government, or public sector issue. The is-
sue is how to develop some shared vision at the
top. And I do not know, offhand, a step-by-step
procedure for developing it, but I think that
would be necessary to get a truly acceptable
working governing board to do what needs to be
done and protect privacy at the same time. *
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You may be wondering why someone from
Duke University Medical Center is here speak-
ing about uses of health data in government.
Prior to joining the staff at Duke a little over a
year ago, for six years I was the executive direc-
tor of the North Carolina Medical Database
Commission. The commission is North Caro-
lina’s state data organization. It is responsible
for collecting hospital discharge data from over
150 hospitals, for building a hospital discharge
database, and for routinely distributing informa-
tion in aggregate form about hospital charges
and public utilization. It is within the context of
my experience with that state agency that I offer
my comments.

Currently, the country has almost 40 state
health data organizations. All of them maintain
statewide hospital discharge databases; some
also maintain databases containing hospital fi-
nancial information and information about nurs-
ing homes. A few collect ambulatory care data.
These organizations are literal gold mines of
health information. Consequently, confidential-
ity and appropriate use of the information col-
lected are serious concerns to the administrators
of these organizations.

It is important to emphasize the difference
between a medical record and a health data re-
cord. State agencies typically do not have actual
medical records-that is, the types of records
maintained by hosp.itals,  doctors’ offices, and
clinics-that contain the patient’s medical his-
tory lab results, doctor’s notes, and other
information.

For the most part, state agency databases
have data records that contain some medical in-
formation, usually diagnoses and procedures
performed. Several different types of data re-
cords containing health information are col-

lected routinely Examples of these health data
records include

n Hospital discharge records;

n Vital statistical records, that is, birth cer-
tificates, death certificates;

n Records maintained in various disease
registries, for example, cancer registries,
birth defects registries, genetic disease
registries; and

m Medicaid paid claim records.

Some of these records have patient name and
address; others do not. This variation is usually
the result of the reporting requirements of the
collecting agency. All state agencies, even within
the same state, do not collect and maintain the
same level of patient identifying information.

Medical Database Commission

The Medical Database Commission in North
Carolina collects data for every patient dis-
charged from a hospital, including self-pay, indi-
gent, and charity patients. For each. patient,
hospitals are required to submit a data record
with about 21 data elements abstracted from the
UB-82 claim form. The database includes

Patient information
I Age (calculated from date of birth and ad-

mit date)

n Sex
n Social security number
n Zip code

Utilization information
n The number of days for the hospital stay

(calculated from admit and *discharge dates)
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Cllnlcal  lnformatlon

H Patient’s primary diagnosis and four sec-
ondary diagnoses

n Procedures performed

Charge lnformatlon

n Total charges

n Charges for service categories

Provider  lnformatlon

’ n Identification of the hospital

n Identification of the physician (UPIN)

Primary payor Information
n Identification of the party responsible for

paying the hospital bill

This is the type of hospital discharge data
collected by most state data organizations, with
a few notable exceptions. In North Carolina, we
collect the social security number as well as the
physician identifier. The commission collects in-
patient data from all hospitals in the state, in-
cluding state and private psychiatric hospitals.
Although the health data record maintained by
the commission includes patient social security
numbers, the commission does not collect pa-
tient names; nor does it have a table for cross-
referencing the social security number with a
name. Thus, the commission cannot directly
identify the patient from the information housed
in the database.

Unfortunately, we do not collect patient race,
a very important variable, given the disparity in
health status among different racial groups.

For fiscal year 1992, the North Carolina data-
base has over 870,000 data records; the commis-
sion has at least three years worth of hospital
discharge data. State data organizations, like the
North Carolina Medical Database Commission,
are tremendous resources for health data. And
their primary mandate is to provide health data
to the public to aid decisionmaking about health
care. I think from this profile, you can see why I
stated earlier that state data organization admin-
istrators are very concerned about data confi-
dentiality and about appropriate data use. They
are constantly engaged in a balancing act to pro-
tect confidentiality, on the one hand, and pro-
moting widespread use for research and
decisionmaking on the other.

Uses of Hospital Discharge Data

State government consists of a number of differ-
ent agencies, offices, and commissions. Some of
them collect and/or use health data for various
reasons. The following list illustrates the variety
of state agencies that use aggregate health data:

Medicaid program

Public health director and managers of pub
lit health programs, e.g., maternal and child
health programs, diabetes management

Insurance department

Center for health statistics

State data organization

Health planning office

State Employees’ Health Plan

In addition, the legislature and its staff as well as
the staff in the Governor’s office use data.

But simply identifying the various agencies,
offices, and commissions is not sufficient for our
purposes this afternoon. We must also consider
the responsibilities and duties relating to health
care with which government is charged. State
government is a

m Payor  of health care services;

l Provider of care;

l Policymaker; and

m Regulator.

Each agency carries out one or more of these
responsibilities. Each one has unique information
requirements associated with its responsibilities.

Regardless of what state you come from,
whether in the North or the South, on the East or
the West Coast, or somewhere between, the fol-
lowing probably sounds familiar: a growing de-
mand for health care services and limited
financial resources to pay for those services.
State legislators and agency administrators are
facing increasing pressure to make informed de-
cisions about health care-that is, to make deci-
sions based more on data and less on gut
feelings or anecdotal stories.

As you might expect, the different uses of
the information in the statewide hospital dis-
charge database maintained by state data or-
ganizations are unlimited. They are certainly too
numerous to cover here. But let me briefly re-
view a list of the specific uses that have been
made of aggregate hospital discharge data in
North Carolina.

-

-

-
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m Many studies of hospital utilization pat-
terns to help analyze access issues, both
for facilities and services.

n Several analyses of physician practice
patterns.

n A few market studies.

n Data used for consideration of providers
for selective contracting arrangements.

Data have also been used for considera-
tion of certificate of need requests to build
new health care facilities or to provide
new services.

Data have been used to develop targeted
community health education and preven-
tion programs for selected public health
conditions.

The ways in which health data-hospital
discharge data specifically-have been used by
state government agencies is perhaps best illus-
trated by the specific questions being asked.

n The lezislature  has allocated $150,000 for

n

educaconal  programs on prenatal care as
part of the state initiative to reduce infant
mortality. Given the limited amount of
funds, what counties should be particu-
larly targeted to receive funds?
As part of a larger cost containment initia-
tive, the state Employees’ Health Plan is
considering submitting a proposal to the
legislature requesting permission to selec-
tively contract with hospitals for high-
cost, high-tech procedures. What hospitals
in the state do the 10 most expensive pro-
cedures? What is the average length of
stay and average cost for these procedures
across these hospitals?

n The state Division of Mental Health wants
to ask the state legislature for funds to in-
crease the availability of local outpatient
mental health services through the county
health departments. Which counties have
the highest hospital inpatient utilization

rate for mental diagnoses? What is the
profile of this population by county of
residence-age, sex, length of stay,
charges? What outpatient services are cur-
rently available in the county? What is the
average income and educational level of
the population in the counties?

Responding to these types of questions is
not an academic exercise. These are real issues

with which agency administrators deal. And
they are using health data-specifically hospital
discharge data-to help address them.

In summary, state agencies use health data
for many purposes including policymaking., pro-
gram development and implementation strat-
egy, and surveillance of selected conditions.

Protecting Patient Confidentiality

State data organizations are very much aware of
their public responsibility to protect patient con-
fidentiality. And several mechanisms are in place
to do so. I think of these safeguards and mecha-
nisms in terms of layers, with the patient identi-
fying data at the core. For the North Carolina
Medical Database Commission, the various lay-
ers of protection include

n Enabling legislation that authorizes the
state data organization to exist;

n Administrative rules or regulations gov-
erning ,the organization’s activities, in-
cluding the use and release of health data
records;

Various electronic security aids associated
with the physical storage of the database
on the computer, for example, audit trails;

Controlled access to the databases, e.g.,
password access, commission review of all
data requests; and

Suppression of small cell counts in pub-
lished reports.

One other layer of protection is the hiring of
staff sensitive to the ethical and moral dimen-
sions of confidentiality. Systems alone are not
sufficient confidentiality protection.

This type of layered protection is in place in
most other state data organizations. In addition,
some state data organizations, like California,
have specific written penalties and sanctions as-
sociated with breaches of confidentiality

The enabling legislation and the relevant op-
erating regulations for state data organizations
help enforce the protection of patient confidenti-
ality in a major way. The language in the ena-
bling legislation clearly sets out the intention
that the data collected and distributed are to be
used for examining patterns and trends in health
care cost, utilization, and quality. The legislature
never intended that the data collected and main-
tained in these databases would be used to take
any kind of action that might harm an individ-
ual personally.
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Many are probably aware of the sunshine or
public record acts on the books in states allow-
ing public access to information maintained in
government office files. The enabling legislation
authorizing state data organizations usually con-
tain a provision exempting the databases main-
tained by these agencies from the public record
act.

The Medical Database Commission in North
Carolina does not release patient-level data to
anyone. However, state data organizations that
provide patient-level data to researchers have
implemented some additional safeguards. They
include

w Signed agreements between the researcher
and the state data organization. These
agreements may include (1) written docu-
mentation of the specific purpose of study
and data request, (2) restrictions on the spe-
cific uses of the data provided, and (3) de-
struction dates for the data fles provided.

n Institutional review boards (IRBs).

n Limits on the products/outputs of the
analyses.

n Encrypting and converting data elements
with patient identifying potential (for ex-
ample, encrypting the patient identifier
and conversion of admission date to
day/week/month of admission).

State Data Organization Challenges
The demand for health data to make more in-
formed decisions for purchasing, planning, policy
development, providing care, etc., is growing.
Health data of all sorts-outcome, utilization,
charges, costs-will become an integral part of
whatever version of health care reform is fmally
implemented, whether at the state or federal level.

State data organizations and other state
agencies that collect and maintain very large
health databases are getting more and more re-
quests for health information. State data organi-
zations are facing five major challenges, not
listed in priority order.

The first challenge is the need for a unique
patient identifier, even though only aggregate
data are released. The value added to the .types
of research and policy analyses possible when a
unique patient identifier is included in the data-
base cannot be overstated. We must keep in
mind the benefits of the research and the interest
of the researchers. What is of interest to the re-
searcher is the ability to identify a single unique

patient--different from any other patient.
His/her personal identity is irrelevant. The
identifier necessary to single the patient out as
unique may be something other than name or
social security number. But whatever it is, the
identifier must be used every time that patient
interacts with the health care system.

The inclusion of a unique patient identifier
in the database allows health services re-
searchers to

n Conduct longitudinal studies;

n Link different databases resulting in a
more enriched data file for analysis;

n Avoid duplicate counts of patients; and

n Construct patient episodes of care-that
is, to study a patient’s treatment course
across different provider settings for a par-
ticular illness.

The second challenge is linking of data files.
It will become increasingly necessary to link
data files to analyze the utilization and cost ex-
perience of populations ucross  provider settings.
Linking health data files may involve other data
files; for example, files with income and educa-
tion data.

In some instances, the issue of linking places
state data organizations in a dilemma. State data
organizations maintain health care charge and
utilization information that can significantly add
to the analytical value of other data files. For ex-
ample, take the linking of hospital discharge re-
cords and birth records to add inpatient charge,
utilization, and third party payor data to the
birth records. Birth records already have patient
names and addresses on them. The value that
such linkage can add to maternal and child
health studies is indisputable. But have we vio-
lated patient confidentiality if the hospital dis-
charge data file is being linked to a data file that
has a patient name on it? Are we compromising
patient confidentiality even if the state data or-
ganization does the matching?

The third challenge relates to increased ac-
cess to health data files. The need for analysis_
and not just data tabulations-in state
government is acute. Although state data organi-
zations are very rich health data resources, the
resources necessary for sound research and
analyses often are inadequate. Yet the analyses
possible could truly benefit policy development
and administrative decisionmaking.

Unfortunately most state data organizations
that collect health data do not have the analytical
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resource capacity to perform the necessary
analyses and research studies internally. Much
of their time is spent keeping the data collection
and management functions intact. State data or-
ganizations will be pressured more and more to
analyze the data collected. One beneficial way to
do so and to ensure reliable results is to enter
into collaborative arrangements with re-
searchers and policy analysts. This will require
increased access to the collected patient-level
data. State data organizations will have to de-
velop reasonable data release policies, specific to
researchers and policy analysts, that still ensure
patient confidentiality.

Another development that is quickly com-
ing on the scene is the creation of community
health information networks. The October 19,
1992, issue of Modern Healthcare  had a feature ar-
ticle on this concept. Once this concept gets off
the ground, I predict even more pressure for
state data organizations to participate in these
community health information networks, thus
resulting in increased access to health data.

The fourth challenge relates to the growing
need for automated decision support systems
for health data. Although state government is
comprised of various agencies that function as
health care payor,  regulator, policymaker and
provider, data are not always readily available
or in a format that can easily facilitate decision-
making.

In the private sector, business executives
have eagerly embraced the technology to con-
vert data into information for decisionmaking.
Software companies have responded by invest-
ing their development resources in decision sup-
port systems for use in the private sector.

Let me assure you that the need for that type
of support is equally urgent in state government.
Health policy development, reimbursement
schemes, selective contracting resource alloca-
tion-these are all very real issues for state agen-
cies. The challenge is there for collaborative
efforts between state agencies and organizations
in this audience to deploy this technology
throughout the government sector.

The fifth challenge, and one that encom-
passes all the others, relates to greater protection
of electronic data files. We must minimize op-
portunities for unauthorized access to health
data files. Obviously, these files must be pro-
tected from hackers. But they must also be pro-
tected from organizations that are challenging
interpretation of state public record acts to allow
access to electronic computer files maintained by
state agencies.

State data organizations are tremendous
health data resources. States have taken a num-
ber of steps to secure confidentiality of the data
collected, while at the same time trying to meet
the many demands for health data. oo
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Administrative Uses of
Monitoring, Government
Law Enforcement

Florence Rice
Founder
Harlem Conqumer  Education Council

Health Records:
Systems, and

Privacy is a myth in the minority communities
as it relates to medical records, treatment, and
diagnosis.

Now that we have thud  party payor systems
paying medical bills directly-it does not matter if it
is an insurance company or government pm-
grams-they want to know what their money buys.

It does not matter if your doctors are strong
protectors of the privacy of their patients. The
third party payments and the wide-spread use
of computer databanks in the insurance and
health industries make confidentiality beyond
the control of the practicing physician.

Because of the tradition of the Hippocratic
oath in medicine, people are shocked to discover
that medical confidentiality does not exist by
law. Nor does any law prohibit a doctor from re-
vealing private information about a patient
without a patient’s consent. The only sanction is
in the ethics of the profession.

. . . and whatsoever 1 shall see or hear in the
wurse of my profession, as well as outside
my profession in my intercourse with men,
ijit be what should not be published abroad,
I will never divulge holding such things to
be holy secret.

-Hippocrates, Greek Physician

This is part of the oath to which the Greek
physician, regarded as Father Medicine, ad-
hered. Doctors seek to uphold the standard of
the oath. Hippocrates did not know about a
third party payor doctor.

The most damaging invasions of privacy are
caused by doctors, nurses, and other medical
staff who simply gossip too much. You find that
they are more than willing to talk to the press or
anyone else about patients’ conditions without
first checking with the patients or their families.

The medical professions carelessly discuss
patients conditions openly at affairs and when
treating other patients. We often visit doctors
who will discuss other patients with similar con-
ditions. Although the second patient’s condition
is the same as the first, it is not the interest of the
individual. The individual has a right to decide
whether medical information, even routine in-
formation, should be disclosed in such a fashion.

Yet, these same medical professionals will
tell that same individual why they, the patient,
cannot share or know the same medical informa-
tion about themselves.

The courts subpoena medical documenta-
tion, medical professionals testify in court, and
medical colleagues write books about patients in
the name of scientific research.

Automation in the medical system has been
a long-term practice through various means
without the patient’s knowledge and consent. A
system of denying the minority communities the
right to privacy has been in place ever since the
practice of the medical profession began.

Automation is defined as a manufacturing
system in which many or all of the processes are
automatically performed or controlled. Instead of
being verbal or written, our medical history will
be an electronic control device. Once again, our
minority communities are unable to prevent this
kind of exploitation, and their privacy is invaded.

We found that in our communities we have
the most aggravating invasion of privacy. An ex-
ample of this invasion of our privacy occurs
when patients sign language authorizing “any
licensed physician, medical practitioner, or other
person” to disclose information. Once this is
signed, this documentation becomes a perma-
nent record and is used at any given time by any
agent of any profession.
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We find this practice frequently when we ap-
ply for insurance coverage of all kinds. Signing
such statements automatically forces us to give
up our privacy. Every time information is re-
leased or requested, the consumer is to be noti-
fied of the request and its source and asked if the
person wishes the information to be released.
This is not a practice within the minority
community.

Once this document has been signed, any-
one can photocopy this information and present
it to any hospital, insurance company, or doctor
to receive information on the individual. The in-
surer can predetermine the kind of treatment an
individual will receive or if it will insure the in-
dividual or deny the individual his/her request.

Signing an authorization opens the avenue of
medical information that continues to flow to the

insurance company investigators, company,
medical information bureau, and employers.

Some of our government bureaucrats feel
that medical information is their personal prop-
erty. For example, the secretary of Health and
Welfare of California under the government of
Ronald Reagan walked off with 1,500 reels of
computer tape containing millions of California
citizens’ medical insurance programs (MEDI-
CAL). He wanted to use them for academic
research.

As I look to leave this world as an African-
American, I shudder to think what effect
health/police/school records in an institutional-
ized racist society will have on my great-great-
great grandchildren, who will be labeled and
categorized as they enter the 21st  century. *
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Administrative Uses of Health Records:
Monitoring, Government Systems, and
Law Enforcement-Discussion
Janis Curtis, M.S.P.H.
Assistant Vice President for Special Services
Duke University

Florence Rice
F o u n d e r
Harlem Consumer Education Council

I Participant: I represent the Privacy Bights
Clearinghouse in San Diego, California. We run
a hotline for Californians interested in learning
more about their privacy rights. In three months’
time, we have received about 6,000 telephone
calls. We are getting more and more calls on
medical privacy questions as time goes on. A
common theme for many of those calls is the
harm that comes to patients when the health
care provider-whether the doctor, the nurse, or
the clerical staff-releases anecdotal information
or gossips, as you said, or the staff in the photo-
copy room copies too many pages and lets loose
inappropriate information, say, for an auto acci-
dent insurance investigation.

We have heard quite a few cases of very
loosely guarded information being let loose. I
think back to the World War II poster, “Loose lips
sink big ships.” I used to be a librarian and we
had a very strong code of ethics about releasing
personal information about the kinds of books
that people take out, who was checking out
books this week versus last, and what the topics
were. But I have not heard a lot of talk about the
importance of educating people who work at all
levels of health care facilities. It seems like an aw-
ful lot of harm that comes to people comes from
outside the restrictions of research studies; it is
really anecdotal gossip information. We have
seen cases going as far as somebody’s medical in-
formation bureau (MIB) report, which haunted
that person because he/she could not receive life
insurance.

I wonder if either of you have any recom-
mendations for improving the gossip or anecdo-
tal information situation.

n Ms. Rice: I would like to see this taught in
school as a part of consumer education. I would
like to see that people are taught their rights. I
am doing something with ‘senior citizens, but it
is a slow process. I would like to see some of
these facilities have more education and infor-
mation. I am also disturbed that I have to wait
until I turn 90 to learn about health, when that
should be going on all the time. I recommend
having people informed; that is not being done
at the local level.

n Ms. Curtis: I guess I would take it a step fur-
ther. I think people should be informed, and I also
think they should be held accountable. There
should be an employment requirement. When I
worked at the Medical Database Commission, we
collected a lot of paper claims and had people ac-
tually doing data entry My small staff, contract
employees, were required to sign confidentiality
statements. Any breach of that was grounds for
immediate dismissal.

We need to go beyond just education. We
need to hold people accountable and raise their
awareness that this is a serious issue and we do
not take it lightly. Although we do put a lot of at-
tention on confidentiality for research purposes,
we are lax in other areas. We need to tighten
those up, as well.

Participant: Ms. Curtis, I was very interested
to hear about the North Carolina hospital dis-
charge database and particularly interested in
the list of data protection measures that you
seem to have in place. Is this a research and sta-
tistical database used for planning purposes, as
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opposed to an administrative database used to
affect particular persons directly? .

n Ms. Curtis: Yes, that is correct. The intent of
the Medical Database Commission was to pm-
duce  different reports that compared hospital
prices and utilization and to support the deci-
sionmaking process about resource allocation. It
was not to take action against any individual
person; it was never intended for that purpose.

W Participant: That seems to me one of the
most important things to say initially about a da-
tabase-that it is a research and statistical data-
base. But in terms of future uses, were you
implying in any way that you could contemplate
pressures for administrative uses of the database
or, again, was it all in the sort of research, plan-
ning, statistical character?

n Ms. Curtis: More along the statistical basis.
The pressures that we used to get right before I
left the Medical Database Commission were re-
ally more from the press for access to patient-
level data. They did not necessarily want patient
identifying information, and our rules prohib-
ited us from releasing that. But it was not admin-
istrative pressure to take action against an
individual.

n Participant: I am at the Trishman Center and
this is a comment more for the record. Both of
you referred to minimal requirements for people
who use databases to enter patient information
or extract patient information. Many of the
speakers here today have said that. I think the
luncheon speaker even questioned whether a
database user could sell the database. That is a
serious concern from a mental health perspec-
tive of which the general public in America is

not aware. A large majority of the direct care
providers-mental health technicians, child care
workers, whatever you care to call them-do not
subscribe to any one profession, nor are they
held in bound by any one code of ethics.

My boss has a wonderful story that unfortu-
nately is true. In Massachusetts, 1,000 hours of
training and a six-month apprenticeship are re-
quired to be licensed to cut my hair. But to play
with the inside of my head, all I need to do is
prove I did not recently molest a child; I can then
go and work directly in a mental health setting.

Not having a code of ethics binding the large
majority of people dealing with individuals in
mental health institutions begs a serious ques-
tion. How do we hold these people accountable
for confidentiality of information exchanged in
an automated record?

W Participant: I want to make a comment about
the use of employment sanctions against a data
entry clerk. A data entry clerk is often catego-
rized as a member of the working poor. And if
the National Enquirer offers $50,000 for medical
information, that employee’s lost job is not really
going to be much of a sanction. Some kind of le-
gal sanction is also needed.

n Ms. Curtis: I would offer immediate dismiss-
al as one of a series of sanctions. I was not offer-
ing that as the only one. This is like a paradigm
shift-we can hold those people accountable,
and they have to be aware that they cannot do
whatever they want without having to be ac-
countable. That was my only point. But whether
it is immediate dismissal or something else, we
need to have something in place to discourage
that type of behavior. w
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consequences to the Individual: Data
Collection, Information Use, and
Electronic Health Systems
Janlori Goldman, J.D.
Director, Privacy and Technology Project
American Civil Liberties Union

I want to address a misperception about privacy,
one that we have heard echoed over and over to-
day Somehow, privacy is considered a Luddite
concept, and those of us who are advocates or
naysayers are standing in the way of progress. In
addition, these important integrated automated
systems will fail if we put privacy and security
protections in place. I have heard this notion in
many different arenas. Many who are trying to
put systems into place think that privacy will get
in the way.

My experience is quite different. I have
found that you can use technology as a way to
enhance privacy. It can be used to give people
greater protection for information and systems
and greater security for the information in those
systems-both to those who are using the infor-
mation and those who have information in the
systems-and as a way of giving users greater
confidence in the system. You now hear industry
groups talking about how privacy has become a
customer service, something good for the busi-
ness and not just something being done because
public relations departments have expanded.

The Right to be Let Alone

Part of this image springs from one of the more
traditional definitions of privacy and the one
that a number of people have talked about to-
day: the right to be “let alone.” At least in my ex-
perience, when I think of the right to be let
alone, I think of people who wrap themselves in
cloaks-as grinches. They want to hide in their
houses; they do not want anyone to know any-
thing about them; they want to keep the govern-
ment off their backs; they just want to be left
alone. While there is, of course, an important
privacy component in that attitude and one of
the constitutional principles of liberty, a more

positive and corollary component to the defini-
tion of privacy is one that Alan Westin  first ar-
ticulated about 30 years ago-the right to control
information about yourself.

While we embrace the right to be let alone-
when we are looking for seclusion, when we are
looking for intimacy, when we are trying to take
risks and we are afraid of being found out-the
more positive aspect is that we choose to step
into the world and participate. We can not always
be let alone. At times you choose-sometimes
voluntarily, sometimes not so voluntarily-to
participate in the world, to step forward, to take
advantage of a variety of activities and transac-
tions. You may seek credit; you may seek a stu-
dent loan, a job, insurance, membership in a
particular group or a club. But the price of par-
ticipating in this society should not be a loss of
privacy. Even when you are saying you do not
want to be let alone, you still want to be able to
participate and not lose all of your right to con-
trol the information about yourself that you give
up as a necessary condition of participating in
those transactions.

This particular aspect of privacy is rooted in
the traditional constitutional principles of auton-
omy, liberty, individuality, and self-determina-
tion. When you look at what you get in return
when you grant this kind of privacy protection,
it is very compelling. We heard someone earlier
talk about how much privacy costs. They threw
out numbers like $5 billion, $10 billion, $15 bil-
lion. I do not know what those numbers mean. I
do not know how you measure what it costs to
protect privacy.

The Cost of Nonprotection

But I can tell you what it costs not to protect pri-
vacy. It is also hard to measure in monetary fig-
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urns, but there is clearly a cost, clearly a loss. With-
out privacy protection, the people will be afraid to
step forward, afraid to participate in activities if
the information about themselves is not safe-
guarded. We am already seeing  this happen. We
are seeing it most in the medical records context.
People are going to be reluctant to give their doc-
tors complete information for a diagnosis. They do
not want it on their insurance claim form, which
may be made available to their employer.

People are going to be concerned about even
the doctor keeping the information. They do not
want it to come back to haunt them at some later
date. Some people are paying for their own HIV
test, even though they are legally entitled to get
reimbursed, because they do not want an insur-
ance company to know that they took the test or
know the result. Some people are withholding
information about family histories. Some people
are withholding information on mental health.
We heard this morning that there is a good
chance that if your employer wants information,
then they will get it. No legal restriction pm-
vents access to this information.

In other settings, privacy protection has
been put in place to encourage the development
of certain technologies and to encourage the use
of these technologies. The electronic communi-
cations area is a good example. A number of
years ago, the broad consensus was that this
country’s wiretap laws were outdated, they did
not cover nonverbal communications, and they
did not cover the new forms of electronic com-
munications such as cellular phones, electronic
mail, and bulletin boards. The manufacturers of
these devices wanted legal privacy protection;
they wanted these new communication systems
brought under the umbrella of the wiretap law
so that people would buy them. They wanted to
encourage people to use these devices. And so a
broad coalition of industry groups, consumer
groups, and the ACLU came together and
worked with Congress to figure out how to up-
date the law.

Video rental is another good example. Some
of you may remember when Judge Bork was up
for confirmation to the Supreme Court. Bork’s
video rental list was disclosed to an enterprising
reporter who was trying to find out who he
really was behind all his legal opinions. A
reporter obtained access to Bork’s video rental
list, and we saw very quickly how all of Con-
gress unanimously supported very strict legisla-
tion to prevent access to video rental lists.

However, what is interesting is that the in-
dustry has, in both of those and in a number of
other instances, come forward to support pri-
vacy legislation because it is good for business.
They do not want people to be afraid to rent vid-
eos for fear that somewhere down the line this
information may be disclosed.

Expectations of Privacy

I would like to address two concepts that I
have also heard discussed quite a bit today.
One is the expectation of privacy. Industry will
sometimes say, “Well, why don’t we just figure
out what the expectation of privacy is and pro-
tect that?” This is a real problem; most peo-
ple’s expectations of privacy have been so
lowered and so eroded by the existence of new
technology and current practices that the ex-
pectation of privacy they currently hold can
barely be seen under a microscope.

If you go to court to have your expectation
of privacy enforced, the courts will now tell you
that most individuals’ expectations of privacy
are unreasonable. The courts use a reasonable
expectation of privacy standard in determining
constitutional protection. The courts have now
found that where something is technologically
possible, it is not reasonable to have an expecta-
tion of privacy So you look like an idiot if you
expect that activities in your back yard might be
protected from the prying eye of someone in a
helicopter hovering 50 feet above. You might ex-
pect that anything you put in a locker when you
are a high school student would be protected, or
that once you put your garbage out on the street
you should not expect that the police will come
and rummage through it, looking for all kinds of
things. If you expect that kind of privacy, you are
considered unreasonable. So I would be very
wary about relying on established expectations
of privacy as the standard, especially when the
industry is developing policies and practices
that set our expectations of privacy.

It would be better if the Supreme Court de-
cided that the constitutional expectation of pri-
vacy is very high, but that probably will not
happen any time soon. We are looking to Con-
gress to create legally enforceable expectations
of privacy, expectations of privacy that people
can look to and say, “I have this expectation. It is
legally enforceable. The court is not going to say,
‘How could you have expected that to be pri-
vate?‘” The protection should be in the law,
which is enforceable and to which Congress has
decided you are legally entitled.
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The second issue is consent. You hear the
sentiment, “Let people choose. We do not want
to get in the way of people’s freedom to choose.”
And what this is usually a code for is the “opt-
out mechanism.” One of the big problems with
opt out-which I do think is a workable mecha-
nism in a number of instances-is that it as-
sumes an equal playing field, a level playing
field. It assumes that when you are talking about
consent, you are usually talking in some contract
terms about equal bargaining power on the part
of two parties.

But when you think about patients and doc-
tors, or AFDC recipients and the government, or
students and the Department of Education, you
do not normally think of two people who are on
a level playing field. The information, bargain is
going to be a tough one, and one that will al-
ways be a disadvantage to the individual.

Florence Rice talked very eloquently about
this very lopsided situation. In looking at infor-
mation bargains and consent, one must talk
about balancing. Mark Rotenberg has been very
fond of saying lately that we can never balance
privacy against some other competing interest,
because privacy will always lose, particularly
when one is talking about reducing waste, fraud,
and abuse. Privacy is seen as the obstacle to the
fulfillment of those goals.

A Separate Value

We must view privacy as a separate value, on its
own, in individual terms. We must look at how
all of this information will affect the individual.
Privacy should be the paramount concern in
looking at any system, in creating any system, in
operating any system, and in any kind of prac-
tice involving personal information. The para-
mount concern should be protecting the
information in the system.

Privacy must be built-in, as Willis said, at the
front end. You cannot wait another five years
down the road and say, “Now, how are we going
to take care of this privacy problem? We have
this list of horror stories, and Congress is hold-
ing hearings, and we are hearing about all these
problems. How are we going to build privacy
in?” Sometimes protecting privacy involves soft-
ware design fixes. Sometimes it is a matter of
building privacy in institutionally, so that people
do not see it as an obstacle but as part of the rou-
tine practice.

Let me move into health care. As you have
heard, in the near future we are looking at inte-

grated and linked systems of information com-
ing from providers, insurers, pharmacies, and
employers. No comprehensive federal law regu-
lates the area of health care data. Some states
have laws, but they are not comprehensive, and
they do not deal with the situation at hand. They
will not deal with the information itself. Most
state laws deal with who holds the record.
Maybe the law regulates insurance, maybe it
regulates providers of medical care, but it does
not regulate the health care data itself. with
large-scale integrated systems, we must focus on
regulation of the information.

Again, as Willis said, professional ethics do
not apply here. Even if you are looking a little bit
below the law and saying “Well, maybe we have
these voluntary self-regulated ethical restrictions,”
they do not apply to the thousands of people who
are supporting these new infrastructures.

We have gone around and around on the
voluntary self-regulation front. It does not cut it,
and it is definitely not going to cut it in the area
of health care. You may be able to say, “Well, vol-
untary self-regulation works for the good guys,
for those in the industry who care about this is-
sue and want to see the information protected.”
But there will always be the temptation for
abuse. Voluntary self-regulation provides no en-
forceable remedy for the individual and no pen-
alty. The company may have some internal
penalty but that is not deterrent enough.

Last year we saw the big scandal with a
number of people in the government who were
selling information from the Social Security Ad-
ministration, the National Crime Investigation
Center, and the IRS for $25 or $50 a pop. With
health care data, the temptation will be similar.

So we need to look at the breadth and sensi-
tivity of the information involved and craft some
kind of enforceable privacy and security rules to
encourage the use of these systems. But they
must include trust for the individuals and pro-
vide some kind of remedy for misuse.

Comprehensive Legislation
A couple of years ago, I said to some of my pri-
vacy buddies here in town, “You know, we really
need some kind of comprehensive legislation for
health care records.” People rolled their eyes and
said, “Oh, no, we have tried this already, and it
did not work.” People who were new just said,
“There’s not enough political momentum; this is
never going to happen.”
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Well, the political environment has defi-
nitely changed. We now can have a little bit of
faith that the health care issue will be number
one. We need to use this opportunity to make
confidentiality protection an integral component
of any health care reform proposal that comes
out of the White House and that eventually will
go to Congress.

Yes, there is a lot of work to do. But every-
one in this room has some role to play in this ef-
fort. The government agencies can come out
with recommendations about how to protect in-
formation. We hope that Congress will hold
hearings on this issue. Those hearings will prob-
ably be one horror story after another; other-
wise, we will probably never see legislation. The
National Academy of Sciences is coming out
with a report on confidentiality and regional
health data networks. One of the critical tasks
for all of us is public education.

Most people understand on an incredibly
visceral level that the release of information

about their medical history is terrifying. They do
not think they have much choice about going to
the doctor or filing the insurance claim form.
They are not sure that their employer can see the
information there. But if you talk to people and
you let them lmow  what the risks are and what
is at stake, most people will say, “This informa-
tion must be protected, and I want some control
over how it is used.” In the same way that the
credit records issue has really galvanized public
opinion in the last couple of years, and a couple
of years before that the caller ID debate, people
will see this is something that affects their daily
lives.

If at any point our momentum wanes, we
must remember that one of our strongest privacy
protection laws on the books today is the video
rental list law-the Bork bill-and yet we have
no comprehensive legislation on health care re-
cords. If things look really bleak, we may hope
that some enterprising reporter gets access to and
publishes Robert Bork’s medical records. *

-_
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Today, I am going to begin by talking about about others are nothing more than social arti-
something no one else has spoken about-swim- facts of a particular set of dispensable social ar-
ming pools, construction sites, and abandoned rangements. Under one kind of health care
refrigerators. You might wonder what that has to financing system, for example, certain people
do with data banks and health care information. will argue that those who pay the freight have a
It actually has a lot to do with health care infor- need to know. If that health care system provides
mation. I only realized that when an old law insurance largely through employment, then the
school classmate reminded me of a doctrine I number and identities of those persons claiming
had not thought of in many years. a bona fide need to know increases greatly.

In tort law, there is a doctrine known as at-
tractive nuisance. In essence, it suggests that un-
like the swimming pool operator, construction
site manager, and disposer of a refrigerator,
young children have vivid active imaginations
regarding the potential uses for these objects.
They see nothing inherent in any of those items
that defines its potential uses and purposes. So
these items become attractive nuisances because
they provide children with new places to play.
But the swimming pool, construction site, and
abandoned refrigerator pose great dangers.
When such things are known to pose great dan-
gers, and those who find them attractive can
imagine purposes that their owners do.  not in-
tend, then those who operate or control these
items must limit the kinds of predictable harm
that may ensue.

Questions regarding the need to know are
always nested in an analysis of our larger social
institutions. Hence, I think that analysis of our
larger social institutions and the demands we
have from various groups to protect privacy re-
flect deeper, more fundamental questions about
distributive justice. These involve questions of
allocation. And, different sorts of allocation
questions are involved: the allocation of benefits
and burdens; the allocation of risk and opportu-
nity; and one thing I call an allocational ques-
tion-the allocation of decisional authority.

Reevaluating Need to Know
If we are going to move toward the creation of
large health database systems, we need to un-
dertake a wholesale reevaluation of our stand-
ard conception of the need to know. Just as
refrigerators and the like carry with them no es-
sential purposes inscribed upon them, nothing is
written in the heavens that tells us who has a
need to know. It may well be that many of the
claims made on behalf of a need for some to
know personal, medical, or health information

Who will control access to information about
us? Who will, by virtue of control of the access to
information, control our destinies and control
our opportunities to make life choices? If I am
correct in my assumptions about how privacy
questions really raise issues of social justice, then
our current interests in rethinking the distribu-
tion of health care provide a natural opportunity
to rethink health care privacy as well. Thus, my
first suggestion is that we combine our reorgani-
zation of health data systems with a reevalu-
ation of who has a bona fide need to know
information contained in these data systems.

A Mixture of Good and Bad
Access to information has different value for dif-
ferent people. Some of the uses and some of the
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purposes are good. But some of the uses and
purposes are clearly harmful. Most, however, are
a mixture of good and bad. If most reflect a mix-
ture of good and bad uses and purposes, then
we always have to ask: Who gets what? Who
gets the good parts and who bears the burdens,
accepts the risks, loses the opportunities?

What are some of the potential uses of medi-
cal and health information that directly raise
questions of distributive justice?

To gain competitive advantage (i.e., insur-
ance companies, employers, and many
others who can use health care for those
purposes);

To reduce costs;

To get rid of costly employees and em-
ployees with costly families (one neuro-
logical deficit baby can ruin your whole
week);

To reduce costs in government programs
that provide health services; and

To decide how to rank available services
when we cannot pay for all that we might
otherwise want.

Other uses pose ethical problems other than
one of distributive justice. In a variety of in-
stances, gathering information is a valuable so-
cial currency in the workplace or the community,
Willis Ware nicely labeled it as trophy value.
Sometimes the ability to gain power over others,
or the purely voyeuristic instinct that some of us
have, may be what matters most in our need for
privacy protection. These are things people
rightly worry about in addition to loss of eco-
nomic benefits or opportunities. Privacy is a
buffer against that voyeuristic dark side, and its
value has nothing to do with the struggle for
economic advantage or the achievement of insti-
tutional aims, such as cost-containment or rank-
ing health care priorities.

In short, innumerable harms are done to a
variety of economic, social, psychological, and
dignitarian interests for which privacy protec-
tion matters.

Other more noble goals and purposes are at-
tached to increased access to medical informa-
tion: advancing scientific knowledge; improving
public health in general; improving individual
patient care; making physicians and other
providers better skilled and more up to date;
and providing other caregivers with appropriate
feedback and information.

The list can go on. But information is a source
of power, a source of ability to make decisions for
oneself and to limit the decisional opportunities
of others. It is something fought for and prized.
Every time you find, on the one hand, a debate
between strong privacy advocates (what Alan
Westin  likes to call privacy fundamentalists) and
a variety of others who oppose them, we find a
struggle to decide who controls the essential
terms of our social relationships.

No matter how much either side is motivated,
either by noble or sometimes selfish and distaste-
ful ambitions or by sometimes laudable purposes,
it is never a simple matter to sort out the compet-
ing claims by reflecting on privacy rights alone.
Underneath is always a power struggle between
competing visions, both of them good, and of
whose interests ought to predominate.

My second suggestion, accordingly, is that
the privacy protections we need must be effec-
tive against the powerful, whose motivations
may be well-meaning but not consistent with the
best interests of others, even though no harmful
consequences are intended.

Nonexistent Health Data
The focus upon the special importance of pro-
tecting privacy in relation to health data particu-
larly exercises so many people for obvious
reasons. One not-so-obvious reason is that no
such thing as health data exists. The point is
similar to the one about refrigerators--things do
not come with their essential purposes inscribed
upon them.

The very idea of health data is an entirely
conventional notion, with no limit to what might
fall within its definition. If, for example, we are
good clinicians, we want to know a great number
of things about people. We think it is important
to being good pediatricians or good geriatricians
that we know things about life style, psychologi-
cal matters, or familial concerns.

We are incorrect if we think of the practice of
medicine as narrowly focused on clinical or labo-
ratory data. We must recognize that medical care
practitioners, as well as epidemiologists and
other researchers, have a more expansive view of
health; and accordingly, they increasingly seek to
know more, not less, personal information.

Some people have suggested limits to such
demands because of the marginal utility or the
marginal cost effectiveness for each new bit of
information we obtain, particularly if that infor-
mation is to be stored in retrievable computer-
ized format. But as any good practitioner of

-
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cost-benefit analysis or cost-effectiveness analy-
sis will attest, we can think of the potential cost
savings from newly imagined uses to strengthen
the case for gathering more information. That
means that we need to think more carefully
about the kinds of information gathered from
people now, about the ways it is used, and about
the ways that people most fear it will be used in
the future. Thus, my third suggestion is that de-
ciding how much privacy protection is justified
depends on what we permit to be included in
health data systems.

Replacing with “Ought”
Let us think for a moment about some empirical
questions: What does a patient know? What
does a patient expect? What does a patient fear?
And we can ask those same three questions by
removing the “does” and replacing it with
“ought”: What ought a patient know? What
ought a patient expect? What ought a patient
fear?

Let me simply guess about some of what the
patient knows, or better yet, some of what the
patient does not know. The patient typically
does not know what an epidemiologist, a health
policy analyst, or a variety of other researchers
would do with personal medical information.
Typically, a patient has no idea what kind of in-
formation goes to them, or what the outcome of
research is, or anything else of that sort.

Ought they to fear such research uses of in-
formation? My own guess is not so much. Over
time, I have become more and more inclined to
believe the representations of the research com-
munity and think that they have a very strong
case for more and better information, and often
with patient identifiers.

Certainly the practitioner needs information
as well. We have difficultly thinking about elimi-
nating him or her from the informational loop.
However, everyone who comes into patient con-
tact does not need automatic access to all that
might be contained in comprehensive patient
data files. I favor giving the patient more control
over practitioner access than I am prepared to
grant him or her with regard to researchers.

What about the third party payor? A place
for insurance companies is not exactly written
into the nature of the universe. And while I am
not fully prepared to eliminate them immedi-
ately, my first, second, and third choice would be
to do so as soon as practically feasible. All other
options are negotiable after that.

What do people fear? Loss of employment,
loss of insurability, loss .of reputation, social
standing. They also fear the loss of the ability to
make their own way through life, to be autono-
mous, to be part author of their own lives, and to
control their own destinies. Often one simply
cannot make one’s decisions without being able
to keep various bits of information away from
inspection by others. No clearer example could
arise than in the abortion context. When people
talk of decisional privacy as somehow connected
to informational privacy, this is not a conceptual,
but rather a functional link. Frequently, persons
simply are unable to make autonomous deci-
sions if they cannot control the flow of informa-
tion about themselves. They need to control not
only what information is disclosed to others but
what information is generated.

My fourth suggestion is that, other things
being equal, we should prefer more individual-
ized control over health care information, when
it is collected, and how it is used. The primary
exception to this principle is when the potential
for overall social benefit is greatest and the risk
of individualized misuse is least. Generally, the
exceptions will involve research purposes.

Changing the Context
What about concerns regarding reputation and
social standing? One of the ways that we might
change the balance of privacy considerations
versus other legitimate and important social
goals would be to change the context in which
privacy considerations figure. Rather than bal-
ancing and weighing privacy against seemingly
incompatible goals, such as research, we might
consider a strategy designed to make privacy
less important. ‘Rights only matter in circum-
stances where real interests are seriously threat-
ened. Remove the threats to those interests, and
rights wither in their importance.

So one of the ironies about asserting rights,
or the rights of privacy in particular, is that they
are highly contingent in their importance. They,
too, are not written in stone. We did not come
into this world with some of these deep privacy
rights. Some rights are probably like that, but
many are purely a function of the way we find
ourselves in society and of the distribution of
power, authority and the like. If some especially
serious concerns are identified by many as
among the most salient, and those concerns have
to do with employability and insurability, then it
seems to be at least an important option to start
with a reexamination of the way we structure
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availability of health care and of the present con-
nection between employment and insurance.

This leads to my fourth suggestion: some-
times what will be most important to achieve is
not greater privacy protection but mom funda-
mental institutional reform.

The question that Dr. Clinton asked this
morning is whether we will help make the case
that there is great value in some people knowing
mom about us than ever before. One of my sug-
gestions is that the way to make that case would
be to agree that some of us ought to know even
less about us than ever before, and that we ought
to eliminate some of the adverse consequences of
some of us knowing more. I am prepared to
make that trade, particularly when I consider the
utility of improved research, of an enhanced abil-
ity to judge what kinds of interventions and
therapies are useful, and of an informed basis for
making decisions about budgeting.

Nonetheless, even if we do away with some
of the identifiable sources of threats to privacy
concerning our health care finance system, we
will still have concerns about what to pay for
when everything cannot be paid for. So let me
suggest some of the other privacy harms that we
should continue to worry about even after
health care reform.

Not all harms associated with loss of privacy
flow from the loss of individual privacy, or from
the identification of a particular individual, or
from the linking of information to that individ-
ual. Some of the harms from the health data sys-
tem are likely to be harms to classes of persons
as a consequence of aggregating data without
personal identifiers. What kinds of harm are
these? The kinds that I imagine will be a result of
information collected and used to set budget pri-
orities. Some people will be losers; some people
will be winners, depending on how cost-effec-
tiveness analysis and various other economic
analysis techniques are used for deciding who
gets what treatments.

Losers will be identifiable as classes. They will
be losers only by virtue of the fact that we now
have aggregated information about the health
status and health risks of classes of people, not be-
cause identifiable information about any particu-
lar person is improperly disbursed in the system.
Hence, sticky issues of group  privacy rights are
likely to emerge in the not-so-distant future.

Classifying Sensitive Information
What about the practice of classifying informa-
tion according to sensitivity*.g.,  drug use, al-

coholism, HIV infection, or pregnancy histories?
I do not want to abandon that idea entirely.
However, what is most important is not society’s
determination of the classes of information,
which in general ought to be kept under special
lock and key, but what individuals will want re-
leased, for what purposes, and to whom. More-
over, my anti-essentialist philosophical thesis
suggests that no essential definition of sensitive
information, such as mental health or other
forms, implicate social standing or stigmatize.
Nor can we maintain forever a fiction that any
particular type of information can be kept sepa-
rated from all other medical and health data. For
example, to the extent that we amass new ge-
netic information, comprehensive in character,
one of the consequences is that information (in-
cluding false information) inevitably will enter
into the care-giving arena, into the patient files,
and into the mainstream of health information.

So if you want to argue that genetic informa-
tion must be kept separate with special protec-
tions, you must acknowledge that not everyone
using genetic information sits in a laboratory
wearing a white coat, armed with a foolproof
lock and key Information flow knows no
boundaries, and a classification of relative sensi-
tivity will not be an adequate way to protect it.
My fifth suggestion is that any adequate system
of privacy protection must improve the level of
protection afforded to all health data or health
records. It will not be enough to focus on the
most worrisome cases.

Finally, we need to rethink privacy protection
in light of the way that health information flows
in a modem society. Health information.often is
collected in one city or state, sent out to a labora-
tory in a neighboring political jurisdiction to be
analyzed, and then sent to insurance companies
and various other people in other states. So what
is a person to suppose when he or she reveals in-
formation to health care providers? Even if the
person knows all the laws, say, in Kentucky when
submitting to a blood test, the person likely will
not know where the information will go or how it
will be protected when it gets to Nebraska. Infor-
mation simply does not reside in or comply with
state law.

There is, in my view, absolutely no excuse to
continue the parochial system of state privacy
regulation if we are going to think about a na-
tional system of health data. Thus, my sixth and
perhaps most important suggestion is that a fed-
eral health care privacy law should preempt the
outmoded and grossly deficient system of incon-
sistent state laws. 40

-
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H Participant: I am the program director of the
John A. Hartford Foundation. For several years
now, we have been trying to organize commu-
nitywide, statewide health management mfor-
mation  systems and are supporting planning
efforts in six states. Additionally, at least another
dozen states have expressed serious interest in
the concept. We find that when states, even those
farthest along, get to the point of truly wanting
to protect privacy and the confidentiality of
data, they have nothing to work with and are
crying for help. I cannot emphasize this enough.

If your ultimate goal is to protect the individ-
ual as well as an individual within a group and a
class, and if everybody involved in these sys-
tems has that as a goal, the question I have is-
well, let me just add to the scenario: If you get a
call tomorrow from the White House that says,
“We want to do the right thing, too,” do you
have right thing by way of federal legislation,
ready in the drawer to meet the need?

W Ms. Goldman: In the last couple of weeks in
talking to people about putting together some
legislative package to move as an integral part of
any health care reform proposal to come out of
the White House, people have asked, “What will
it look like?” M What will it say?” “How will it
work?” Part of that depends on what the pro-
posal is.

But then, again, there is a way of drafting
principles or rules that will apply to the informa-
tion, regardless of whether we are looking at
managed care or at one system. We do not have
anything in the drawer, but we can have some-
thing in the drawer tomorrow. To craft some ba-

sic rules and create a basic structure should not
be terribly complicated, if you are talking about
protecting the information.

Where people have experienced complica-
tions is in dealing with the exceptions to the
rules. The rules are not terribly difficult. When
the FBI says it wants an exception to the law, and
‘when researchers say, “Well, what about us?”
and when other groups say, “How do you deal
with our concern?“-then you really have to
start fine tuning the rules and that is where we
are going to see the long haul.

1 Partlclpant: I am not sure I am willing to ac-
cept that. I started off by saying-I am really tak-
ing your point-we start with the protection of
the individual, and just put that right over here
and say “No matter what comes down the line
as far as design, we want something . . ..” We
cannot anticipate what is going to happen to-
morrow. So can you give me a handy dandy ge-
neric, all-purpose piece of legislation? I am
pretty sure that any legislation developed will
be in the generic art form, or a variation of the
generic art form.

And I think the generic art form will say that
the individual’s identity will be sacrosanct un-
der all circumstances, except when the individ-
ual actively permits access to the
identification-the name of an individual. You
do not need the name of the individual for any-
thing other than insurance underwriting and the
doctor’s record. If the individual permits the
doctor to use the record, that takes care of that
use. If you decide that insurers can underwrite
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to conduct community rating, then maybe you
get rid of that problem, too.

So just start with a very simple world, pro-
tecting the individual.

n Ms. Goldman: Let us make an agreement
here. I will provide you with the simple start,
without any of the exceptions or projections, but
then I am not responsible for the pummeling
that you will receive when you present this pro-
posal. And maybe you will not receive any pum-
meling. But when I say this is something the
ACLU would like to see as part of the reform
proposal, there may be a different reaction. You
might see that. But I would be very happy to
provide you with the basic outline.

n Participant: I think we should put on record
here that 15 organizations are working on some
piece of confidentiality measures. American So-
ciety for Testing and Materials has some great
work, American Health Information Manage-
ment Association, Computerized Patient Record
Institute, you name them. I think we should put
on record that it is priority to coordinate those 15
organizations as each organization comes up
with some paper and then to merge all of those
into one national strategy.

Now one could say that the American Na-
tional Standards Institute Health Information
Standards Planning Panel is trying to coordinate
that. However, what really is needed, in addition
to that, is something like this Task Force to
quickly coordinate all those efforts and to have
an organized method for coming up with a na-
tional strategy

W Participant:  I am from the Social Security Ad-
ministration. This question may not really quite
fit this forum, but since we have two lawyers
here, I would like to take advantage of that.

The issue is at once very specific and very
narrow. Throughout this session, we have talked
about the importance of patient consent prior to
releasing medical records. And in Social Security,
we make many determinations of disability. In
that process, we require medical evidence from
treating physicians.

One of the problems in our processing of
claims involving disability is the time delay in
obtaining medical evidence from physicians’ be-
cause of the patient consent. I have thought
about possible ways to redesign the system, tak-
ing advantage of technology, to compensate for
the delay.

One possible option is that instead of using
the paper to get the patient consent, I will call
you as the patient and ask you to state, “I, so and
so, give you the permission to get consent from
Dr. so and so.” I will then digitize that message.
Many institutions and many providers now
have personal computers. And nowadays, clip-
ping a voice message by digitizing it and attach-
ing it to a medical record is a very, very
inexpensive method.

Thus, I can send the digitized voice record to
you. You can play that voice in your PC and re-
tain it as part of your medical record. Is that kind
of alternative going to be acceptable from a legal
standpoint?

n Mr. Powers: Well, I can think of a technologi-
cal fix that was once suggested. This fix is simi-
lar to going to the bank and opening an account.
Someone closes their eyes, and we hit a key pad
to get ourselves a PIN number, if we can remem-
ber it, so that we can go out and use our anytime
teller cards. Presumably or reputedly, no one
knows it.

We could do something like that from a phy-
sician’s office or any other office, so that we have
an available, accessible data bank. Someone
could go in, key in, enter into their medical re-
cord, answer a series of questions-and essen-
tially have computer initialized consent. I do not
have any faults with the legal or ethical ramifica-
tions of that, but it seems to be perhaps a techno-
logical fix.

m Participant: In our deliberations and discus-
sions, we have most often focused on what I
would now like to describe as the first order dis-
cussion of privacy: How do you control access to
medical records? Who has a right to access medi-
cal records? How do we control the right to get
access to medical records? Who has the right to
decide these questions? And the usual analysis
comes to the point of authorization. The individ-
ual has the right to control the access to his or
her medical record or other kind of record.

The usual problem with that, as Ms. Gold-
man pointed out, is that too many of the situ-
ations were not on level playing grounds. It is
disingenuous to say that I have the right to con-
sent to access to my medical records, when if I
do not consent, I do not get medical care. The
doctor must have access to my medical records.
The insurance company must have access to my
medical records or it will not pay my insurance.
I cannot very well say, “I would rather not have
the insurance company find out about this,
thank you.”
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So we have proceeded in some of our discus-
sions to the second order of discussion. Let us
put aside the question of who has access and
how we control it. What can you do with the in-
formation, once you have it? Is the proper course
of action for society not to focus on whether X
institution can have access to some information
about me, but to prohibit them from doing cer-
tain things based on that information? For in-
stance, can we prohibit an employer from firing
me because of particular information that it
finds out about my medical situation, my fam-
ilys medical situation, my genes, or whatever?

I think that Mr. Powers has really pushed us
to the third level of analysis: How do we design
existing social structures so that access to this
kind of information becomes less sensitive be-
cause it is less useful? We do not have to prevent
people from getting access to it. We do not even
have to prohibit them from doing particular
things with it, if we change the social structures
so that they do not have any interest in doing
those things with it, once they have it.

These are very difficult questions and the di-
rections that you broached-and actually did
more than broach-raise all sorts of difficulties.
But our thinking about these questions is not
complete, unless we take those kinds of ap-
proaches into account.

H Mr. Powers: Yes, it is always good to look at
these things in context. The problem with the
specialization in the American system is we al-
ways look at things in a vacuum. But in Somalia,
for instance, we do not need to send the troops
in to stop famine if everyone has plenty of food.
Many of the things we talk about in this health
care context relate to the kind of health insur-
ance system with huge numbers of people who
do not even have health insurance. We have an
increasing economic pressure to start singling
out people that are more insurable and that re-
quires more personal information. As long as it
stays in place, that will be motivating to greater
invasions of privacy and greater amassing of
personal data. I really fear that genetic screening

could turn into a search for the master race; the
only people we really want to cover are the
healthy ones.

But I also want to add a word about institu-
tional memory. As mind boggling as it seems, a
lot of work is being done on this issue. The Pri-
vacy Commission has laid out a very long and
detailed chapter about medical records. The
House Government Operations Committee has
a 1980 committee report on medical records leg-
islation. The EC has its own work, “Guidelines
on Medical Records,” and certain European
countries have their own medical records stat-
ute. So there are many starting points; legislation
is in the drawer. But as Ross Perot said during
the debates, these pIans are gathering dust and,
obviously they need a lot of updating. But it is
not like we have nothing to start from.

I Participant: I believe that there is a 1985
model or act, too?

n Participant: Yes, there are a lot of models, as
we have pointed out. However, Ms. Goldman
points to the problem of how these bills are
structured. We have fought applying a statute to
some particular institution or organization, say-
ing, When you get information, you must han-
dle it in a certain way.”

What is being proposed now is that we apply
the rules to the information wherever it goes.
This presents a somewhat different drafting
problem. Just to pull out the existing model will
not be adequate. They all follow basically the
same style-the Privacy Commission recom-
mendations, the 1980 bill from the Administra-
tion and the Hill, and the model state law of the
National Conference of Commissioners of Uni-
form State Laws. They all assume application to
a particular type of institution and, indeed, they
really only cover providers. We have been hear-
ing here and we are aware of information about
health that appears in all kinds of other places.

So it will take some pretty attentive drafting
to write workable rules that follow the data
around, wherever it goes. *

Conference Proceedings 85





c

-

-

P

P

r-

The Changing Health Care Environment

Deirdre Duzor, M.A.
Director, Division of Medicare, Part A
Health Care Finance Administration
Department of Health and Human Services

The changing health care environment is quite a
broad topic and one that needs significant nar-
rowing. So in addressing the role of information
in the health care system of the future, I will con-
sider it from two different aspects. The first as-
pect is health care reform-what is going on in
health care reform and how information will
play a critical role in the success of a revised U.S.
health care system. And, secondly, I will talk
about the possibilities that existing technologies
give us to improve the health care of all Ameri-
cans through gathering and using information.

This  discussion of health care reform is
based on the health ‘care reform envisioned by
the new Administration, to the best of our
knowledge at the present time. Health care re-
form will be based on managed competition
within global budgets. Each of those compo-
nents has very important implications for infor-
mation in health care.

One advisor to Candidate Clinton, who is
probably advising President Clinton, recently
said that managed competition will require an
information revolution.

A dew Market Structure
Managed competition, just to lay the ground
rules and give it a very brief generic definition,
is a new market structure under which health in-
surance would be purchased by large numbers
of people. This new health insurance market
structure would be regulated or controlled by
new entities called health care purchasing coop-
eratives (I-ICPCs). This new entity would go to
competing health plans, be they HMOs  or health
insurers, to seek the best bid-that is, their low-
est price-for a set standard benefit package.

This has tremendous implications for the in-
formation requirements and desires of both indi-
vidual purchasers of health plans and these new
HCPC entities.

The purchaser of health care could be either
an employer or an individual. In either case, its
choice of health plans will be made much easier
in this envisioned managed competition system.
A standard benefit package means that every-
body would be pricing out the exact same prod-
uct. No longer would confusion exist as to what
is really covered under a health plan, what the
copays and deductibles are, whether it is an indi-
vidual deductible, at what point the family de-
ductible kicks in, and what the catastrophic
limits are. These issues would all be settled by
establishing a standard benefit package.

Confusing Elements
One of the most confusing elements of choosing
a health plan for individuals and small compa-
nies is understanding what they are getting for
their money The model that comes closest to do-
‘ing that right now is the Federal Employees
Health Benefits Program. While I very much like
the opportunity to choose my health plan from a
long list of options, I find it very confusing to
figure out what is really offered and whether it is
a good value. This new system would eliminate
these difficult choices.

The plans participating in the system would
be offering the set benefit plan at a price negoti-
ated or contracted with the HCPC. While it is un-
clear if the price would be set, and I suspect that
it would not, the plan prices would have to fall
into a rather narrow range for any company or
HMO to be successful. Health insurance purchas-
ers will not pay twice the price for an identical
benefit package, and the price difference will be
very clear to them, given the set benefit package.

So this system will virtually eliminate the
two major confusing elements to figuring out
how to purchase health care. The benefit pack-
age will be identical in all plans and a pricing
structure will narrow the differences in cost.
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Once the system is in place, the health care
consumer will look to other elements to choose
what to purchase. Consumers may begin with
simple and obvious things like where the service
is provided and who the providers are. They will
then move on to the more difficult questions:
How good is the care I will receive? An initial
question may be easy: If I have a medical ques-
tion, can I telephone and have a nurse answer
my question?

Sophisticated Information Needed

But very quickly a‘movement towards more so-
phisticated information about the health care
provided by plans will develop. People will
want to know more about what the care plans
provide. As an example, consider diabetes man-
agement. If a member of your family has diabe-
tes, you will want to know what treatment plan
is used for diabetes. How successful is this
method of treatment? For every aspect of health,
people will demand to know more about what is
provided, how it is provided, and the likely end
result.

Likewise, the plans themselves will require a
great deal of information. Remember, these will be
competitive plans. They will have to stand up
against the other plans in their area and compete
for individual and group purchasers. To do that, a
plan’s priority will be maintaining a competitive
price. The plans will need a great deal of informa-
tion on how its providers are practicing. Plans will
need to cut out any wasteful practices. If not,
prices will rise and plans will be at a competitive
disadvantage and eventually out of the market.

However at the same time, the customers
are going to be questioning the health plan’s
quality of care. To deal with these requests, plans
will be required to gather information to evalu-
ate the health care provided to members.

The HCPC also needs information to negoti-
ate with each of the health plans and to present
plan options under managed competition to the
public and employers in a set area. The HCPCs
will be charged with a key information function
and will need a great deal of information for
managed competition to work. HCPCs must
provide price information on health plans, lnfor-
mation  about the quality of care provided by
each plan, and other informational demands of
customers. As new measures of quality are de-
veloped, HCPCs will pass this information along
to consumers to assist them in choosing what
plan to purchase.

So all components-the purchaser, the plans,
and the HCPCwill have a greatly increased
need for information.

Developing Global Budgets

Let us turn to global budgets, the other element
of the president’s health reform plan. Global
budgets should be information intensive. It
looks easy to take the amount of health spending
in a given time period, decide on an acceptable
growth rate, and mathematically compute how
much you want to spend in the next year. But
that is obviously overly simplistic and too easy.

How can we be sure next year’s target is not
exceeded? How can we manage the health care
sector to realistically hit that global budget? Suc-
cess requires a rather sophisticated, very rich in-
formation base to monitor, in real time, the
status of health care expenditures. We do not
now have that level of data.

Much of our data on national health care ex-
penditures is collected nationally It is based on
participant sampling in the health care industry
that is reliable only on a national level. We lack
state-specific spending amounts. Using national
data makes figuring out what button you push
to turn off the spigot very hard. Is it valid in
California or Michigan? We have a lot of aggre-
gate data by type of provider, so we know with a
fair degree of accuracy how much hospitals and
doctors are spending. But that is hardly enough
to tell us how to reduce expenditures to meet
budget targets.

Some of the increases in spending may be
unavoidable increases. An obvious example is
spending on patients with AIDS. As the number
of persons infected with HIV grows, the treat-
ment costs will increase. And if the overall in-
crease in health care spending is held at a fixed
rate, then spending elsewhere must decrease.
Someone needs to figure where “elsewhere” is
on a real-time basis. It does little good if, at the
end of November, we discover that we cannot
make the target because the spending rate for
the first nine months of the year exceeded our
expectations. If that information becomes avail-
able in the final weeks of the year, the situation is
too late to correct. So data needs to be gathered
very quickly and analyzed very quickly with a
high level of sophistication for global budgeting
to work. Therefore, information needs will be
quite intensive in health care reform.
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Poteptial  of Information Technology

Information technology now has a potential for
tremendous advances in the knowledge and
treatment of diseases and inpatient outcomes.
Enormous amounts of information, and particu-
larly, enormous amounts of health information
on individual patients are available in this coun-
try But information is not centralized and it is on
paper. Thick paper medical records are filed in
vast rooms in big hospitals nationwide. Fre-
quently, the data does not even get from the hos-
pital to the physician who is providing
outpatient care.

While we have an enormous amount of
data, we do not have these data organized to al-
low maximum use. However, now we have the
technology available to use the data-the com-
puters are now big enough and fast enough. We
have the technology that allows vast amounts of
data to move from place to place. We lack the in-
frastructure, but we have the technology to sup-
port the needed infrastructure. For medical care
and medical research, that means that we can di-
rect the power of very large and very rich data-
bases to answer questions about what works
best in health care-what treatments and what
protocols have the most effective outcomes for
different population segments.

Take, for example, women’s health. A lot of
discussion recently has centered on disease proc-
esses in women. Our National Institutes of
Health has begun a major initiative to conduct
research on women because, traditionally,

women have been largely excluded from chnical
trials. Results of studies on men-for example,
coronary heart disease treatment protocols-
have simply been applied to women. Now,
much concern is being expressed that women
may react differently to types of treatment that
are effective on men.

With a large data set, we can identify mil-
lions of successful treatment protocols and de-
termine which categories of people benefit most
from what treatments. Based on the analysis of
our current data, we could very quickly turn the
ship a bit and better target types of treatments
provided for categories of individuals. But to do
this, the data must be organized in a way to
permit its analysis.

Expanding the gathering and use of health
care information will and should happen. Obvi-
ously, this expected expansion has vast implica-
tions on privacy and confidentiality, the topics
you have come here to talk about. This informa-
tion has a tremendous power and a tremendous
opportunity for some marvelous uses, but it also
creates expanded opportunities for abuses. We
must assess the policy questions involving pri-
vacy and determine the technological security
system to apply to health care information to
give the public a sense of confidence that their
individual rights will not be abused. The bene-
fits of this system, with the assurances of indi-
vidual rights, are really something worth
investing in, and that will benefit the health of
Americans and, ultimately, everyone. *
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Individual Rights and Expectations and
Societal Needs
Larry Gostin, J.D.
American Society of Law and Medicine and Ethics and
Georgetown University Law Center Visiting Professor

Collection of information and privacy are
charged issues. Information, they say, is power.
Information can be used for the public good or
the public health, or it can be used for purposes
of less good or evil. To illustrate how charged an
issue this is, the following three scenarios will
demonstrate what the public thinks of privacy
violations and information, what advocates
think, and what medical professionals think,
again in the public health realm.

The first picture is taken from a recent Larry
King Live broadcast that discussed tuberculosis,
AIDS, other infectious diseases. Prominent per-
sons interviewed for the show made it abso-
lutely clear that they wanted to get tough on
persons with TB. They meant that they wanted
to collect a great deal of information. They pro-
posed mandatory screening for HIV and Tb in
all kinds of settings and mandatory reporting re-
quirements of these diseases, including asymp-
tomatic  HIV or TB infection as well as partner
notification for sexually transmitted diseases. To
them, the government needs an aggressive and
comprehensive program for collection and dis-
semination of information. That was the public’s
perception. They thought it very, very forcefully.

A second picture was at a Centers for Dis-
ease Control (CDC) meeting on HIV surveillance
just a couple of weeks ago, where a clash oc-
curred between the public health people and ad-
vocates. Many of the advocates were strongly
against the idea of government collecting infor-
mation. They did not want identifiers, and they
did not want compulsory reporting require-
ments for HIV The advocates wanted anony-
mous testing and no reporting requirements.

The third picture illustrates what the medical
profession thinks. The Axelrod case, decided by
the highest court in New York State, was most in-
teresting. The case pitted the public health com-
munity against the medical community Here was
the medical community calling for much more ag-

gressive uses of information, compulsory screen-
ing reporting partner notification programs.
And the public health commissioner in New
York was refusing to use coercion, saying that
voluntary and confidential approaches were, by
far, better. And so the case pitted, on the one
side, the Commissioner for public Health in
New York, supported by such organizations as
the American Public Health Association, against
the major medical societies in New York-the
surgeons, the physicians and others, who were
claiming more aggressive information collection.

From a public perspective, an advocacy per-
spective, and a medical and public health per-
spective, very little common ground exists about
where we ought to go in resolving the balance
between public health confidentiality and the use
and dissemination of information. This presenta-
tion is intended to help you think through an as-
sessment of confidentiality of public health
information. How do you determine when confi-
dentiality is more important than the collection
of information? When is it more important to dis-
close than. to maintain confidentiality? I have
been developing a human rights impact assess-
ment for the World Health Organization in the
public health realm. It will look at several factors.

n The purpose of information. Why do you
need the information in the first place?
This criterion examines the idea that infor-
mation  for its own sake is not necessarily a
public good but must have a clear pur-
pose.

Will the collection of information achieve
a compelling public health purpose? That
is, by collecting the information, will you
actually achieve what you hope to
achieve?

Will the data collection be effective as a
health or public health policy? Will it pre-
sent more burdens than benefits?
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n Who will have access to the information?
will the information be disclosed either by
force of law, authorized by law, condition-
ally through insurance, negligently? Who
are the various groups that might have ac-
cess to it?

n What are the impacts on human rights?
Here, I am going to examine the impact on
human rights from a stigma and discrimi-
nation point of view, from the individual’s
point of view, and also from the point of
view of entire communities. This type of
analysis is the product of one of the issues
that I have been working on with the
Council for International Organization of
Medical Sciences (CIOMS). CIOMS is call-
ing the idea macroethics, looking at the
impact of confidentiality disclosures on
whole communities, as opposed to indi-
viduals only.

Are there any less restrictive alternatives?
Can policymakers provide a system that
will be just as effective with less invasion
of privacy or confidentiality?

How can policymakers resolve these con-
flicts? How do they balance the human
rights impact with the need for informa-
tion? How can they provide statutory and
professional and other safeguards of pri-
vacy and confidentiality in order to enable
them to collect as much information as nec-
essary with as little risk to individuals and
communities as possible?

The Purpose of the Information

Why do you need the information? Information
is important; you will find this sentiment almost
everywhere you go, particularly in the United
States. Why would you not want to know the in-
formation? We see this all the time. We saw this
after the Pan Am disaster. Even though the risk
of a plane going down after a terrorist’s threat
was infinitesimal, there was a big call for the
right to know. You also see patients claiming the
right to know. Patients want to know a great
deal of information about their doctors: How
have they performed in previous bypass opera-
tions? Are they infected with HIV? Do they
abuse drugs or alcohol? Doctors want to know
everything they can about patients. Public
health people, researchers, and epidemiologists
all seek a great deal of information:

We first need to establish that information
for its own sake is not good enough. We can jus-
tify asking those who want to collect informa-
tion to explain what compelling public health
purpose they have for that information.

If the government collects information-
whether police, census, tax, health, public health,
research-it should be able to justify the need for
that information and if that information will be
shared. This is the first criterion-establishing a
clear, compelling public health purpose.

Compelling Purpose-Not Good Enough

The second criterion is that it is not good enough
for individuals, government agencies, or others
to simply state a compelling public health pur-
pose. Stating a compelling health purpose is
very easy: “I need the information for this indi-
vidual’s health” or “I need the information for
the public’s health.” The entity requesting access
must be able to demonstrate that access to infor-
mation actually will achieve the public health
purpose. And here, we must point out linkages
between information collection and the service
to be given at a later date.

We can look at the information collection in
a variety of contexts. We collect information for
health care reform or for managing health care
costs. We collect it for epidemiology and re-
search. We may collect it for reporting infectious
diseases or reporting neglect and abuse of chil-
dren. We collect information for health records.

The linkages between collection and the ac-
tual achievement of the good are complicated
and need to be examined against the specific
form of collection. Reporting infectious diseases
is a prime example. I have just come from the
CDC meeting where clinicians and policymakers
have been trying to assess the balance between
public health and privacy in HIV Many persons
inside and outside the health care field feel
strongly that we need to collect information of
HIV seropositivity for various reasons. They
take it as a generally accepted good that if the
public health community knows where the epi-
demic is going and who is HIV infected it can
provide services. The key issue is whether or not
the information collection from the public health
system actually achieves a public health good in
the health care system, bearing in mind that
often the linkages between these two systems
are not very good.

-

-

-

-

-
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No Guarantees A Personal Right

What might be the benefits of a reporting system
or a mandatory screening system? One would be
clinical. One could argue, for example, that if I
had the information, then I would be able to of-
fer early treatment and the services would be
forthcoming. But persons with HIV infection
know that if, in fact, the public health system
collects information, it does not necessarily fol-
low that services will be forthcoming.

As a matter of ethics, the concepts of self-deter-
mination and autonomy mean that having con-
trol over personal information is a very
important part of an individual’s feeling of per-
sonal rights. And as a matter of professional
practice, confidentiality is a very important part
of the doctor/patient, public health/private citi-
zen, and health care counselling  relationship.

’ Another reason to give the information out
How does that information reach the health

care system so that patients actually receive those
benefits of early treatment. Patients have no guar-
antee of adequate reimbursement for treatment.
No extra resources axe being put into services to
make sure that person gets medical treatment. I
can recall, for example, an earlier CDC meeting
that was going to recommend routine hospital
screening for HIV Every patient admitted into a
hospital would be screened routinely for HIV At
the meeting, a young, dedicated physician from
Johns Hopkins was asked, ti Wouldn’t you want to
know this information?” He repeatedly answered,
“No, I do not want to know the information.” Af-
ter being  pressed, he simply replied, “We are so
overwhelmed in Baltimore with HIV infection that
I cannot do any more. I am stretched to my limit.”
He was saying that having the information does
not necessarily guarantee that appropriate services
can be provided, so this linkage is very important.

is public health. For example, if an individual is
HIV infected, has a sexually transmitted disease,
or has a needle-borne infection that could be
transmitted to a partner, many people argue that
the information should be used to inform that
partner about the risk. Clearly, that is very im-
portant. This is one of the cornerstones of the
controversy surrounding confidentiality versus
the right to know, illustrated in the Tarasoff case.

Informed consent should be obtained from
the person about whom the information is col-
lected. The Council of International Organiza-
tions of Medical Sciences, together with the
World Health Organization, is about to publish
very important international ethical guidelines
on human subject research. These guidelines rig-
orously investigate privacy and confidentiality.
Significantly, the guidelines link consent to con-
fidentiality and state that an informed consent
for collection of information is mandatory for
any person who agrees to become a human sub-
ject. And this need for informed consent is true
not only for research but also for clinical care.

Information might also be needed for
epidemiological purposes; for example, the in-
formation can be used to track epidemics. Here,
you have to look at the information very care-
fully and decide whether you need the reported
information. For example, some argue that self-
reported information might provide skewed in-
formation, that you might be able to get better
information through blind epidemiological
screening. Any time you say the collection of in-
formation will achieve a public health purpose,
you must be very, very clear and specific about
how it will achieve that purpose.

Maintaining Trust

It seems to me that both law ethics and profes-
sional practice should link consent to confidential-
ity so that a person has control over information.
The law requires  this, inasmuch as the risks and
benefits of treatment, research, or anything else
that the patient is entering into includes breaches
of privacy A person should know to what extent
his or her privacy will be protected in order to
make a fully informed decision.

The third criterion considers whether the collec-
tion of data would be an effective public health
policy. Sometimes, even when collection of infor-
mation achieves good public ends, it has down- ,
sides. For example, if individuals know that
when they come to clinics or other health care or
public health settings for treatment the informa-
tion collected may be disclosed to someone else,
they may actually be discouraged from coming
to that doctor or that public health clinic. Even if
they do come, they might be discouraged from
frankly discussing their problems with their
health care professional. And so, one of the im-
portant parts of confidentiality is to maintain the
trust between a health care professional or pub-
lic health person and a patient, and encourage
that person to come forward.
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Pressure from the public and private sectors
and the medical profession as a whole to per-
form more testing through routine screening
might actually decrease rates of testing, because
people would be driven underground, afraid of
the implications of the results. The health care
and the public health systems should take this
seriously.

Accessing Information
The fourth criterion considers who has access to
the information and whether the information will
be confmed  to the health care or public health sys-
tems. For example, in the public health system, the
CDC is one of the best government agencies for
confidentiality. It is a rare case where the public
health system has inappropriately disclosed infor-
mation. However, we could think of many cases
where the prison system, the police system, the tax
system, or the health care system ‘disclosed per-
sonal information. How do you tell a consumer or
a patient, “This is a public health record and the
public health departments hold this conf?dential?”
People will not be able to separate various entities
of government and make those nice distinctions
about who will and who will not adequately pm-
tect personal information.

So one of the key questions is not only the
protection of confidentiality, but the individual
and public perception of how that confidential-
ity will be protected. Will the information go to
employers, landlords, and insurers? Will the in-
formation go to family, friends, or community?
How will it go there? Can it be forced by law?
Will a court order or subpoena be valid? Can it
be reported? Will there be mandatory reporting
for child abuse, neglect, infectious diseases? Will
it be authorized by law? If I had the time, I
would review some current right-to-know stat-
utes, with three pages of close, fine print cover-
ing exceptions to the principle of confidentiality
that essentially overrule the actual ,rule.

Will information reporting be conditional?
For example, as a patient you may have to give
insurance companies information, not because
you are required to-but if you do not, you will
not get the insurance. So this is almost manda-
tory. Will there be a negligent disclosure-for ex-
ample, an unintentional disclosure? All these
things need to be considered.

Human Rights Impact
The fifth question is the human rights impact on
individuals and communities. Here, it is ex-
tremely important to understand how the infor-
mation will be collected and used. Will it be
identifiable? Will it be nonidentifiable or purely
anonymous? Will it be linkable  information?
Will a code enable you or someone to link  it to
another individual? Individuals are most afraid
of linked or linkable  information because it dis-
closes sensitive health care information, it can
result in stigma, and it can result in disclosure of
a person’s personal status or behavior. For exam-
ple, it might disclose your sexual behavior or
drug abuse behavior. It might disclose that you
are a commercial sex worker or something else
very intimate about you. Breaches of confidenti-
ality may result in discrimination in jobs, hous-
ing insurance, or perceptions of fears.

-

Also risks affect communities, not just indi-
viduals. For example, collecting sexually trans-
mitted disease (STD) information about a small
school and pointing out that only a few people
in that school have an STD might affect the en-
tire school community. When you collect infor-
mation by race, you might be implicating
particular races or ethnic groups.

At the same time, you must ask if any less
restrictive alternatives exist, if you could achieve
the public health or health purpose in a less in-
vasive way with less invasive of privacy, such as
through blind epidemiological research, anony-
mous reporting, or using parallel systems.

To balance human rights and public health,
we need to take confidentiality very seriously.
Society should collect information only when it
is needed.

Current state and federal confidentiality
protections are a hodgepodge of inconsistent
and incoherent protections. In some cases, like
drug abuse and STDs, the protection is relatively
high; for some specific diseases, like HIV, it can
be high in some states and very low in others.
We need a much clearer and consistent ap-
proach. We may need either a model state statute
or a federal statute, something we are looking
into very carefully in our program. I hope that
taking confidentiality and human rights seri-
ously will be an important part of the future of
public health. *
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Individual Rights and Expectations and
Societal Needs
Michael Yesley, J.D.
Coordinator, Program on Ethical, Social,and  Legal Implications
Los Alamos  National Laboratory

As I listened to Larry Gostin’s excellent presenta-
tion, I recalled my early bioethics experience in
the area of protection of human research subjects.
In the mid-‘7Os,  our major concerns were the
amount of risk posed to research subjects and the
ability of some research subjects to give informed
consent, specifically those who had a reduced ca-
pacity In those years, confidentiality was just
part of a mantra. We would say “and appropriate
steps are taken to maintain confidentiality,” and
move on to other topics. Now risk is no longer as
much of a concern. The subjects have said, “Hey,
we will worry about risk, do not protect us so
much.” But, on the other hand, confidentiality
has become a much more significant issue. I will
not say that risk has entirely disappeared, but a
lot of refocusing has occurred.

Larry Go&in has given us an extremely useful.
checklist of concerns about the use of medical in-
formation. I will talk about genetic information
and genetic privacy as a case study. A number of
questions Larry raised can be looked at in this con-
text of genetic information. You will not necessar-
ily find the answers right away, but you will be
asking the right questions if you use his questions
and apply them to the development and disclo-
sure of genetic information about individuals.

Genetic information is a distinct subset of
medical information..It  is distinct because it rep-
resents a certain approach to medicine. It is also
distinct because most people would consider ge-
netic information to be especially sensitive, more
sensitive than most other kinds of medical infor-
mation, though not necessarily as sensitive as
one area on which Mr. Gostin concentrated-
HIV. But, certainly, genetics covers areas that are
far more sensitive than medical information.

Asymptomatic Information

And why is that? Well, one reason is that genet-
ics can provide information about an individual

who is asymptomatic. It can diagnose a condi-
tion that will affect that individual at some point
in the future, either with utmost certainty or
with some probability Some genetic disorders
are late onset disorders, such as Huntington’s
disease. Increasingly in the future, we will have
an ability to detect a genetic susceptibility
which, combined with an environmental insult,
could result in a disorder. And so genetics is go-
ing to tell us intimate details about individuals
who are totally unaffected at the time of the
genetic testing.

Another aspect of genetics is that it affects
other individuals-blood relatives of the individ-
ual tested, unborn progeny, and living pmgeny.
Genetic information is also unchanging from
conception to death. Science fiction writers and
some physicians talk about making changes in us
genetically, but that is a thing of the future. By
and large, we must consider genetic information
to be immutable. Genetic information shares
with other types of medical information the abil-
ity to stigmatize individuals, both in their own
eyes and in the eyes of other individuals.

The types of information derived from ge-
netics are especially sensitive. Looking at this
over time, we can assume that in the next few
years we will be able to generate more and more
kinds of genetic information. The sensitivity, in a
way, will be compounded by the volume of this
information. Genetic issues will grow in the
future.

One reason people are concerned about the
disclosure of genetic information is that the abil-
ity to identify a genetic condition precedes by
many years, and will continue to precede by
many years, the ability to do something about
that disorder. The information is useful, perhaps,
for reproductive planning, and it is useful for
those who want to prepare for the future. But be-
ing able to diagnose a genetic condition does not
confer the ability to do anything about it. And
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so, a lot of questions are asked about whether
certain information should be developed in the
first place, since it will not impact any practical
decisionmaking. In other words, we must ask a
threshold question before we get to the question
regarding to whom information about genetic
conditions should be disclosed: Is it appropriate
to develop that information about an individ-
ual? Under what circumstances is it appropriate
to develop that information?

Genetic Privacy Studied

The March  of Dimes conducted a study of public
opinion about genetic privacy late last year. Ap-
proximately 60 percent of the survey respon-
dents believe that someone else should know if
one is a carrier of or affected by a ‘genetic disor-
der. The great majority believe that a spouse or
fiancee should be advised, 58 percent thought
that an insurer had a right to that knowledge,
and a third thought that an employer had a right
to that knowledge.

At the same time, respondents indicated
they did not know very much about genetic in-
formation or genetics. So, for what it is worth,
the study collects intuitive responses, not neces-
sarily knowledgeable ones.

The Human Genome Project is a $3-billion
project to be conducted over the next 10 years,
for a total of about 15 years, by the Department
of Energy and Department of Health and Hu-
man Services, to map the entire human genome.
The purpose of this mapping is not to discover
the genes linked to different conditions, but the
map’s existence will greatly facilitate that dis-
covery process. In the next few years, we expect
many more genes to be identified.

Social and Ethical Issues

At the same time that the government is funding
the molecular biology effort, Congress has recog-
nized that the resulting increase in information
will raise social and ethical issues. And so a cer-
tain percentage--3 percent for the Department of
Energy and 5 percent for NIH, which add up to
$7 million a year-has been allocated both to
education and research efforts. The social-impact
research will define social issues that arise as a
result of the increase in genetic knowledge and
make recommendations about ways to resolve
them.

The Department of Energy and NIH have es-
tablished a joint working group to oversee this
social research. It has made recommendations

for public policy in the area of employment and
will make recommendations regarding health
insurance. We have mentioned particular areas
of genetic privacy in different contexts over the
past day and a half, but I will now look at them
in the specific context of genetic information.

First-employment, the employer’s poten-
tial access to genetic information about prospec-
tive employees or current employees: Is that
going on? Are employers doing very much ge-
netic testing? At present, they are not. A couple
of Office of Technology Assessment (OTA) stud-
ies, one several years ago and one conducted just
two years ago, were based in large part on sur-
veys. These surveys found that employers are
not using genetic information to any great extent
for the very simple reason that it is not cost
beneficial. But as information becomes more
available and easier and less expensive to obtain
in unregulated circumstances, we can expect em-
ployers to use genetic information to a much
greater degree.

Occupational Exposure

We can divide the testing that employers might
conduct into two broad categories. One is occu-
pationally related. Employers might be inter-
ested in learning if their employees or
prospective employees are susceptible to condi-
tions resulting from certain exposures likely to
be encountered in the workplace. And before
you immediately say, “Well, that sounds reason-
able, why not do that,” think about the other
side of the coin. It may make more sense to clean
up the workplace than prohibit a certain seg-
ment of society from working there.

Another type of testing that employers
might conduct is not occupationally related. It is
intended as an adjunct to learning the health
status of employees and, particularly, learning
which employees might incur greater health
costs and become a greater drain on the
self-insuring employer’s finances. The Ameri-
cans With Disabilities Act, which we look to
these days when talking about employment dis-
crimination, is somewhat ambiguous about its
coverage relating to genetic conditions. Clearly,
an,expressed  genetic condition would be consid-
ered a disability and an otherwise qualified
worker would be protected from discrimination.
But suppose a prospective employee had a late
onset condition that was not yet apparent. Or
suppose the employee was merely a carrier of a
condition that could be passed on to children
and that might result in increased health care
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costs for the children. Americans With Disabili- samples themselves, which are capable of being
ties Act may not protect the prospective em- subjected to further testing. There are many dif-
ployee from being told, “Sorry, we are not going ferent kinds of data banks, including forensic
to employ you because we want to avoid the
costs of your future health care.”

data banks maintained by the states, commercial
data banks, and research data banks.

Recently, insurance coverage has received a
great deal of attention. The situation with genet-
ics is similar to other preexisting conditions.
Many have said that the genetics provides an-
other reason for universal health coverage to get
away from individual underwriting because it
provides another way to discriminate against
individuals.

Identifying the Unknown Soldier

Unconsented Disclosure

Another area of concern about the privacy of ge-
netic information is unconsented disclosure to
relatives. Relatives may be very interested in
learning about conditions that could affect them.
But for reasons best known to themselves, indi-
viduals being tested may not be willing to dis-
close test results to their relatives. Reference was
made to the Tarasoff decision, the duty to warn
others about a substantial danger to them. The
question here is whether genetic information
rises to the level of being substantially important
information that should be disclosed to relatives
against the wishes of the individual patient.

The military has a genetic data bank now. The
military’s data bank was set up with the good in-
tention of ensuring that never again will a sol-
dier be an “unknown soldier,” never again will
remains of American fighting personnel be un-
identified. However, as soon as the Department
of Defense announced that it would have genetic
samples of all service people going abroad, it re-
ceived a phone call from the National Cancer In-
stitute. It recognized the potential research the
database would allow and requested access to
the information to perform various longitudinal
studies. I join the other speakers who have re-
ferred to Alan Westin’s  writing and a question
he raised about forensic databases-will the
adoption or the initiation of these databases for
valued purposes put us on a slippery slope to
using the information for additional purposes
that may not be so justified?

A major area of concern is unconsented dis-
closure to the government. Should the govem-
ment do more testing at birth or at marriage? As
genetic testing becomes easier to accomplish-
for example, in the future, it will be possible to
isolate fetal cells in maternal blood, so genetic
testing of a fetus will.become a noninvasive pro-
cedure-and as the government may undertake
certain financial responsibilities, how much
more information will the government want to
know about individuals, either in the guise of
helping private citizens or in the guise of saving
money?

Sometimes information, in the absence of
the ability to do something about what the infor-
mation reveals, is not so useful. We should be
particularly concerned about forcing the devel-
opment of such information. We do not want to
force information on people who do not want to
know about themselves. The other side of that
coin, however, is that when their actions affect
others, they may have an obligation to learn
such information.

Data banks present a major concern regard-
ing genetic information. Basically, two kinds of
data banks exist-one has the encoded data
from genetic testing; the other has the biological

Finally, I would like to mention informed con-
sent. My experience with informed consent is that
it is clearly not a panacea. Informed consent is
often not informed, and it is often not voluntary It
is given-or taken, more precisely-in the context
of, “If you want this service or this opportunity,
you will give us this information.” Under those
circumstances, the notion that the consent is vol-
untary is subject to great question. o
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Individual Rights and Expectations and
Societal Needs-Discussion
Larry Gostin, J.D.
American Society of Law and Medicine and Ethics and
Georgetown University Law Center Visiting Professor

Michael Yesley, J.D.
Coordinator, Program on Ethical, Social, and Legal Implications
Los Alamos  National Laboratory

n Participant: Mr. Go&in,  yesterday, the group
seemed to feel that, with legislation mandating
confidentiality and privacy, we as individuals
and our personal information would be safe.
You discussed the need to balance human rights
with the public health system’s need or desire to
access information. And you also mentioned
state and federal legislation would be needed to
insure confidentiality and privacy. I believe you
made a reference to the confidentiality of patient
records at drug and alcohol treatment centers
and facilities.

So when I read the federal legislation on drug
and alcohol treatment centers and the confiden-
tiality of patient records, I noted the comprehen-
sive and significant legislation that affords
privacy, nondisclosure, and confidentiality
within that piece of federal legislation. But when
you read the court cases that base their analyses
on that legislation, the courts appeared to be ar-
guing entirely around any confidentiality or
nondisclosure provisions and arguing out pro-
tection for the individuals. So despite the fact
that we have state or federal legislation that
protects the individual, the courts might not
recognize it.

n Mr. Gosh: As a general rule, the state of con-
fidentiality law is enormously haphazard. We
have an antidiscrimination law now that pro-
vides a model, even if an imperfect model, about
what we can do with discrimination. It is not dis-
ease specific; it is very broad, ranging across dif-
ferent public and private sectors. Michael Yesley
talked about the Americans With Disabilities Act
(ADA). The ADA is imperfect because it does
not speak to future disabilities, an issue that is
very important for genetic information. So we
are not sure exactly where it goes.

Insurance can be very weak. Although in the
particular Supreme Court case that Mr. Yesley
talked about, the McGann case, the court might
possibly deal with it differently under the ADA.
In fact, the Solicitor General for the Department
of Health and Human Services asked the Su-
preme Court not to decide it, saying that these
are cases that are better decided under the ADA.
But I agree with Mr. Yesley that the situation is
still very imperfect with a lot of problems.

But at least we have something. In confiden-
tiality, we have nothing. We basically have a
hodgepodge of laws on HIV, we have very inco-
herent distinctions at the state level between
communicable and sexually transmitted dis-
eases. We have specific federal protection of
drug abuse, but not other areas. We have wide-
spread specific research protection. I think we
need a much more comprehensive, clearly con-
sistent state and federal approach.

n Participant: Mr. Yesley you said that people
are less concerned now about risk and more
about confidentiality. Originally, potential sub-
jects or patients had a great deal of trust in phy-
sicians. But as they became aware of risks, we
ultimately developed a number of protections,
such as institutional review boards (IRBs),  the
Office of Protection from Research Risks, and the
whole series of meetings and things like the
President’s Commission.

I think the same thing has happened with
confidentiality. People had a high degree of trust
in health professionals, but that has decreased.
People are becoming aware of the failure of confi-
dentiality provisions now that a wider group of
people know the facts and/or have access. I won-
der if you would comment on that relationship.

P
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m Mr. Yesley: I am not sure I understand the
question.

I Partlclpant: The consumer has shifted the
trust in people involved in providing health
care. They do not trust the confidentiality. Is the
question not that they cam less about risk now
that they know about protections against risk,
but what protections are there about confidenti-
ality? Is that responsible for their concern?

H Mr. Yesley: I do not think that the concerns
with confidentiality are arising from the subjects
themselves, but rather from policymakers who
are rightly concerned about the exposure. In fact,
there is virtually no litigation on breach of confi-
dentiality. There are not a lot of horror stories
about breaches of confidentiality. I believe it is a
real threat, but not one that has actually occurred.

H Participant: We are currently doing some
work in the area of confidentiality, particularly in
matching or linking records. We have discovered
a number of things about the concept of confi-
dentiality. One is that confidentiality is often in-
terpreted very differently by the person that
signed the consent than by the person who wrote
it. When we were looking at what happens when
you design a scenario saying, “I would like your
permission to link or to match your records,”
people have very strange notions about what
these terms mean. Linking and matching are dif-
ferent to them. Sharing means a very different
thing. And unless we can get some clarity, we
will never have a truly informed decision on the
part of the respondent.

We also found that people do not necessarily
object to participating in a study one time. The
problem comes when you start linking these da-
tabases. Ethically, you would have to tell the per-
son and explain up front about the studies that
could be conducted with these data, where the
data go, and their purpose. Practically that may
be impossible; yet you cannot avoid thinking
about it.

A major concern pertains to the length of
time a record can be kept. For example, in psy-
chology, when you diagnose a mental illness,
you keep the record for a certain length of time.
After that, the diagnosis in certain circumstances
is no longer valid; you must rediagnose. For the
patient’s protection, the diagnosis is not for-
warded in the records later on in life. I wonder
how we will deal with that when we start devel-
oping all these databases.

n Mr. Yesley: In my experience, the design of
informed consent statements is generally pre-

pared for the researcher’s protection. While in-
tended for the protection of the subject, the re-
searchers wants to pile as much information in
as possible, often past the point of comprehensi-
bility That is what researchers have told me
when I have sat on institutional review boards.
They want to make sure that the institution can-
not be sued. If all this is out there, and the sub-
ject signs it, then that protects us. So that may
explain why informed consent is not well under-
stood. Protection of the subject is not the main
goal of consents, at least in the eyes of those who
often draft them.

As for additional or future uses of genetic in-
formation, most commentators would say that
an informed consent should be specific and
should cover the intended uses. If you want to
make additional use of the information in stud-
ies not yet contemplated, then you should go
back for an additional release from the human
subjects.

n Partlclpant: Most of us are just thinking
about systemic general data protection legisla-
tion to insure medical confidentiality. Is there
any need for more specialized legislation for
HIV, sexually transmitted diseases, or genetic in-
formation? Or would tightly written federal or
state legislation covering medical information
confidentiality encapture the kinds of problems
you have described and anticipate in the even
more sensitive kinds of personal information?

H Mr. Gostln: In questions of human rights,
either in the discrimination area or in confidenti-
ality and privacy, it is better to form common
principles than to be disease or subject specific.
When you do that, you have all kinds of ques-
tions to figure out; for example, what makes
STDs  different from AIDS? What makes AIDS
different from drug abuse? What makes that dif-
ferent from genetic information? What makes
that different from information about diabetes or
something similar? With separate legislation for
each of these, you would have difficulty justify-
ing why you have protected one over another.

The real reason we protect one rather than
another is a political justification-not an ethical,
moral, or public policy one. I would love to see
us at least make the attempt to find a more com-
mon ground and to find statutes that span large
areas. We may not get something that is mono-
lithic, but I surely think we could get something,
for example, that deals with communicable and
sexually transmitted diseases and then. with
medical records in a more common and under-
standable framework.

-

-

-

-

-

-

100 Conference Proceedings



P

P

P

C

P

L. Gostin C M. Yeslev

That should be our goal. If we are looking at
ethical, legal, and public policy research in this
area, we should focus on those aspects.

n Mr. Yesley: I would agree with that for most of
genetic information. The one area where some
special protection may be needed is for relatives of
test subjects. But, generally, I would like to see the
development of broad principles that would cover
genetic and other sorts of medical information.

I Participant: Mr. Gostin, I am concerned
about the absence of legislation enforcement.
Whether or not it is written tightly is somewhat
irrelevant because legislation under the Ameri-
cans With Disabilities Act and HIV confidential-
ity legislation has not been enforced well

enough yet to support children who are wards
of the state.

As an example, consider the case of Patient X,
a 14-year-old  female, currently in prison. She is
HIV positive, a runaway, a drug user, pregnant,
has a child who is positive and already in care,
and has used up the end-of-the-line services in
that state. No one will take her. I constantly get
phone calls: “Can you, as a national resource
center, please help with that? Help me find a
place to put her.” And when I call my good
friends in any one of these states and ask, “Can
you please take this child?” the response often is,
“I thought you were my friend,” and they hang-
up. Legally, they are supposed to take her, unless
they can prove that they cannot provide the
“reasonable accommodations to meet her
needs.” The argument often is what you were

stating, the lack of services on the other end, the
lack of financial support in the agency to accom-
modate this young woman and others about
whom I get phone calls.

And I am wondering what kinds of legal sup-
port can be put in place on behalf of children
and teenagers who do not have a voice, who do
not know their rights, and who are not ade-
quately protected by current laws.

n Mr. Gostln: Well, it is a broad question. You
start with the idea that confidentiality protection
through legislation is only a very small part of
the answer, not the answer itself, and you gave a
lot of reasons for that. Laws are difficult ways to
protect human rights; they are difficult ways to
look at ethical obligations. So when you use a
law, you try to just frame it as clearly as you can,
give it some enforcement capability.

I keep referring to the civil rights laws, end-
ing with the Americans With Disabilities Act, be-
cause they give us a very thoughtful,
long-lasting model that has considered carefully
questions of clarity, of broadness of principle, of
enforcement. And in each of those areas, I could
talk about how the disability law or civil rights
law address the question. It is not perfect, but it
is a lot clearer and more thought out than work
we have done in confidentiality. It is incredible
that we are having this conference now on a sub-
ject of such importance with so little thinking
about legislative protections and ethical princi-
ples in uniform ways across diseases and prob-
lems and age groups. *
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Approaches to Privacy
Policies and Guidelines

John Fanning, LL.B.
Senior Policy Advisor
Office of Policy and Evaluation
Department of Health and Human Services

Protection:

We have heard a great deal about the need for
privacy and the need for data, and why both are
important. We are now faced with taking practi-
cal political steps to‘ do something about these
issues. I believe that protecting information
about people requires three things. It requires
legal controls. It requires educated, committed
professionals. Finally, it requires an aware, sen-
sitive public. While I will focus on the legal con-
trol, this is by no means meant to slight the
other factors.

No Comprehensive System
Some legal controls do exist, but there is no com-
prehensive system. It is interesting to note the
words that people use: “hodgepodge,” “med-
ley,” “pastiche,” and so on. Basically, the law of
health records is state law. A federal law, as we
heard earlier, covers the vast bulk of substance
abuse treatment data. But, by and large, health
records are covered by state law, and it is very
much a mixture. Some states have comprehen-
sive statutes; others have an assortment of pro-
tections in the statute. Other states have a series
of cases, making a common law set of principles
about how data should be handled. Some of the
states, which do not have comprehensive laws
for health care providers, have laws governing
little bits of health care such as particular types
of institutions (state agencies, health data or-
ganizations), or particular classes of data, like
mental health data. Even states with comprehen-
sive schemes typically leave untouched health
data that has migrated, shall we say, to other set-
tings out of the providers’ hands. The American
public does not have a clear, comprehensive set
of protections that it can easily understand.

In the late 197Os,  attempts were made to
pass a national law on this subject pursuant to
the recommendations of the Privacy Protection

Study Commission. An administration bill ulti-
mately failed in a floor vote in the House of Rep-
resentatives. Some people felt it was too
regulatory some people said it provided too
much disclosure, and others said it provided to
little disclosure, and so on.

Privacy by Exclusion

To date, the heart of the process in writing a pri-
vacy law has actually been determining what
disclosures should be allowed without patient
consent. By and large, such laws have been de-
signed to apply to particular entities or institu-
tions, not types of data. There are some
exceptions, but they are limited. Mostly,  these
proposals have been to cover health care provid-
ers. And what they typically say is that no infor-
mation held by this class of entity shall be
disclosed under any circumstances, except as
provided in “subsection b.” Then subsection b
has a very long list of allowable disclosures that
represent the policy choices by the people draft-
ing the bill or working up the model law.

After the failure of that federal effort, efforts
were refocused on the state level. In 1985, the
National Conference of Commissioners on Uni-
form State Laws developed and published a
model health care information act that followed
approximately the same model. At about the
same time, the first cases of AIDS were diag-
nosed and made public, emphasizing the need
for a comprehensive sets of protections for
health records. Instead, a series of very targeted,
very narrow statutes dealing strictly with AIDS
information was created. Often, now, with fur-
ther scientific and medical developments, they
do not work quite as well as when they were ap-
plied to highly specialized testing situations.

.
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Dramatic Developments
So we are faced with deciding what to do now.
We have had dramatic new developments that
are pushing us along. We have had a proposal
for a nationwide system of computerized patient
records in a standardized format, accessible over
sophisticated, brilliant telecommunications net-
works. We have also had proposals for a national
health care program. It is now difficult to avoid
thinking about the issue in a comprehensive
way Everyone on the scene, including the major
policymakers, recognizes that protection of the
data is a major issue, if for no other reason than
that the public will finally be alarmed at the
prospect of centralized databases and will want
assurance that these databases will be used
properly. So new and better techniques for pro-
tection are needed at a national level.

It is difficult. The data appears in many
places. Traditional law governing data was writ-
ten to cover a class of data holder. But, now,
health information appears in many diverse
places. If you go to a physician and charge the
bill to your VISA card, VISA will know the name
of the provider and his or her specialty. Should
this be considered medical information? Indi-
viduals may not want others to know that they
saw a particular type of specialist. Do we cover

the records in the hands of organizations like
VISA? This type of issue must be thought out.

In addition, we have new ways of passing
around information, and I hope Alan Westin  will
address this to some extent. The thinking that
went into designing past statutes and bills was
largely built around the paper record. Those
working on these issues in the 1970s said the
work was begun because of computers. With en-
tirely new methods of transmitting information
and the related hazards, we may need new pro-
tection techniques.

We must also reconsider allowable disclo-
sures of information. What seemed appropriate
in the late 1970s may not be appropriate now,
when information can be transmitted electroni-
cally in a much more convenient fashion. I am
not making any specific suggestion or recom-
mendations along those lines. I am merely indi-
cating one of the issues that will have to be
rethought in light of the new and developing
possibilities.

We have a large task ahead. A great deal has
been done. The recommendations to the Privacy
Commission and the earlier HEW report are
very valuable. But, we have a great deal more to
do now in applying those principles to a much
changed situation. *
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Approaches to Privacy Protection:
Policies and Guidelines
Alan Westin, LL.B., Ph.D.
Professor of Public Law and Government
Columbia University

I feel myself tugged among three roles as I speak
to you. First, I view myself as a privacy advocate
who believes that the balance that society strikes
among the competing values of privacy, disclo-
sure, and surveillance requires continuous and
passionate advocacy of the privacy claim, sim-
ply because such strong power and interest are
behind the claims of surveillance and disclosure.

A second role is that of a social scientist who
believes in a coherent and useful way to study
the impact of technologies on society and
thereby to understand the values of privacy and
of privacy-protecting balances in a free society.
Too often in privacy debates, we lack solid em-
pirical evidence as to how technology is really
unfolding in the world of organizations and how
individuals’ benefits, rights, and opportunities
are affected by the interaction of computeriza-
tion with the gate-keeping functions of complex
society A social scientist must go beyond the
easy journalistic speculations about how fast
technology is unfolding to trace the impacts on
individuals and affected social groups by organ-
izational adoptions of technology

Third, over the past 30 years I have served as
a consultant to a number of private and public
organizations interested in confronting these is-
sues in a proactive and responsive way They are
seeking help in understanding the issue and in
explaining internally to top executives why this
issue must be faced, why new policies are worth
the organization’s time and energy and how this
could earn them operational and organizational
advantages in society.

Deja Vu
I want to discuss privacy and health records to-
day from each of these perspectives. Twenty
years ago I conducted a study for the National
Bureau of Standards (NBS) and the Association
for Computing Machinery on computers, health

records, and citizens’ rights. This creates a pow-
erful feeling of deja vu, because everything  I have
heard at this conference was discussed in that re-
port. There is absolutely not a thought, a prob-
lem, a dilemma, or a search for solutions that
was not fully captured in that report. I note that,
not because I wrote the report, but because I as-
sembled the right group of advisors, researchers,
and people on the firing lines; because we
looked at all these issues; and because our rec-
ommendations-updated for 1993’s environ-
ment--seem to me entirely germane.

Early in the report, I said that the driving
force that may help us move forward in setting
good privacy’policies was the probability that a
national health insurance program might be
,adopted  in the 1970s. That was the political
launch pad that might have served as the cata-
lyst for accomplishing something fundamental
in privacy protection for health records. Now the
possibility for national health insurance arrives
as a new enabling image to dance before us in
the 1990s. I hope it will do better for us in the
’90s than it did in the ’70s. Let us think a little bit
about what it would take and how that might
work.

In the executive summary of the NBS report,
handed out today you will see the way I ana-
lyzed these issues in the ’70s. I began with a de-
scription of the movement of individual
identified health information from Zone 1: direct
health care, into Zone 2: payment and quality
care assurance, and then into a larger third zone,
Zone 3: social uses of personal identified health
information. This is the world of wider and
wider circulation of identified medical informa-
tion about individuals that is driving public con-
cern and demanding a redefinition of medical
privacy, confidentiality, consent, access, and dis-
closure policies.

For the study six real organizations were
looked at as in-depth case studies of the way this
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process was working and the real problems aris-
ing The types of organizations we looked at
were varied-the Los Angeles Medical Center,
the Martin Luther King Health Center in the
Bronx, the U.S. Indian Health Service, Kaiser
Permanente, Mutual of Omaha, and Multi State
Psychiatric Information System. We examined
how computers were actually being used in
these organizations, how it was affecting indi-
viduals, several providers, payors and quality
care providers, and so forth. The examples of
valuable services, privacy abuses, and emerging
new policies documented in the NBS study
showed us the basic problems. What we lacked
was the impetus for adopting meaningful new
policies. It would be very valuable if we could
update that in-depth case study work today. It
was extraordinarily revealing both the informa-
tional dilemmas and the early pro-active good
solutions that organizations were beginning to
adopt.

The NBS report also provided two strong
empirical inputs to the 1970s discussion. First,
real episodes of people hurt by excessive data
collections, data leaks, and forced disclosures of
their health information were documented. We
have had some good anecdotes along these lines
at this conference, but I can assure you that a
much more systematic collection and analysis of
such material would go a long way to define the
systemic problems and identify meaningful re-
sponses. I consider this vital as we approach
new legislation, new regulation, or new associa-
tion/organizational codes.

Breaches in Manual Records

Second, the NBS report discussed what automat-
ion was actually “doing” and “not doing” in the
world of health information. Most of the prob-
lems of privacy and confidentiality were
breaches still arising in the use of manual re-
cords, not in the computerized records. And the
most common problems were-and are still-
largely the result of people succumbing to pres-
sures for disclosure that they should not
succumb to, or of personal gossip and disclosure
that would take place despite the type of records
being used.

Clearly, major new developments can be
taken into account in the past 20 years since the
NBS report. The age of computer matching is
here. The ability to create multiple databases
and distributed communication capabilities is
different from the big main frame, slave-termi-

nal model of the 1970s.  Today, we must also
reckon with telecommunication information
reaching everywhere, intelligent terminals on
desk tops, and the development of smart cards.
These create some new problems in defining
rights and responsibilities. They also offer some
attractive solutions separating and guarding
particularly sensitive data not possible in the
main frame environment.

In the NBS report, we also dealt with con-
cepts that ought to underlie health data princi-
ples today. The list of 12 guiding principles
that the NBS report ended with seem just as
relevant today as when they were written in
the mid-1970s. They offer some accumulated
wisdom we can draw from and apply to the
new environments.

Mobilizing and Energizing

Let me turn to the specific topic I was asked to
discuss-the role of private organizations and
associations. It is vital to the development and
promulgation of good health information pri-
vacy policies that we recognize the political and
policy importance of mobilizing and energizing
the individual organizations and associations
that are automating their records and creating
the new information flows of the emerging na-
tional health care information system. They
should be asked to bear the first and primary
ethical, organizational, and legal responsibilities
for grappling with these issues, and to bring ma-
jor intellectual, financial, and experimental re-
sources to this task.

Leaders of business organizations and even
health care institutions do not wake up in the
morning, look in the bathroom mirror, and say,
(I What can I do to protect privacy today?” Those
issues generally become salient to organizations
when they get into trouble-when they are wor-
ried that record subjects may not give them the
information they need or when they fear that
they will not be able to provide the care that they
want to if information is cut off and that they
will not be able to make money if regulations
and legal liabilities impose heavy costs.

Organizations are generally institutions at
rest. To move them takes advocacy pressure, the
promise of competitive advantage, or the avoid-
ance of regulatory/legal pain. In the real world,
these are the things that make busy chief execu-
tives say, “Maybe we should create a task force.
Maybe we need to protect our reputation for
being concerned about our patients or our
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customers or our policy holders.” The real dy-
namics of organizational action to enhance pri-
vacy protection almost always stem from a
concern by organizational leaders that they will
not get as much individual information as the
organization needs and wants for its own
success.

If consumer and civil liberties and minority-
rights organizations did not exist, we would
have to invent them. Advocacy organizations
are initially needed to advocate minority rights,
individual rights, and values of protection of in-
dividuals and of social groups so that the atten-
tion and interest of organizational leaders will
indeed be focused on these issues.

Money Spurs Action

Organizations and associations are spurred to
action when they are preparing to spend giant
sums of money on automation. And it is an arti-
cle of faith in the privacy analysis that you
should never, never look to either the computer
or the systems people to be your privacy protec-
tors. They are dealing with machines. From the
policy people, they want frameworks and princi-
ples with which to guide their jobs in handling
data, providing data security and so forth. But it
is absolutely vital to distinguish between the
value of policymaking in organizational life that
comes from the interface between the organiza-
tional policy leaders, the society and the regula-
tory environment in which they operate-and
the technical people who are executers of those
policies, using a variety of systems techniques.
There is a nice interplay between the best and
the brightest computer people and the best and
the brightest policy people. But the organiza-
tional leaders must tell their technical people
what they are designing the systems to do; they
cannot expect this to come from the system
design.

Regarding the incentives and disincentives
for organizations and associations to do any-
thing organizations and associations need to be
pushed into a proactive or responsive role. Usu-
ally a leading edge of organizations-5 to 10 per-
cent-who, because of the organizational culture
and the personality of the chief executive officer
or some senior official, are interested in being in-
novative. Those are the organizations that take
risks to consider new privacy and confidentiality
policies-to create privacy task forces, bring in
consultants, look closely at all the ways they are
collecting and using information, see what kind

of threats and harms may be involved, and so
forth. Extraordinarily important in the develop-
ment of good voluntary privacy policies is to
recognize and celebrate such organizations if
they do the hard work of trying to formulate and
promulgate new policies and codes.

We may not agree with everything that these
organizations/ associations do. We may not
think that they set the balances in the right way
But, if we ever expect the private sector and in-
novative government organizations to pioneer
in this way, we should become accustomed to
writing about them, praising them, and encour-
aging them. From the proactive policies of this 5
to 10 percent will come the next wave of 30 to 40
percent of bandwagon companies and agencies
to say, II Gee, Aetna did it, IBM did it, Equifax did
it, American Express did it, Citicorp did it;
maybe we should do it too.” The dialogue be-
tween the advocates of privacy and those proac-
tive organizations represents a critical way for
privacy rights to evolve and be protected in the
real world situations in this decade and beyond.

Proactive Policymaking

Of course, law and regulation have an important
role. But we need to recognize that most of the
practical new policies and new codes on privacy
will come from proactive policymaking of organi-
zations and some associations. If we want to see
this spread in the organizational world, we really
ought to understand how we should and can en-
courage and celebrate those kinds of actions.

When we discuss legislation and regulation,
several issues need to be addressed. In some
situations, it is necessary to pass legislation or to
regulate in order to provide the conditions for
organizations to carry out proactive policies. In
certain contexts, organizations need law to do
the right thing. Also, sometimes law is needed to
prevent organizations inside an industry or
community from profiting from and violating
privacy norms. Because these organizations do
not pay the same amount or have the same sys-
tem costs as organizations whose privacy poli-
cies incur costs and system encumbrances, the
nonresponsive companies get a competitive ad-
vantage from ignoring legitimate privacy con-
cerns. We may need to level the playing field so
that the proactive firms are not disadvantaged in
the competitive world.

In looking at the history of privacy legisla-
tion over the past several decades, I find that the
policies worked out by proactive organizations
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have provided the best framework for regulators What about the federal level? As a privacy
and legislators in developing standards protect- advocate and political partisan, I am delighted
ing privacy, Not that the “industry” or the or- that we did not get federal legislation on medical
ganizations always recommend the same confidentiality in the ’80s and early ’90s. In the
balances that the legislators will; but they offer Reagan-Bush era, it would have been dreadful
examples of what is practical-what can work in legislation. If the Administration had anything
a health care institution, a hospital, a clinic, an to say about it, it would have been all disclosure
insurance company, or other information and surveillance and no privacy. Therefore,
providers. By looking at these models, legisla- many who kept the faith on federal privacy pro-
tors and regulators can write the most practical tection believed that their greatest role was to
and useful legislation. This is another reason for prevent legislation from taking place during the
encouraging innovation and action from indi- 12 years of Republican hegemony in the White
vidual organizations and associations. House.

In the 197Os, I served as research director for
an excellent organization-the National Com-
mission on Confidentiality of Health Records.
Many organizations with representatives here
participated in that activity. This nonprofit, vol-
untary sector organization brought together the
Blues, the hospital associations, the social work-
ers, the psychiatrists, the doctors, the ACLU, and
others working cooperatively to identify the ur-
gent needs of privacy and confidentiality. It ex-
pired at the end of the ’70s because the medical
records issue and the national health insurance
issue vanished from the political landscape. This
is an excellent example of the type of organiza-
tion we should revive in the 1990s to bring to-
gether the private sector who need to be players
and innovators in this area. This organization
should be outside government, although coop-
eration with various state and federal agencies
would always be fine. But that is where the crea-
tive role of the voluntary sector really ought to
come in.

Now we have a new era. I believe the Clin-
ton Administration and the Democratic Con-
gress offer an excellent opportunity for genuine
and powerful ideas about privacy and confiden-
tiality as long as we also recognize the schizo-
phrenic nature of the Democratic Party. One part
of it is geared to social programs and solutions,
and the other part is geared to a respect for civil
liberties. So there is a battle over which half of
the brain lobes of the Democratic Party will have
the most to say about health care reform and pri-
vacy legislation.

Most of us that care about the privacy side
ought to be briefing Hillary  Clinton on how criti-
cal the privacy and confidentiality issues are in
health care and health information policies. We
need to make sure that policymakers seefrom  the
beginning that without strong privacy, confiden-
tiality, and access protections, the American pub-
lic, as data subjects, will not be happy and major
political problems will surface if these issues are
not addressed well.

Collapse and Disarray of State Law

Everyone here has stressed the fact that state law
is in a state of collapse and disarray. We need to
put in place a lattice work of state and multistate
statutes that will address the central issues of
confidentiality, privacy, and access that have been
discussed today, This is an issue in which state
legislative leaders are interested and are ready to
move toward enactment. The state level provides
windows of opportunity, if we can bring together
the interest group and party commitments to up-
date state legislation as we move into an increas-
ingly automated era for health records.

What we really need is the equivalent of a
Robert Reich from the labor and employment
front to lead the privacy and confidentiality
campaign in the health area. I would hope that
someone like Donna Shalala might, because of
her background and interest, be the person that
would see the balance that needs to be struck be-
tween the health care interests and the privacy
and confidentiality interests.

The opportunities are enormous to lay down
critical foundations for privacy protection dec-
ades ahead of the large scale and expanded uses
of automated health records that lie ahead. It is
worth the effort of everyone here to join in that
endeavor, understanding how much is at
stake. *
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Approaches to Privacy Protection:
Policies and Guidelines

Pam Wear, M.B.A., R.R.A.
American Health Information Management Association

We have written daily to Hillary Clinton and to
Donna Shalala. We have their Compu-Serve
numbers now, so we can be a little bit more di-
rect than the mail services. We believe that the
environment is certainly right for health care re-
form and for addressing these issues of privacy
and confidentiality.

Our organization consists of the profession-
als who have built most of the clinical databases
in this country. We take the medical record as a
source document and translate that health data
record into most of the computer systems. Most
of that information is very, very flawed. The
translation guidelines are not good and the
documentation is poor. When we think about re-
releasing this information, we have even bigger
issues than we would if we were releasing accu-
rate information.

Our Guiding Principles

Confidentiality and patient advocacy are cer-
tainly our guiding principles. We are passionate
about the computer-based patient record, and we
believe we can enhance data quality and data in-
tegrity and better protect patient confidentiality
in the computer-based patient record. We also be-
lieve in Madison Powers’ “Nike Noah” concept:
we just need to do it. It will be difficult to study
and determine that it is a good thing to do, but I
think that everything points to the multifold
benefits of computerizing a lot of information.

Health Information Management (HIM)
professionals always ask why; they want to
know why you want it and what you want it for.
I was pleased to hear yesterday that Mayo Clinic
is such a shining example of a commitment to
privacy It appears to really have its act together
and does not allow inappropriate release of in-
formation to just anyone who might be inter-
ested. We are not the barriers in all of this; we are
the brakes.

To address Florence Rice’s concern, in Cali-
fornia we developed a consent form that could
be used as a model. The print is large and it can-
not be copied. It states the reasons for the re-
lease, and it is time limiting. We put the patient’s
phone number on the form so we can call to
double-check, to find out what original inten-
tions were, and if those intentions still exist. We
are hoping to move to a consent that is truly in-
formed and not one that we have talked about a
lot in the last day-a consent of coercion.

Personal or Impersonal

When we go through the release decision proc-
ess, one of the most important things to keep in
mind are two basic premises. As health informa-
tion management professionals, our first guide
in deciding to release something is whether it is
a personal or impersonal request. The personal
request is primarily for patient care. We believe
in the longitudinal record; we believe that the
social security number should be the linkage
since it exists. Establishing another system
would take a long time. We believe that, with ap-
propriate securities and the patient password,
we can maintain a secure longitudinal record.

Medical record professionals screen records
when a request comes in and respect the patient
requester that says, “Just send them information
about my surgery. Do not send my mental health
information; do not send my back injury infor-
mation.” So we already have mechanisms in
place to respect and protect what individual pa-
tients wish. Those mechanisms need to be built
into the computer-based patient record (CPR) so
we can continue to do that.

The impersonal use is basically nonspecific
to the patient’s identity. Researchers would
typically fall into the area of impersonal
information requesters. They want something
that is disease-specific or procedure-specific or
symptom-specific. That information can be
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provided, is provided now, and includes patient
identifiers. We trust that researchers will not fur-
ther use that patient identification. With the CPR
we will be able to provide that information ex-
clusive of the patient identifiers. In most in-
stances, a researcher would have a difficult time
making a case of needing the patient identifiers
when they really want just the data. The same
would be true for the state data commissions
and even insurance companies. They can make
their decisions based on aggregate use of infor-
mation, not patient-specific information.

Of course, one of the reasons all these clini-
cal databases have built up is because of the ab-
sence of the CPR in this country.

In many legal cases, an attorney is trying to
prove that a physician did not follow the proto-
cols that other physicians might have followed.
The attorney might request that a hospital re-
lease records on, for example, all gall bladder
cases. Then it becomes a privacy case because
patient identity could be released. In that case
we always let the attorneys know that we need
consent; we will go to every single patient to re-
lease that information for the court case. Those
are just some of the ways that we work very,
very hard to try to service patient advocates and
protect patient confidentiality.

Confidentiality of All Information

Some other things that we all need to keep in
mind are certainly from the Institute of Medicine
(IOM) report. It defined three different types of
confidential information. Personally, I believe
that no matter what type of information relates
to health care, every single piece of information
should be confidential. It should not matter
whether the information is HIV, whether it is
sexuality or whatever. So we need to keep it
very simple and stick to that.

Anyone who is developing confidentiality
policies and procedures should be aware of the
IOM guidelines. It covers the least sensitive, the
most sensitive, the traditionally confidential,
and certainly the extremely sensitive. But keep
in mind-it should all be confidential.

In theory, information is shared with the
physician or the caregiver and is documented in
the medical record. Of course, the original objec-
tive of the medical record was for patient care.
Now, we all know that the medical record is
written for the health care bureaucracy As a re-
sult, it is full of inaccurate, untimely, and incom-
plete information. We worry about privacy, but

we should also worry about releasing informa-
tion that does not have a lot of data integrity.

For example, how many physicians would
record acute gastroenteritis instead of acute alco-
hol intoxication in a lCyear-old?  Most of them
will-to protect that child, for purposes of reim-
bursement, for the medical-legal, and of course,
for subsequent insurance coverages. How many
physicians really do record the AIDS diagnosis
and related comorbid conditions? Some will not
to protect the patient from the social stigmas we
have talked about, from reimbursement prob-
lems, and from loss of employment.

Health care privacy legislation must elimi-
nate these concerns so that accurate information
can be documented.

How many physicians and care givers re-
cord information at the point of care? Is a history
and physical that is written two months after the
time of encounter really accurate? What about
an operative report or a discharge summary? It
really should be documented at the time of care.

How about authentication? Is authentication
done two months or two weeks after? Is that le-
gally permissible? We have really perpetrated a
fraud in this country by allowing post facto com-
pletion of medical records. We truly believe that
we need to move to the point of care documenta-
tion. The computer-based record will facilitate
that.

How many patients have access to their
health records to review them for accuracy and
completeness? How many patients can relate
their real history or their real social habits to the
disease process? They do not, because they do
not trust the system. Our goal in the Work
Group on Confidentiality and Privacy in Legis-
lation, a part of the Computer-Based Patient Re-
cord Institute, is to provide that trust not only
for the patients but also for the providers and
users of health data.

Organization of Organizations

The Computer-Based Patient Record Institute
(CPRI) is an organization of organizations. It is
very much the forum that Alan Westin  talked
about-it brings together both the public and
private sector to develop answers to some of
these difficult issues.

How many nurses write a progress note at
the end of an 8- to la-hour  shift? How accurate is
that? Can they remember all the patients and
what they ate? Can they remember all their
reactions to treatment? How many health
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information management professionals abstract
data from the medical record and translate it
into coding systems without complete documen-
tation? The physician might document myocar-
dial infarction, but in a further review of the
record and diagnostic imaging report, you find
that part of the anterior heart was damaged.
Does that have relevance? Is it relevant to the re-
searcher or the outcome? It probably is. The
good news is that most of the time that informa-
tion is included somewhere else in the medical
record and can be recovered even if the physi-
cian does not document it. But so much of the
time we go by the information that is on the
front of the medical record and in the discharge
summary. It can be a lot more damaging if that
diagnostic imaging report was not there for the
treatment process or in the final analysis of the
medical record.

In 1983, with the advent of prospective pay-
ment and the DRG system, we virtually de-
stroyed the clinical database in this country. We
began to code for reimbursement so our hospi-
tals and other institutions could survive. Unfor-
tunately, technology was not such to enable the
vendors to provide us with the classification sys-
tem for reimbursement. We should have been
able to do both. At this point, we are encourag-
ing the vendors to allow us that capability.

Simple things like an abstraction code, one
of the data elements. for the state data commis-
sions, was the source of admission. Medical re-
cord professionals do abstract that data and ask
the questions: Did they come from the emer-
gency room? Did they come from the physician’s
office? Did they come from a long-term care fa-
cility? That information frequently is not docu-
mented in the medical record. If the patient was
in the physician’s office and then the emergency
room, which code to use is unclear. These are
more examples of flaws in the database.

Creating Redundancy
How many physicians are treating patients
based on information that is transferred from an-
other facility or from the physician’s office?
Many physicians just simply do not trust that in-
formation, so they re-order everything and cre-
ate redundancy and expense. For those that do
trust that information, should it be in the medi-
cal record? Because clinical decisions are based
on it, that information probably should be in the
medical record, Yet this country’s business laws
preclude that and say that the facility owns the

record. It owns only its information. This does
not allow for the fact that we are trying to build
a longitudinal record. Laws certainly need to ad-
dress this process.

The other part is the health care principle of
“if it was not documented, it was not done.”
This principle needs to be extended to the fact
that if it is documented, it is accurate, complete,
and timely. It is vital that we know this when we
release a medical record for both personal and
impersonal reasons.

The physician is a patient advocate. Cari  we
fault that physician for trying to protect the pa-
tient? Can we build a computer system that will
facilitate the accurate and timely information?
Yes, we believe we can. We believe that the com-
puter-based record must be accessible to all le-
gitimate users. The major issues are all the
standards development, educational resources,
malpractice, policies, and procedures that will
ultimately be used to implement the law in
provider institutions.

A lot of regulatory barriers that will permit
storage of electronic media appear to be going
away. We continue to fight for this. Just this
week, the Joint Commission on Accreditation of
Hospital Organizations @X-IO)  let us know
that it will not allow a computer authentication
unless some mechanism demonstrates that the
physician did indeed review that record. So
making sure that we can create, authenticate,
and retain the computer-based record in a new
medium is a continual uphill battle.

Hundreds Have Access

The paper record is not confidential because
hundreds and ‘hundreds of people have access
during the patient-care process. Hundreds of
copies are distributed to physicians’ offices, in-
surance companies, and places of employment.
Patients are the ones that are most often denied
access. They are the ones that need to participate
in the building of their clinical database, encoun-
ter by encounter, and have the opportunity to
review it.

Another data issue is redundancy. Not only
do we abstract for state data commissions, we
reabstract for all the registries and similar situ-
ation. This is another huge waste and another
opportunity for error.

Who is working on these issues? CPRI  is
working on these issues. American Health Infor-
mation Management Association (AHIMA) has
just established, at the University of Washington,
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a confidentiality clearinghouse to gather all the
information and all the products currently being
formulated from both standards groups, this pri-
vacy forum, and certainly CPRI and Workgroup
on Electronic Data Interchange (WEDI) activi-
ties. That will serve as a resource to the Com-
puter-Based Patient Record Institute. Many
legislative issues need to be addressed. Who is
doing something? The work group on CPR will
review its final proposal for national legislation
on confidentiality at its March meeting and put
it out to you for input and reaction. This is a win-
dow of opportunity in the next 100 days of this
administration to get that information to Con-
gress. We have been in contact with Pete Stark
(D-CA) and he is willing to put in that legisla-
tion. The bill he is currently sponsoring does not
have a lot about confidentiality-it takes the
simplistic approach that everything needs to be
covered and that anti-health care discrimination
reform should occur along with it.

We urge you to participate on CPRI-its next
meeting is March 3 in San Diego. Once the poli-
cies are developed, then the technocrats can help
to implement the security aspects. Physical pro-
tections need to be in place for the computers,
both the software and the hardware, and cau-
tions must be taken for remote access. Tempera-
ture and electrical surges and sprinkler systems
and similar things need to be addressed, along
with recovery mechanisms and redundant
backup system.

Expectations of Legislation

WED1 is also working on confidentiality and ex-
pects legislation in Congress before this summer.
Those technical advisory groups are meeting in
Chicago, and you are welcome to attend. They
also believe the social security number should be
the patient identifier.

The state laws do not address internal access
in a facility; policies and procedures ultimately
determine what happens in a facility. Once we
have the model legislation, we believe this Uni-
versity of Washington group will be able to help
implement those policies and procedures. The In
Confidence newsletter is where we plan to track
the legislation and policies and the procedures.

Regarding yesterdays question about pa-
tient consent-I want to reiterate that we only
release the portions that the patient wants.

We have talked a lot about data integrity and
its importance. If things are to be encrypted,
then everything needs to be encrypted and en-
coded, not just the super-sensitive information.
We believe that the computer-based record will
be more secure because now we have no way to
control who peeks at a medical record. But with
computer records, we will have audit trails.
Anyone who logs on to an information system
will leave a trail of what portions of the record
were reviewed. So we believe that policies and
procedures can then be enforceable.

We have talked about stun guns when you
log on inappropriately or alarms that go off on
those computer systems. All of the issues about
passwords being changed frequently and about
signing confidentiality agreements within a fa-
cility are very very important-and that applies
to your vendors.

Guidelines need to be developed for secon-
dary use; standards need to be developed on re-
cord content. We truly believe that the
challenges of technology are new; but as Alan
Westin  pointed out, the issues are very much the
same as they have been for the last 30 years.

So we urge you to collaborate with us, with
CPRI, with WEDI, with this privacy forum, to
provide all of the input that you can so we can
get legislation through this summer. *
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Approaches to Privacy Protection:
Policies and Guidelines
Robert Gellman, J.D.
General Council
Subcommittee on Government, information, Justice, and Agriculture

Back in 1979 and 1980, we tried to create strong
privacy protections in a fairly limited way. The
effort failed for a variety of reasons not worth re-
viewing. As others have suggested, the opportu-
nity has returned again, and I hope we can do
something with it. ,

I agree with several things that Willis Ware
said. The need for uniform rules has grown and
will be even more intense as computerized sys-
tems come on line. I disagree with Alan Westin
regarding the prospect for doing this at the state
level. Medical records and medical care provid-
ers and patients travel back and forth between
states. You cannot ask providers, insurance com-
panies, and other payors to comply with 50 dif-
ferent state standards, even if they are very close.
The nation needs a uniform federal standard.

Not Just Patient Rights

The problems here are-again, this is something
Willis said yesterday-that we are not just deal-
ing with an issue of patient rights. Patients need
protection for their privacy interests and record
keepers need guidance-they need to be told
what to do. Basically few, if any, specific rules to-
day tell them what to do in all circumstances.
Record keepers need to be told, “This is what
you can do, and this is what you cannot do.”

Finally, I also agree with Willis that what is
called for are a code of fair information practices
and standard privacy remedies with suitable ad-
justments made for the nature of the data and
the nature of the industry, The nature of those
adjustments is where all the problems arise.

I want to discuss eight principles. Many are
perfectly obvious and simple to do; many are ex-
traordinarily complex. We can all agree on a one-
line principle and then spend the rest of our
lives fighting over the details. The details are
what are important. So I recognize the difficulty
and the limited value of the principles.

,.

Appropriate Privacy

The first principle is very simple. All medical re-
cords should receive appropriate privacy and se-
curity protections. That is not the case today.
Plenty of medical records float around and are
under no legal or professional or ethical obliga-
tion to be kept under some kind of privacy and
security standard.

The second principle is that record keepers
and record holders should be required to pre-
pare forma1 written statements of the fair infor-
mation practices that they observe. Patients who
provide medical information directly to record
keepers and record holders should receive a
copy of the statement and an explanation of
those fair information practices upon request.
This is the only way people can understand
what is occurring.

Third, patients should have access and cor-
rection rights. This does not necessarily mean
that patients should have access to all their re-
cords all the time. The issue is complicated with
lots of different points of view. But patients can
all be accommodated according to a standard
uniform set of rules. Providing patients with the
right to correct records creates lots of problems.
The same principles apply-you come up with a
set of rules with which you can live.

Essential Use of Information

The fourth principle, privacy and security pro-
tections for medical information, must recognize
the essential use of the information in the treat-
ment and payment process. It must provide for
those uses in an efficient, reasonable, and con-
trolled manner. This principle is significant be-
cause, in effect, it differs from an approach used
with legislation 12 years ago. We can no longer
separate the treatment and payment process.
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Yesterday Mr. Brooks from Aetna pointed
out that payment treatment, oversight, and audit
functions are inextricably intertwined. They can-
not be separated. The Zone 1 and Zone 2 concept
from 20 years ago, which was probably accurate
at the time, is no longer relevant. We have to
give up on that fight, draw the circle bigger, and
make the walls a little higher.

The fifth principle embraces the belief that
some medical information is entitled to a higher
than normal degree of privacy and security pro-
tection. It is all very nice to say medical informa-
tion should be confidential. The word
confidential means nothing. No medical infor-
mation is confidential; all medical information is
passed from pillar to post, all over the place. We
need to look at who can get information, what
they can do with it, and what rules are sur-
rounding it. The sentiment that medical infor-
mation should be confidential is totally
appropriate, but it is not a principle that means
anything.

We all agree that some information is more
sensitive than others. We may have policy reasons,
or political reasons, or other reasons for making
the distinction. We have done so quite regularly in
the past and we have discussed examples here-
AIDS, drug use, psychiatric records, sexually
transmitted disease-e  your pick My premise
is that particularly sensitive areas cannot always
be determined objectively

Providing for Sensltlve Information
Let me provide a good example. I know many
people who see psychiatrists and speak about it
all the time. However, I do not know a single
person who has ever seen a proctologist; no one
ever talks about that. It is clearly something that
people think is sensitive and embarrassing,
however you want to characterize it. Informa-
tion that requires a higher degree of protection-
and I do not know exactly what type of
information that is-can be identified by law, by
the record keepes  or by the patient. The ques-
tion is how to provide for special treatment for
identified sensitive information. We need to
come up with a standard way of dealing with it
and worry about what it applies to later. We
need to provide a medical records system, be it
computerized or otherwise, for treating this kind
of information generically

The sixth point is the same thing from an-
other perspective. For some patients, the entire
medical record is entitled to a higher than nor-

mal degree of privacy and security protection.
For example, I am sure that you cannot go down
to the George Washington University record
room and find Ronald Reagan’s medical record
sitting on the shelf. These records must be stored
somewhere under lock and key, under restric-
tion. The same thing is true for celebrities; the
same thing should be true for hospital employ-
ees. Some people require a special kind of pro-
tection. Perhaps the medical care providers
themselves can best determine whose records
deserve special protection. It may need to be de-
termined by law or by the patients themselves.

Specially protected records present prob-
lems, especially in cases of emergency when re-
cords are not readily accessible. These situations
must be discussed and standards set.

High Barriers and Rigorous Procedures
The seventh principle is that uses of medical in-
formation not directly related to the medical
treatment and payment process must be spe-
cially justified. As uses become more remote
from treatment and payment, higher barriers
and more rigorous procedures should be set.
Many uses of medical information are required
by law or practice or policy. We must distinguish
among these and identify what they are.

Some uses of medical information for public
health purposes are completely unobjectionable;
many are provided for by state or federal law,
and new policies should certainly not interfere.
At the other extreme, we do not want law en-
fomement  people walking into medical care
providers’ offices and asking for a record and to-
tal access to health data. We need procedures and
rules. We need to limit the ability of law enforce-
ment people and other remote users to ask for re-
cords. We need to limit the ability of medical care
pro,viders  to turn over those records. And we
need very elaborate and complicated procedures
to accomplish that. The nature of- those pmce-
dures is something we need to work out.

The last principle is that every recipient of
medical information must comply with the pri-
vacy and security principles. It is not enough to
have principles-principles are developed and
agreed to, and then ignored. People must follow
the rules. We must have some kind of inde-
pendent monitoring and periodic auditing to in-
sure compliance. It is very nice to talk about a
computerized system that maintains all these
audit trails and keeps track of everything. But if
we had a nationwide computerized medical sys-

-
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tern, in any given day tens of millions of people
or tens of millions of instances would occur
where someone looked at those records. And if
there are even 5 percent-I suggest that is a high
number-5 percent of the accesses are for uses
that are inappropriate, we are talking about hun-
dreds of thousands of inappropriate uses a day.
We need to devise a mechanism to serve as some
kind of a practical barrier and devote resources
to this.

Establish Sanctions
You cannot just have an audit trail that no one
looks at. People have to look at it, know there are
sanctions, and in fact, see people being sanctioned
for inappropriate uses,, All large information sys-
tems.face  problems of people surreptitiously get-

ting records against the rules and, in most cases,
nothing happens to anybody. It is highly institu-
tionalized. Certain companies will sell you re-
cords from any of these systems. Price lists are
published for illegal access to these systems;
everyone knows they can get them and nothing
happens. So in a medical records system, espe-
cially a computerized one, we need very effec-
tive controls.

Those are my tentative principles. I hope we
can find a set of principles on which a large set
of players can agree and then go to the much
harder task of trying to translate those principles
into some kind of workable, effective, efficient,
and practical legislation that we can all live with.
I hope this will be a project for the coming
year. Y
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P Approaches to Privacy Protection:
Policies and Guidelines-Discussion
John Fanning, LL.B.
Senior Policy Advisor
Office of Policy and Evaluation
Department of Health and Human Services

Alan Westin, LL.B., Ph.D.
professor of public Law and Government
Columbia University

Pam Wear, M.B.A., R.R.A.
American Health information Management Association

Robert Gellman, J.D.
General Council
Subcommittee on Government Information, Justice, and Agriculture

n Participant: For Ms. Wear, in regard to those
business laws you referred to as barriers to the
development of longitudinal records, you men-
tioned that these laws state, in part, that the in-
stitution owns the record. Do these laws state
that the informational content from the records
cannot be released or used to create longitudinal
records?

H Ms. Wear: The business laws, as you suggest,
are based on the premise that the provider owns
that record and the information in the record.
The question becomes whether the provider can
really validate information that comes from an-
other facility Typically, most providers only pro-
vide on subpoena the actual records that were
created within their facilities. Obviously we
need to change the ownership of data laws.
There are many questions about whether the pa-
tient, the provider network, or the governing
board owns the data.

n Participant:  Underlying my first question is
really the meaning of ownership. This does not
necessarily take into account the informational
content, as opposed to the medium. I am not
suggesting that the institution release its owner-
ship rights of the actual medium, but I am won-
dering if those laws actually restrict the
information flow.

n Participant: I am here on behalf of the Na-
tional Committee on Vital and Health Statistics. I
came to this conference expecting to understand
how to better make a decision and whether or
not we ought to be computerizing patient re-
cords. I really had no set agenda. I am convinced
that most people here are in one of two camps.
They are either absolutely committed to total pri-
vacy or absolutely committed to total free access
and complete computerization of the record.

In my previous professional responsibilities, I
computerized a patient record system at the Uni-
versity of Virginia, where we have one of the
most computerized medical records systems of
any hospital in the country. But, we made that
decision based on a lot of information and an es-
timation of the potential benefit to the institution
and patients in improved cost control, improved
patient outcome, and improved quality of care.

I asked this question yesterday Mr. Westin,  I
thought your talk was brilliant. But I am also
convinced that there is no such thing as confi-
dentiality certainly not of an inpatient medical
record. I have always had the illusion that
maybe a primary care medical record, particu-
larly in the hands of a single, solo practicing
physician, might come close to being confiden-
tial. In an automated system, it clearly would no
longer be’s confidential record.
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How do we decide whether the cost of that
loss of confidentiality by computerizing the
medical record is worth it? Do we have a burden
on us to demonstrate an offsetting value to the
individual or to society by virtue of computeriz-
ing those records?

n Mr. Westin:  I think the problem with an easy
response to your question is that a lot of social
issues are being thrashed out at the same time
we are talking about how to automate the record
and what the privacy guarantees are.

Technology now makes it possible for your
sole practitioner to have a personal computer
with intelligence and to segregate in his own or
her own record system.

On the whole, though, automation makes
possible the creation of something that is very
good for health care. The problem-oriented re-
cord and Weed’s concept of a new relationship
between the care provider and the patient, using
the record as a way to interact in more humane
health care, is a situation where technology
ideas, and better treatment come together.

Major advantages to certain kinds of technol-
ogy applications need not be sacrificed in the in-
terest of privacy and confidentiality. The task is
to define them, institutionalize them, and sur-
round them with the right kind of legal and ethi-
cal protections.

n Partlclpant: Do we have a burden to demon-
strate the benefits or should we just accept the
theoretical benefits?

1 Mr. Westin:  Well, I think we have to demon-
strate that, but in my case studies, that is demon-
strable in real context.

n Participant: I am from the Social Security Ad-
ministration. I would like to present a dilemma.
I have heard a lot about data collection and use
of privacy for data collection,  but the Social Se-
curity Administration needs access to medical
records for entitlement. We service about 11 mil-
lion beneficiaries and process approximately
three million claims a year. We request appr’oxi-
mately 14 million medical records to process
these claims.

Our dilemma is that while the claimant gives
permission to get records to process his/her
claim, the provider community requires that,
each time we go to them, we have a specific
document that indicates permission to access the
patient’s records. That generates millions and
millions of requests and adds a great deal of
cost.

We tried to pilot very different approaches to
secure privacy of the record by doing or propos-
ing demonstration projects with a signature file
record. The release would be in our records and
the provider, based on that release, would give
us the medical evidence. Very few providers
have wanted to participate in this pilot test.

We are wondering about alternatives or other
ways of doing this. My colleague addressed
voice release encryption, but this does add to the
cost.

n Mr. Geliman:  The old model of doing things
with consent is a nice model, but you point out
the attached expense. At least in talking about
ways of making the process efficient, you need
to look at alternatives. The notion of passing
consent forms back and forth in order for every-
one to have the piece of paper may not be neces-
sary If you tell patients what is occurring-i.e., I
give you my insurance form and say you can get
paid in this fashion--consent is either implied or
expressed. With a clear statement of information
practices, patients can be told that. It may be
possible; it is part of the same process.

I made that point about treatment and pay-
ment being the same thing now. No one is will-
ing to treat you any longer without knowing
how they will be paid; we have to recognize that
reality You may have to change the system. If I
come in and give you my Medicare number, that
is enough of a,consent.  I am told what the rules
are, and unless I tell you expressly that you can-
not do it, then we can all assume that is a way of
doing business.

That has some problems, but some costs are
involved with doing it other ways. I think it is
something that must be considered. y
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ownership, Uses, and Dissemination of
Health Care Information: Who is in Control?

Vincent Brannigan, J.D.
Professor of Law
College of Engineering, University of Maryland

In the College of Engineering at the University
of Maryland, we are trying to build an under-
standing of technology and law and how it re-
ally works at the nuts-and-bolts level. So today I
will describe the history of privacy and why we
are having this problem on a operational level,
and the regulatory effectiveness analysis tool we
have developed to try to address it.

The existing Privacy Act for the federal gov-
ernment and its records will affect anything that
is going to happen nationally in health care re-
cords. Agencies “shall establish appropriate”
safeguards to insure security and confidentiality.
Now, this is a wish list if there ever was one. In
fact, I have given many lectures to large groups
of medical information people in the federal
government who have never heard of the Pri-
vacy Act.

Conflicting Models
Let us begin with the oath of Hippocrates. Our
problem’ is a conflict between two models of
medical privacy. In the 19th century we devel-
oped the ideas of doctors in offices and paying
patients having privacy. This is an extension of
the household privacy mentioned by Hip-
pocrates. But hospitals are derived from charity
institutions where patients never had any expec-
tation of privacy. Patients were things to be oper-
ated on; they were subjects for research. They
were even, if you remember Marquis de Sade,
subjects for entertainment; they had no privacy.
So we have a conflict between two models.
Medical privacy was not a traditional obligation
of hospitals; thus, it did not become part of the
contract between the patient and the hospital.

In the 20th century, hospitals began treating
middle-class paying patients. The patients
thought they were getting privacy; and the hos-
pitals thought they could still run things for ad-
ministrative convenience. This is where the

problem originated. In the 192Os,  the develop-
ment of surgical records in the United States was
for hospital quality control, not for patient treat-
ment. Records were used to figure out which
doctors would be allowed on staff. Documenting
the incompetent prevented them from practicing
on the hospital staff and making money

Hospitals continued to treat patient data
with the same attitudes they used in treating
charity patients-a lack of patient confidentiality
because it was not administratively convenient.
But changes in medical therapy helped expand
records. insurance  and cost control demand
more exact medical records, and computerized
information systems made provision of those re-
cords easier for both authorized and unauthor-
ized observers.

My argument is that data was protected by acci-
dents of hospital structure, not by deliberate action.
Medical records in hospitals were ayptic-hand-
written in single copy-and you could not find
them for a legitimate purpose. That is what pro-
tected your privacy-the absolute confusion and
chaos of the typical medical records room.

Three Kinds of Privacy

Now the law essentially recognizes three kinds ,
of privacy. Locational privacy protects a specific
place against intrusion. That is why we put
doors on bathrooms. Everybody knows what
you are doing there, but they are not allowed to
watch you do it. That is locational privacy, and it
is mentioned specifically in the Constitution.

Behavioral privacy protects the individual’s
right to engage in specific actions, like using contra-
ceptives, and limits the abiity of others to prohibit
the behavior. Some people use the term “auton-
omy; I use the term “behavioral privacy.” An ex-
ample is the contraception/ abortion decision.

Informational privacy protects the individ-
ual’s interest in personal data, including medical
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records, and is created by statute and common
law. The Supreme Court has recognized in the
Whalen case [Whalen v. Rae, 429 U.S. 589 (1977)]
that disclosure of private medical information to
doctors, hospital personnel, insurance compa-
nies, and public health officials is a central part
of modem medicine, even when the disclosure
may reflect unfavorably on the patient’s charac-
ter. They, therefore, found no constitutional right
to prevent government from collecting certain
kinds of data. So requiring such disclosures to
representatives of states does not .automatically
amount to impermissible invasion of privacy. I
find this quoted numerous times in government
documents supporting data banks, but they
never go to the rest of the decision, which puts
strict limits on disclosure of data.

No federal court has ever allowed a compul-
sory collection of data that was available on-line
in a computer system. In both the Westinghouse
[Unifed  States  v. Westinghouse EZectric  Corporation,
638 F2d 570 (3rd Cir. 1980)] and Whalen cases, the
data, insofar as they were ever handled on a
computer system, were in a secure, off-line envi-
ronment and were not allowed to be kept on the
system. And in the Whulen  case, a tiny handful of
people were allowed access to the data. So com-
puter people see the Whalen  and Westinghouse
cases, which allowed the government to collect
the data and process it, as indicating that no pri-
vacy protection is strong enough. In fact, what
they allowed is a very, very limited, narrow kind
of data processing under the constitution.

Under the Wesfinghouse  case, the leading
case on this subject, the medical records privacy
factors looked at were the type of record re-
quested (medical records are a type), the infor-
mation the record does or might contain, and the
potential for harm in any subsequent noncon-
sensual disclosure. The latter is the single most
important factor that the court looked at-the in-
jury from disclosure to the relationship in which
the record was generated. This is particularly
true for psychotherapists. Other factors were the
adequacy of safeguards to prevent unauthorized
disclosure, the degree of need for access, and
whether an express statutory mandate was ar-
ticulated. In other words, what is the rationale
and support? These Westinghouse factors should
be the guideline for anyone analyzing how the
legal system might look at privacy.

A Design Criterion

I believe that privacy is a design criterion for
systems; it is not enough to be in compliance

with current law. Systems have to be developed
that are secure and flexible enough to cope with
foreseeable changes in the law. This is the advice
I give. Developers simply doing what everybody
else does will not be good enough in the fu-
ture-we will call that the Zoe Baird test. A the-
ory of privacy is needed to satisfy the
Westinghouse factors. This happens to be a theory
I have developed with Dr. Berndt Beier in Ger-
many in our international work. Our argument
is that informational privacy is desired because
of the way information might be used or per-
ceived by others.

We developed the concept of the “affected
person” and the “reference group.” “Affected
person” is an exact translation of the German
term used in the data protection law. The differ-
ence among individual’s concerns about disclo-
sure of medical information depend on how the
reference group might act or react towards the
patient.

The goal of individuals in the area of infor-
mational privacy is to protect themselves from
the real or perceived adverse consequences of
the data becoming known to the reference
group. A person who would not be subject to ad-
verse consequences can be defined as normal. In
other words, whatever the information, if you
would not be subject to adverse consequences,
you define yourself as normal.

Of course, an individual’s concern for medi-
cal privacy depends very much on whether the
particular medical information is indicative of a
“normal state.” The purpose of informational
privacy is to allow individuals to project them-
selves as normal and, thus, avoid adverse conse-
quences, even if in reality they are outside the
normal range. Privacy is operative, therefore
functional, to protect the individual’s claim of
normality

So against this conceptualization, what is the
problem with the medical model of privacy? For
many patients, the immediate family or cowork-
ers are the key reference group. They do not care
whether people in Austria know. However, they
may go to Austria to protect privacy In the ex-
ample yesterday, however, where they sent the
Dictaphone belts 500 miles away for transcrip-
tion-people go 500 miles away for psychiatric
help for that reason. So why are they surprised
when they send the belts only 500 miles away,
with no other protection, and the transcriber rec-
ognizes the patient? In other words, a system
analysis would have shown that was a fallacious
method of protection.
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Outside the Private Sphere
Prohibition of disclosure to this reference group
is often the goal of informational privacy; but
this group has traditionally been considered
within the private sphere in health care. This
was the problem with the remarks of the gentle-
man from Aetna. He assumed that the employer
was within the zone, whereas the employer is
the precise person the individual does not want
to have the data. Similarly, you may want to
keep the information from your mother or your
sister, not from some researcher in Austria. Your
worry is whether people in your reference group
can get access to the data. The health care system
is concentrated on preventing disclosure to
strangers, when the real risk is disclosure to the
reference groups.

I will give a personal example. I am married
to a physician computer expert. I cannot tell you
the number of times physicians have left mes-
sages containing very sensitive data on our tele-
phone recorder. I cannot tell you how many
times I have worked with people in hospital
laboratories who have fax boards built into the
system so they can autofax results to a fax num-
ber provided by the doctor. Where is that fax
machine? How is that machine protected? Is it
also the one used for billing and everything else?

In regulatory effectiveness analysis, we try to
measure compliance with the technological regu-
latory system. By examining the public policies,
the legal structures, and the technical tools in-
volved in the regulatory system, we can discover
discontinuities that can result in noncompliance.

Regulatory effectiveness analysis starts with
a paper audit. In other words, we look at the se-
curity system on paper. We are still working on
the techniques of doing the field study We first
worked on government hospitals. The regula-
tory effectiveness on this analysis indicates the
level of privacy being mandated by compliance
with the regulatory system. You also must look
at the policy goals, legal structures, and technical
tools.

Public  policy is a narrative statement of the
goals to be achieved by the regulatory program.
We do not yet have a straightforward policy
statement available, but conflicting multiple pol-
icy goals are acceptable. In legal structures, regu-
lation requires a mechanism to enforce the social
will on individuals who would not otherwise
comply, Regarding technical tools, every tech-
nology has a distinct and often limited set of
technical tools available. This includes encryp-

tion and all the different methodologies for pro-
tecting privacy.

Interlocking Requirements
Public policy legal structures, and technical
tools have interlocking sets of requirements and
capabilities. Requirements are the preconditions
that must be satisfied by other components be-
fore a component can function. Capabilities are
the ability of a tool to satisfy the requirement of
the component, and a discontinuity is where
they do not match. When what you have in one
component does not match a piece in another
component, we call that a discontinuity. It can
exist among the components even when the in-
dividual component is properly designed; that
turned out to be the most interesting result.

We are looking both separately and together
at the public policy the legal structure, and the
technical tools involved in a particular informa-
tion system. You often find that the discontinui-
ties are between the legal structure and the
technical tools, or between the legal structure
and the public policy. In other words, we believe
the problem comes, particularly in the medical
computer area, because public policy is made by
politicians, legal structure is made by lawyers,
and technical tools are made by engineers and
computer scientists; and they do not use the
same words in the same way

A Structure of Lying
These people use the same word in different
ways, and they he to one another. For example,
the management in a hospital lies to the doctors
about why they are putting patient information
in the computer system; the information people
lie to doctors and to management; and the man-
agement lies to the computer people. Everyone
takes comfort in these lies. But the ones who get
forgotten by the system are the patients, because
they are not participants in the structure of
lying.

I cannot tell you how many computer direc-
tors have said, “Well, we have someone’s signa-
ture on file; we know who is responsible.” We
call this the responsibility structure-a defined
individual is assigned the obligation of prevent-
ing injury, with potential penalties if they do not.
That is the structure-we are going to make
someone responsible.

Well, responsibility structures have require-
ments if you are going to use responsibility. For
example, you must define the individual who is
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sanctioned for the default. In a number of cases,
you cannot figure out who changed a computer
record or who did something similar, because
nothing attached to the record meets your stand-
ards for defining who should be sanctioned.

The sanction must be sufficient to deter the
unwanted conduct. In the Behringer  case where
people failed to secure the charts, no one sug-

The default, the injury and the sanction
must all occur in a reasonably short time to hold

gested that the responsibility system include dis-

someone responsible. It is meaningless to say,

ciplining high level people who make the

“Well, 10 years ago. . . where is that person? We
are going to hold them responsible.”

system design decisions. Some low level clerk is
always the one fired.

Tracing the Default

The responsible individual must have actual
control over the default. This is perhaps the most
difficult factor in the privacy area: the injury
must be traceable to the defined default. This is
why we do not have enough lawsuits. You might
be able to track, as in the Shady Grove case in
Maryland, which person told your mother that
you have AIDCat might be possible. How-
ever, it is much harder to prove you did not get a
job because someone accessed the system. So the
number of lawsuits does not mean anything in
determining the number of injuries.

In precaution structures, the policymakers
have determined in advance that a designated
individual has the obligation to carry out the
specific acts, and they have determined which
tools must be implemented. A defined individ-
ual must carry it out, the action must be speci-
fied, and a method to determine that the action
has been carried out must be specified.

Precaution and responsibility are two of the
most important tools. The difference between
them can be explained using the example of a
government family planning program. Under
the precautions approach, you make people use
contraceptives; under a responsibility approach,
you file paternity suits. It all depends on how
good you are at finding people, nailing them,
and so forth.

These are both legal structures, but they
have different advantages and disadvantages,
given different environments. If you do not have
the right technical tools to match your legal
structure, the discontinuity renders the whole
system nonfunctional.

So the key question for the regulatory effec-
tiveness analysis is this: Do legal structures exist
that properly implement the technical tools, and
do the legal structures and technical tools, acting
together, correspond to the policy statements
contained in the Privacy Act (actually, in many
cases, the Privacy Act notices)?

Don’t Get Sick

I work mostly with hospitals, and I work my
way outward from the machines in hospitals.
My experience reminds me of the FDA’s motto
on medical devices: Don’t get sick. You must
simply assume, in most hospitals, that any piece
of data you give anybody is available to any-
body with sufficient interest in the system.

I will give you just three examples. First,
does your hospital have a policy statement pro-
hibiting doctors from using cellular phones? If
you do not prohibit use of cellular phones, you
have not even started thinking about privacy. I
cannot tell you how many doctors I have seen
and heard on golf courses talking about patient
data on cellular phones. People sometimes tape
the conversations. It is illegal, but people do it.

The second example is the use of fax ma-
chines around hospitals with absolutely no secu-
rity and the other end. This is a problem before
we even get to the computer system itself.

Finally, the Department of Veterans Affairs
says in its Privacy Act notices-formal notices
that go in the Federal Register-that your data is
protected by a “need-to-know” system. The one
line that says that nobody gets access to data
who does not have a need to know sums up the
entire philosophy However, no operative techni-
cal tool defines what constitutes a need to know.

Every hospital I have looked at has sacri-
ficed dealing with the need-to-know issue to
avoid ruffling the doctors. It is not impossible to
install such a system; it simply takes will in
many cases. You just have to change people’s
perception of reality

Study the Titanic

I have written a whole lecture about how every-
thing we need to learn about technology regula-
tion we can learn from studying the
litanic-remember, the Titanic complied with all
government regulations. But even better for the
medical computer community is the Hinden-
burg. When people say, “But we have not had
any lawsuits yet,” the answer is very simple.
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Before the Hindenburg crashed, a paying pas-
senger had never died on a zeppelin. After the
Hindenburg crashed, a zeppelin never had an-
other paying passenger. Ask the people who
make nuclear power plank. You can live in a
fool’s paradise if you do not sit down and do the
hard work of figuring out how to satisfy the con-
flicting goals of privacy and access.

I am a little distressed at the lack of privacy
analysis. When I look at privacy protection in
hospital systems, the hospital directors are very
proud that they are putting passwords on the
system. Under the Buckley Amendment, we
have much more privacy over our student re-
cords than almost any hospital has over ik
medical records. And let me tell you, medical re-
cords constitute a heck of a lot more concern
than whether a student gets a C in my technol-
ogy law class.

So I think that we have to go someplace for-
ward, do much better than we have been doing.

Discussion

n Partlclpant: What is your opinion on tying
this whole longitudinal-i.e., cradle to grave-
record to the social security number as the key
identifier.

n Mr. Brannlgan: The Indian Health Service
does cradle to grave-womb to tomb, they call
it-studies on people, many of whom do not
have social security numbers, so they do not use
it. Patients get all their health care from within
one system. I think Rutgers had a case recently
on social security numbers that said you cannot
post grades by social security number. Social se-
curity numbers are totally insecure. At the Uni-
versity of Maryland,  we will issue anyone a
different number if they do not want to use their
social security number. That is a matter of policy.

So I have the feeling that we may be better off
with a national health care identifier number,
which might at least protect against some mis-
use. But I have not analyzed it.

I Partlclpant: How do you crank the consumer
into this process, into this decisionmaking proc-
ess, particularly at the front end, but also at the
back end? In other words, once you have a proc-
ess, how do you get a complaint system going?

n Mr. Brannlgan: I just finished a project for the
American Bar Association that introduces con-
sumer protection law into Bulgaria. This is start-
ing from ground zero. How do you get
consumer protection started? Essentially it is
like building a bridge. On the one side, you can
use mass entities that are surrogates for consum-
ers. And on the other, you try to reduce your
transaction costs sufficiently to allow individual
consumers to have meaningful controlling com-
plaints in the system. Sometimes you compro-
mise. For example, in Europe, they rely much
more on group consumer actions than they do
on individual actions.

A great deal depends on access to the sys-
tem-things like attorneys’ fees or people being
available. It is always possible to do; it is not al-
ways worth doing. You may sometimes be better
off with group control over rights, rather than
individuals; that is a very hot debate among con-
sumer science professionals.

n Participant: It seems to me that the prob-
ability of detection is an important factor in
whether the sanction is realistic or not.

H Mr. Brannlgan: In the responsibility structure,
the sanction has to be sufficient. The probability
of detection is included, in the written work, un-
der one of the other categories that deals with
the ability to connect. That depends on the prob-
ability. For example, we do a lot of work on oral
contraceptives and breast cancer, but you cannot
figure out which person got breast cancer from
oral contraceptives. In other words, using re-
sponsibility structures is very difficult in those
areas.

What we are doing is developing these tools
generically enough to then contribute something
to the national debate. o
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J. Michael Fitzmaurice, Ph.D.
Director, Office of Science and Data Development
Agency for Health Care Policy and Research

I would like to express my appreciation for such
a fine conference to Harvey Schwartz, who is re-
sponsible for confidentiality and privacy issues
in my office. I would like to also thank Joan
Turek-Brezina, who not only chairs the Privacy
Task Force but has done an inordinate amount of
work in helping make this conference a success;
and the person who has really put out a lot of
work, Rene Kozloff of Kunitz and Associates.
For all the fine work that they have done, I
would just like to express my appreciation.

My message is this: We are researchers. Trust
us, but under binding conditions that minimize
the potential for harmful impacts on confidenti-
ality and privacy and under conditions that give
confidence to the public that their trust in the
health care system is warranted and well placed.

tion or collection of data. To address questions of
interest, group sessions led by moderators fo-
cused on several areas. Two of these were medi-
cal/legal issues, moderated by Vmce  Brannigan,
and implementation of a central national data
source, moderated by Dale Schumacher.

Under medical/ legal issues, confidentiality,
and security, we learned that energy is often de-
voted to assigning blame after a breach in confi-
dentiality rather than having in place
precautions necessary to keep problems from
happening. Security must be viewed in terms of
gradations, and not as an all or nothing proposi-
tion. For example, you can take out the ICD-9
codes from a ‘record, but a diagnosis can be dis
cerned  almost as well by inspection of proce-
dures recorded or of medications administered.

Make the Data Better Privacy is Expensive

The Office of Science and Data Development has
primary responsibility for developing improved
medical effectiveness data sets and better meth-
ods for analyzing those data sets, in response to
a congressional mandate. Congress told us to fa-
cilitate the development of practice guidelines,
to undertake medical effectiveness research, and
to recognize the limitations of the data available
for medical effectiveness research. Congress
said: “Make the data better.”

In our authorizing legislation, we were told
to develop uniform definitions, common report-
ing formats, and standards for patient care data.
In 1992, we had an Automated Ambulatory
Medical Record conference, one of our responses
to the legislative mandateLThe  conference goal
was to discuss the feasibility of a cooperative or-
ganization of computerized automated ambula-
tory medical records systems that would
routinely supply. data to researchers on request.
The purpose was to analyze the important issues
and questions before considering such organiza-

Further, the penalties for violation of privacy are
not well known, nor are they strongly enforced.
Privacy can be a very expensive part of the incre-
mental cost of data collection. These points came
under discussion in this work group. Cost effec-
tiveness and cost benefit issues are of primary
importance. The group posed the question: Is it
technically possible to have a secure system in a
network situation? The group did not have the
answer; it said only that the most vulnerable ar-
eas need to be identified and the possibilities of
leaks rectified.

Data ownership issues were also addressed
within this same group. In legal terms, data
ownership is difficult to ascertain. The patient’s
experience with medical data privacy and ability
to access his or her own medical records depend
ve,ry heavily on the nature and structure of the
health care organization-managed competi-
tion, fee for service, Medicare, Medicaid.

The participants felt that the issue of who
owns the coding system that makes the data
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valuable is more important than the issue of
who owns the data. We would probably not find
unanimous agreement on that because of the
feeling that the one who owns the data can al-
ways destroy the data, subject to legal and regu-
latory concerns. We have all heard of legal
rulings that prohibit destruction of tapes of of-
fice conversations and E-mail archives at very
high levels. So we see that the one who owns the
data cannot always determine what can be done
with the data.

Discussions focused on which users of the
central data source need to be licensed. The con-
cept of ownership, as discussed previously, must
be considered within this framework. For exam-
ple, if a highly marketed word processing pro-
gram or a coding system had an ownership
stake of some sort in every file created by users,
how would this be handled and regulated? Con-
sider all the Word Perfect or MultiMate files that
are out there. It was agreed that legal advice was
imperative on this.

A work group on implementation of a cen-
tral data source felt that the following question
needed to be analyzed: What are the incentives
to share data for owners of automated ambula-
tory medical record systems? The work group
said that contributing to a central data resource,
a reimbursement for the data collection, and
protocols for sharing data and publishing manu-
scripts were critical issues. Data collection has a
cost. What are the resources used in bringing the
data together? Under what conditions can it be
used for publications? Issues related to govem-
ante of this central resource include data owner-
ship, data use and data release policies, and
public access to data. Decisions must be made on
whether oversight of the resource should be
public or private, and what role the stakeholders
need to play. Legislation or regulation of these
points may need to be developed.

Generally, no consensus or agreement was
reached on the current ability of automated am-
bulatory medical record systems to support
medical effectiveness research. Concerns were
raised about the lack of data uniformity, the lack
of record content and element definitions, and
the lack of adequate outcome information.
Often, you need to follow the patient after the
patient has gone to an ambulatory source of
care, to obtain patient outcomes from an acute
hospital episode of care. Despite these concerns,
the group agreed on a general recommendation
to develop a systematic, planned, and phased ef-
fort for implementing a central data resource.

Linkage and Sharing-Important Issues

Data linkage and data sharing were very impor-
tant issues. Technological advances and in-
creased health care information demands by
insurance companies, by utilization review or-
ganizations, by providers, and by researchers
and others appear to be challenging traditional
objections to data linkage and shared access
across government and private databases. The
sharing of identifiable databases for statistical
purposes has potential benefits, including the
enhanced effectiveness of currently existing da-
tabases by creating linked records containing
more information than any single component
database. This can occur without additional field
collection costs, so there are economic benefits.
These benefits can make enriched data sets feasi-
ble. Examples include patient histories, cohort
studies, disease registries, highway injury files,
mortality and morbidity statistics, and death in-
dices, each with its own confidentiality and
privacy concerns.

Record linkage can help track out-of-facility
use of services, such as inpatient and outpatient
use, without the expense of large data collection.
Linkage provides the ability to assess the bias of
single institution studies or the bias due to a fo-
cus on the part of a single institution. In many
cases, getting as broad a coverage as you would
need to avoid this bias is impossible.

Now, how should potential reductions of
time and effort of data providers and of the cost
of desired data be taken into account? Who will
have access to the linked data sets? Who should
decide? If precise linkage is the problem, what
about statistical linkage where you take away
the social security number or the name of the pa-
tient but you link on other variables?

For that, I am reminded of a story about a
substitute teacher who came into school to teach
biology. For the first two hours of the period, she
went over birds-wrens, robins, eagles, and
thrushes. And at the end of the two hours, she
said, “Close your books and take out a note pad,
a pencil, and paper. We are going to have a test-
I talked with your teacher and it will count for
25 percent of your grade. The test is this: We
have reviewed all these birds. I am going to
cover up the tops of the birds. By looking at the
birds’ legs, you must tell me their names.” The
class was a little upset. While they put their pa-
pers together and got their pens ready, one boy
stood up and said, “I don’t think that is fair-it’s
a horrible way to teach biology You didn’t tell us
that you were going to give us a test that counts
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for 25 percent of our grade. It is entirely unfair,
and I don’t think we should do it.” She said,
“Young man, what is your name?” He reached
down, pulled his pants leg up above his knees
and said, “You tell me.”

Depending on Data Development

T&ology  and research planning continued op-
eration of high quality medical effectiveness re-
search, and AHCPR research into cost, quality and
access all depend upon data development. Data
development depends upon the public confidence
in the ability of AHCPR and of the private sector to
protect privacy. The Privacy Act of 1974,  which Mr.
Brannigan quickly reviewed, is a government-
wide records management statute with relatively
generous disclosure provisions.

The AHCPR itself is constrained, or you
might say benefited, by a confidentiality statute
in its authorizing legislation. The practical effect
of this statute is to lead AHCPR, when collecting
data, to make an agreement with those provid-
ing it-an agreement that governs further use of
identifiable information. The purpose for which
it was supplied, and for which the respondent is
told, defines the allowable use of the data. The
strong confidentiality protection afforded by the
statute-and I believe the National Center for
Health Statistics (NCHS) also has such a stat-
ute-permits a legally effective agreement that
the information will not be used for anything
but research. This benefits the agency and en-
courages data holders who are concerned about
the privacy rights of their patients or of their
beneficiaries, or who are concerned over data
about themselves, to provide data to AHCPR. It
means that under the Freedom of Information
Act, you cannot obtain that data from us.

Fundamental to research is an agreement  be-
tween the subject of the information, as gate-
keeper, and the researcher about how the data
generated by the research may be used. This is-
sue was recognized in a 1991 General Account-
ing Office report that analyzed hospitals’ use of
automated medical records, and also by a recent
American Medical Association Board of Trustees
report that urged that stringent security proce-
dures be developed to preserve patient and phy-
sician confidentiality.

Who Validates Research?

Regardless of the level of automation, another
possible conflict between openness and confi-
dentiality arises when scientific data are shared:

Who validates research that uses confidential
data? Suppose I put out a research article, and it
has a striking finding. If you come to me and say,
“I am not sure that applies. I would like to look
at your data.” Can I say, “I am sorry you cannot
look at the data”? Should a validation committee
somewhere be empowered to look at confiden-
tial data to validate scientific information?

Continued operation of high quality medical
effectiveness research programs and health serv-
ices research programs depends on public confi-
dence in the ability of AHCPR and the private
sector to protect privacy. That is important
enough to say again. The increasing importance
of medical effectiveness research often involves
research groups at more than one institution,
such as our patient outcome research teams. We
have 14 such teams, each receiving a $1 million a
year for five years, to look at what works in the
community’s practice of medicine. For that, you
need large databases. But this large-scale, multi-
institutional-based research often requires a di-
versity of methods for its conduct, and different
conceptions of data and how to analyze it. Fre-
quently you need to bring in people from vari-
ous disciplines, often people outside the
university When these unique databases exist,
there are pressures for sharing them. The eco-
nomics are overwhelming-it is expensive to
collect and clean a large data set twice.

In the area of data sharing,. are data from
funded research controlled by the investigator,
the research institution, or the funder? What are
the valid or acceptable secondary uses of the
data, and who decides that? In collaborative sci-
entific research with specialized scientific roles, a
written agreement prepared at the project’s out-
set should describe who controls the data, who is
responsible for their correctness, who insures
that legal and professional requirements of confi-
dentiality and privacy are met, who orchestrates
the sharing and who is answerable to questions
and criticisms. The agreement should include the
extent to which it governs the rights and respon-
sibilities of investigators to review, verify, pub-
lish, and subsequently use and share the data.

Researchers can ask their subjects for con-
sent not only to current research but also to the
use of data by other researchers with appropri-
ate conditions. Data suppliers and data recipi-
ents can craft agreements by which prior
arrangements can be honored; in fact, it is a ne-
cessity. In addition, they can work out such is-
sues as appropriate credit and the allocation of
the costs of sharing data.
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Legal Standards and Negotiations Discussion

Appropriate agreements should result from le-
gal standards, from professional principles, and
from negotiations on a case-by-case basis. These
negotiations must include rigorous airing that
determines the genuine needs for confidentiality
Certain measures to be required must maintain
confidentiality and provide binding assurances
to subjects, hosts, and sponsors of research using
patient care data.

The fine track record of researchers in safe-
guarding the confidentiality and privacy of pa-
tient care data and in providing useful research
findings is a firm base that allows us to build a
reasonable set of conditions for moving this re-
search forward. In the process of patient care,
patient care data is controlled by the patient, the
health care provider, and subsequently, the
payor, the researchers, and others. We have had
little to fear so far from the use of confidential
data by responsible researchers.

I agree with Larry Gostin who said earlier

1 Participant: From your perspective, Dr.
Fitzmaurice,  could you comment on Robert Gell-
man’s suggestion that privacy of medical re-
cords should differentiate between records of
different degrees of sensitivity. He was the only
person that articulated that point of view, al-
though a number of people suggested that pri-
vacy protection ought to be across the board for
medical records, generically, rather than for par-
ticular categories in different degrees.

n Dr. FItmaurice: I mentioned different levels
of confidentiality or privacy for different por-
tions of data. But often the sensitivity or the
damage depends on the kind of data in the re-
cord, what it shows, and how it is identified with
the individual.

that public benefits must be made clear and be
directly linked to the data collection. The devel-
opment of reasonable and binding conditions for
data use by researchers-conditions that balance
the public good with patient care data and with
the private good of avoiding harm to the indi-
vidual-will serve the good of all. A fire engine
must be able to get to a fire even if it must cross
over property to which I have individual rights.
The fire engine must also be able to make timed
runs to and from different locations, some across
my property, so that the fire.company  can deter-
mine which engines to send out in case of a real
fire and where to locate the fire station.

I support linking patient care data across sites
and over time, so that the medical effectiveness
researcher has a longitudinal database to find out
what works-when you undertake a procedure
here, what is the outcome six months or six years
from now. The researcher does not have to know
who the patient is; the researcher only has to be
confident that someone, perhaps the institution
itself, has linked the database together.

Perhaps we need a regional organization in
which everyone-the local and state govem-
ments, the medical authorities, and the pa-
tients-has confidence that confidentiality will
prevail. As long as the records are linked to-
gether, you can strip the identifiers and give
them to the researchers. So under that guise, I
would not strip out a lot of the confidential in-
formation, as long as it cannot be linked back to
the individual patient. *
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I want to join in thanking the organizers for put-
ting together a very compact and, indeed, dense
conference with a lot of good exploration of
these matters. I also want to congratulate the pa-
per givers.

I will not comment on research uses of per-
sonal information. I am sometimes thought to be
an apologist for the research community, but I
really do not think that research uses of personal
information in the medical field are a particu-
larly sensitive matter from a data protection
point of view. This is not a particularly privacy-
intensive issue.

My comments regard insuring privacy and
data protection in providing health and medical
care. What I have heard in the last couple of days
has largely reinforced my own views. I hope my
remarks and those of the previous commenta-
tors will be taken as advice to the Task Force,
which I urge to get going with what it ought to
be doing.

Enforceable Legal Rights

The discussions made clear the essential need to
act at the federal and state levels, if possible, to
provide enforceable legal rights to privacy and
data protection in the medical and health field.
That largely means insuring fair information
practices-fair medical information practices, as
you have heard ad nauseam-for health and
medical records, whether in hospitals or in phy-
sicians’ offices. I am as concerned in my com-
parative work in various countries about
medical information in doctors’ offices, where
much of the information originates, as I am
about what is in hospitals.

Data protection problems exist for both
manual and automated records systems and
both need to be legislated. We can expect both to
coexist into the future, given the extent to which
a paperless society has not been produced for us
in other aspects of our lives. We can anticipate

multiple systems to coexist, even in the same set-
tings. At a recent Office of Technology Assess-
ment (OTA) workshop on the computer-based
medical record, we received information about
five separate competing or complementary auto-
mated systems within the Duke University
medical system. I suspect that will continue into
the future.

Fair information practices must be built into
the software and security regimes sold by ven-
dors. That would make an enormous contribu-
tion to insuring fair information practices.
People who design software ought to be encour-
aged to think about informed consent, for exam-
ple, and other kinds of notices that people
should be given in a meaningful way. Take the
standard fair information practices most clearly
set forth in the United States in the Privacy Act
of 1974 and put them into the software used to
run these systems. What you will end up with is
the enactment and implementation of principles
and fair information practices to insure medical
privacy, generally. I certainly endorse the princl-
ples that Bob Gellman read to you; they cover
things fairly clearly

Flashy Versus Basic Issues
Let us distinguish between the flashy issues,
such as those dealing with AIDS and genetic
testing, and the basic issues in data protection. I
want to remind you of a couple of these, most of
which were talked about previously.

Patients should have complete access to
their health and medical records. Some qualifi-
ers are usually put in place, but this is the mid-
1990s when we have an increasingly literate
population. My premise is that records should
be open.

One of the most important aspects of insur-
ing meaningful data protection is the problem of
staff training in medical offices and in hospitals,
particularly through development of detailed
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manuals and monitoring of stati performance
and commitment to duty.

Audit trails have been mentioned a couple of
times. Fortunately, the technology provides a ca-
pacity to even monitor the entering of key strokes
on computerized systems, so you can actually de-
construct a medical record and how it was put to-
gether. The technology is of great assistance to us.
You essentially have auditing regimes in which
auditing takes place after every interaction on a
system. Security officers only need to look at data
when blips occur, oddities occur in practice, or
when complaints occur about unauthorized ac-
cess to a person’s information.

As a privacy advocate, I am keen about the
segregation of sensitive records, when necessary
whether they are American Express, hospital, or
medical practice records. Celebrities, people with
AIDS, or even notorious people should have seg-
regated medical or health records so that they are
not easy to access for illicit purposes.

Minimizing Intrusiveness
One of the basic principles of the Privacy Protec-
tion Study Commission’s 1977 report is the cen-
trality of minimizing intrusiveness in people’s
lives. That is the thing that is always forgotten
here. These days, I often regard a hospital as a
record generating system. That is all it is-just a
big place to house paper and computer records.
We need more agreement on the nature of a pa-
tient record and what should be in it. There
should be more data purging, file purging and
data destruction. We cannot justify collecting
stuff on the odd chance that it will be useful in
the future. In fact, the OTA workshop suggested
that the problem in medical care is that physi-
cians cannot get access to what they need when
they need it. Basic records, like immunizations,
are buried in a sea of records that are not accessi-
ble at the right time.

I also believe that the insider threat to un-
authorized disclosure of patient information is
the most potent threat to invasion of privacy es-
pecially in low wage situations. An awful lot of
people in our respective countries with very low
salaries have pretty easy access to sensitive per-
sonal information. Instead of the hacker stuff we
tend to worry about in various systems, we need
to worry about the insider threat-the kind of
pressures put on individuals to reveal informa-
tion about persons-and the kind of gossip fac-
tor we talked about earlier.

In 1989 I wrote a book called Protecting Pri-
vacy in Surveillance Societies. It is a study of how

privacy works in the public sector in a number
of countries, including the United States. It takes
a rather negative view of the Privacy Act’s util-
ity. It is particularly critical of the lack of a data
protection board or a privacy protection com-
mission in this country.

-

Putting Someone In Charge
Somebody must be put in charge. Enforceable le-
gal remedies should not simply mean to go sue
somebody, even if that is the great American
pastime. It is not a useful, practical way of solv-
ing data protection problems. You have got to
have an ombudsperson in place, a privacy pro-
tection commission, a data protection board, and
state or federal medical information practices
commissions. Call it what you want, you need
somebody who is looking after things.

Privacy issues are very simple and every-
body can understand them. But I regret to say as
I listen to people talk about personal privacy es-
pecially yesterday morning, that I was reminded
of the dramatic difference between novice
knowledge of the subject and expert knowledge.
While I would be pretentious to claim expert
knowledge, after 30 or so years working on the
subject, you do know something. And in the fed-
eral government we need an ongoing source of
expertise on all aspects of privacy and data pro-
tection, in addition to the currently critical issues
of medical and health information. Even at the
state level, several states-including Minnesota,
Hawaii, and Wisconsin-have set up state infor-
mation practice boards, often with jurisdiction
over both freedom of information and privacy.

Canada, France, and Britain have all done
much better than the United States in making
privacy and data protection more meaningful.
They have made somebody responsible for mak-
ing the system work by providing expert advice,
by pursuing and investigating complaints, and
by conducting audits and investigations of com-
pliance with fair information practices. These
kinds of officials can be local, site specific, or at
the state or federal levels.

I am encouraged, particularly in Canada, by
the emergence of patient ombudspersons in spe-
cific hospitals who can often handle complaints
and reassure people or pursue their concerns.

The Chaotic State of Data Protection
Despite being an academic, I also believe that
privacy security, and data protection measures
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of the sort we have been talking about for the
last day-and-a-half have to be pragmatic, they
have to be realistic, they have to incrementally
improve the system. There  is probably room for
a dramatic step forward, given the chaotic state
of data protection for medical and health infor-
mation in both Canada and in the United States.

I will not discuss the European Commu-
nivs draft directive on data protection of Octo-
ber 1992, which will be issued in its final form in
1993. But it is a considerable driver in this entire
privacy area because countries will be unable to
move personal information from country to
country if the other countries outside the EC do
not have equivalent data protection. The situ-
ation in both Canada and the United States is
woefully inadequate because we do not have
any private sector data protection of a meaning-
ful sort, except for the U.S. Fair Credit Reporting
Act. The regimes statewide are really quite cha-
otic. I regret to say that even in the Province of
Ontario, which I tend to regard as my own fief-
dom, things are not yet perfect.

What is a Good Patient Record?
We must get some consensus on the appropriate
content of a good patient record and insure its
accuracy and accessibility It astonishes me,
reading the 1991 report on computer-based pa-
tient records of the Institute of Medicine, that no
agreement has been reached even on what
should be in a medical record-never mind who
should have access to it. ’

Secondly, we must ensure informed consent
from patients. I do not share Michael Yesley’s
pessimism about informed consent. A new law,
introduced in Quebec in December as a bill to
regulate the private sector, is the first of its kind
in North America. It specifically provides that an
individual cannot be denied a service for refus-
ing to provide certain personal information that
is not pertinent to the contract or its execution.
You can demand information in order to get a
certain service, but if the information is deemed
irrelevant to the transaction, you cannot force
people to disclose it. And Quebec, typically, has
an ombudsperson and a commission that would
mediate any complaints about forced disclosure
of information.

I have been giving advice to an American
company running a huge longitudinal study in
Canada about the informed consent form for
welfare mothers who are going to be monitored
through a period of their lives for both research
and administrative purposes. The informed con-

sent form runs four printed pages. I do not like
its length and the interviewers do not like it. But
it is working in practice, and these people need to
know what they are getting themselves in for
when they agree to participate in this project.

Making Informed Consent Meaningful
So informational self-determination, that great
German principle, can be ensured by making in-
formed consent meaningful. In my vision of the
world, somebody. who checks into a hospital
ought to be told in considerable detail, unless
they are brought in dying or to an emergency
room, exactly what is going to be done with their
personal information. And if they do not die and
if they are going to get a fund raising letter
within two months, I want them to be told that
,in advance. And that is the kind of thing that
people should have the right to opt out of. And,
in fact, in an ideal informed consent environ-
ment, I would even contemplate people saying
they would not .allow  their information to be
used for research purposes or some of the other
secondary things for which patient information
gets used, as much as I am a big fan of that kind
of research.

A detailed regime for data disclosures must
be developed; Everybody always acts as if that is
the most complicated thing in the world. I am
holding Bill 50 from British Columbia, enacted
in June 1992, which is the best data protection
act for the public sector and for freedom of infor-
mation in existence at the moment. It was en-
acted in June 1992. Sections 33 to 35 of this bill
spell out disclosures of personal information,
when a public body may disclose personal infor-
mation. It goes on for two-and-a-half pages. That
kind of regime is in the great American tradition
of legislating, and it can be easily adopted. There
are no great secrets here. The Germans, the
French, the Swedes, the British have been regu-
lating medical information this way for a long,
long time.

It is important to think of extending respon-
sibility under data protection regimes by con-
tract, especially when you are dealing with third
parties, contractors and customers. That is an
important simple notion, well established in
American law. You can have written agreements
on data use that establish what a company will
have access to in its medical agreement with Aetna
or’ whomever. This kind of contractual obligation
can really extend the utility of a data protection re-
gime, especially if monitoring, sanctions, auditing,
and liability standards are built in.
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Developing Fair Information Codes

The development of codes of fair information
practices by individual companies is a very im-
portant form of self-regulation in which hospi-
tals and physicians’ offices and insurance
companies can engage. Every doctor‘s office or
hospital should have available a code of fair in-
formation practices-in American lingo, privacy
codes-so people have some idea of what is go-
ing to be done with their personal information.
American Express does it, Equifax does it, Cana-
dian banks do it, the telephone companies in
Canada do it. Why can the standard hospital or
physician’s office not establish current practices,
without the law telling them what to do? That
type of self-regulation can build up from the bot-
tom, can encapsulate and record actual mean-
ingful, established practices-as long as they are
good practices. And I expect them to be good
practices. This self-regulation coming from the
bottom can meet the law coming from the top. It
can actually allow the self-regulated to have
much more influence on the shaping of statutory
regimes, when and if they are enacted, which I
obviously hope will be soon.

In the best of all possible worlds, I would
like to redo Alan Westin’s  1976 empirical study.
But I suspect that time may not permit this in the
current mood of promoting reformed federal
health care.

Regimes for file segregation and file purging
are important. More anonymity of data should
take place at a certain point, particularly in re-
search files as well as more encryption of stored
data. It would be very nice to tell patients in an
automated record-keeping system that “your
data are encrypted when they are stored, and
they are decrypted when someone wants to use
them.” It sounds good. It actually provides tech-
nical protections for the data.

We also need some encouragement to reduce
record-keeping that turns hospitals into record-
keeping mausoleums.

Sanctions and Civil Liability

Just having pious platitudes on the wall is not
enough. You need a way to enforce these rights.
Employees must be informed and continuously
reminded that they are subject to discipline, in-
cluding dismissal, for breaches of confidentiality,
whether in the record-keeping section or any

other part of a hospital or doctor’s office. Re-
gimes of civil liability are well established in this
country, given the facility and enthusiasm with
which people sue one another, but they are also
useful.

Most of these kinds of problems handled by
a data .protection  board or a privacy protection
commission would find systemic solutions to the
problems, rather than having individuals at-
tempt to solve their own problems by suing
somebody. I also want to say-and this is per-
haps not the most appropriate second to last
point-I do not have any difficulties with unique
personal identifiers being developed for health
identification purposes. I would prefer that, be-
cause of the symbolic resistance to it, the social
security number not be used. These numbers
must be put under very strict controls. Ontario
introduced cradle-to-grave or womb-to-tomb
numbers-nine digit, unique personal identifi-
cation numbers-within the last few years. A
law was passed to go along with it-the Ontario
Health Card Identity Number Act-allowing
you to only use these numbers for health-related
purposes. A company that collects one number
unlawfully is fined $25,000; the fines are $1,000
to $5,000 for individuals who unlawfully collect
the numbers. Use of the number for
health-related research is permitted. But that
number is going to be used, if I have anything to
do with it, only for health-related purposes. This
is the way it should be done.

Avoiding National Databases

Finally, I am also extremely unhappy when peo-
ple start talking about a national database. First
of all, I think it is unlikely to work; it would be
full of problems and even more errors than any
other kind of national database, such as the
credit reporting file. I think that national data-
bases in the health care field should be avoided
like the plague. This is similar to the great na-
tional data bank debate of 1965, ‘66, ‘67, which
some of us are old enough to remember.

Even regional databases, while they may be
necessary in areas like New England or the Cen-
tral Atlantic states, pose various kinds of prob-
lems. That may be the obvious level at which
databases are to be created. But the more cen-
tralization of data, the more risks to breach of
privacy and disclosure of personal information
that should be kept confidential. *
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The HHS Task Force on the Privacy of
Private-Sector Health Records will examine
the extent to which a problem exists
regarding use of personally identifiable
records by doctors, hospitals, laboratories,
pharmacies, insurance companies, medical
information bureaus, and other private
organizations in the absence of a federal
policy to protect individuals from
invasions of their privacy, The Task Force
also will review current state laws on the
privacy of medical records and the status of
the recommendations of the Privacy
Protection Study Commission of the early
1970s concerning the privacy of these
records. The Task Force will consider steps
that the federal government could
appropriately pursue to protect these
nonfederal record systems. Considerations
may range from maintaining the status quo
to consumer education, proposals for
legislation, model state laws, and the
strengthening of existing mechanisms for
the protection of medical and other health
records. At the same, the Task Force must
be responsive to legitimate needs for
information in the public and private
sectors.

In April 1990, Assistant Secretary for
Planning and Evaluation Martin H. Gerry
established this interdepartmental Task
Force.

Task Force members represent the
following operating and staff divisions
within the department: Administration for
Children and Families, Health Care

P Conference Proceedings

Task Force on the Privacy of
Private-Sector Health Records
Original Mission Statement

Task Force Mandate Financing Administration, Public Health
Service, Social Security Administration,
Office of the Assistant Secretary for
Management and Budget, Office of the
Assistant Secretary for Planning and
Evaluation, Off ice of the Assistant
Secretary for Public Affairs, and Office of
the General Counsel. Dr. Joan
Turek-Brezina,  Director, Technical and
Computer Support (AWE), serves as chair.

Task Force Activities
To accomplish its mission, the task force
has thus far identified the following
activities:

n Identify existing private-sector policies
and procedures for collecting, using, and
disseminating personally identifiable
health data as well as policies and
procedures that may be adopted in the near
future.

l Identify the types of private-sector
organizations that collect,  use,
and/or disseminate personally
identifiable health data (e.g.,
researchers, direct marketing
companies, insurance providers,
employers).

l Identify the type of data being
collected, used, and disseminated.

l Identify the most common methods
of data collection.

l Identify existing policies and
procedures for discovering and
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correcting inaccurate data resulting
from unintentional causes (e.g.,
mistaken entry negligence) and
existing policies and procedures for
addressing the consequences of
inaccurate data (e.g., Who pays to
correct the error?).

Identify existing policies and
procedures for preventing
discovering, and correcting
intentional misuse of data (e.g.,
computer security theft, statistical
manipulation).

Analyze reasons personally
identifiable health data are being
collected, used, and disseminated.

Identify the principles that govern
decisionmaking by private-sector
organizations and individuals when
determining if an individual’s right
to privacy should be compromised
(e.g., when the health care provider
becomes aware that a patient poses a
life-threat to another individual).

Analyze why existing privacy
policies and procedures have been
adopted and why other policies and
procedures have been considered but
rejected (e.g., cost, individual’s rights
considered more important than
society’s rights).

,

1 Identify existing privacy problems
related to-collect-in-g using and
disseminating personally identifiable
health data as well as problems that may
arise in the near future (e.g., developing
trends in computer technology, marketing,
or health care record keeping).

Identify affected populations.

Identify severity of each problem.

Identify frequency of occurrence of
each problem.

Identify the facility with which each
problem can be corrected.

n Identify the role ethics, regulation, and
legislation have played in the development
of existing privacy policies, procedures,
and problems as well as the role they could
play in establishing future policies and
procedures and in preventing future
problems.

n Identify state and local legislation or
case law relating to private-sector
collection, use, and/or dissemination of
personally identifiable health data.

n Identify existing consumer-education
programs that help make the public aware
of the ways in which health data are being
collected, used, and disseminated and the
recourse the public can take if desired.

-
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HEALTH RECORDS: SOUL  NEEDS AND PERSONAL  PRIVACY

SPONSORED BY THE TANK FORCE ON PRIVACY,
DEPARTMENT  OF HEALTH AND HUMAN  SERVICES

FEBRUARY 11-12, 1993
OMNI SHOREHAM  HOTEL

WASHINGTON , DC
I

CONFERENCE SYNOPSIS
r

CONFERENCE WELCOME
Thursday, February 11, 1993 from 8:30 - 8:45 A.M.

Joan Turek-Brezina,  Ph.D.
Chair, Task Force on Privacy
Office of the Assistant Secretary for Planning and Evaluation

CONFERENCE OVERVIEW
Thursday, February 11, 1993 from 8:45 - 9:00 A.M.

Gerald Britten
Acting Assistant Secretary for Program Systems

.These remarks will give an overview of the conference and will outline the remaining
conference. Included will be a brief overview of privacy issues, the need for data for
research, the need to find the balance between the two as well as the implications of an
.electronic  health system.

OPENINGREMARKS
Thursday, February 11, 1993 from 8:45 - 9:00 A.M.

J. Jarrett Clinton, M.D., M.P.H.
Agency for Health Care Policy and Research

These remarks will define the goals and objectives for the conference and establish the
overall theme for the presentations. The perspective of the Agency for Health Care Policy
and Research on maintaining the balance between the privacy of health records and the
legitimate needs for information while facilitating the development of electronic health
information systems will be presented.



KEYNOTE ADDRESS
Thursday February 11, 1993 from 9:0@9:45  A.M.

Ruth Faden, Ph.D.
Johns Hopkim University

Maiitaining  the balance between the privacy of private sector health records and the
need for information: an overview

This session will set the stage for the conference by discussing the uses of health
information, the effect of health information upon individual rights, and the best means to
maintain the balance between the privacy of health records and the need for data in the future
as we move towards electronic health information.

PROVIDERS USE OF PRIMARY HEALTHCARE DATA
Thursday, February 11, 1993 from 9:45-l 1:00 A.M. -

This session focuses on the ways in which data collected for routine health care are used for
reasons other than those for which they were primarily collected. Use of data by the
person(s) who collected them or by others who have been granted access to them, both
within the institution and outside of it, will be addressed. Specifically, this session will
address:

0 Contents of the primary health record and the electronic medical record;

0 The implications of large record systems and automation in the collection and
use of individual patient data;

0 Patient and provider expectations for access to and control of information;

Providers relationship to other sectors of the health care community in relation
to the use of patient data;

0 The value of data to the patient and the provider; and

0 Costs and benefits of health care data to the provider and the patient.

Roger Bulger, M.D.
Association of Academic Health Centers

0 Patients’ privacy and confidentiality rights in the emerging world of computer-
based, medically relevant information

-

0 Effect of information technology on privacy rights



0 The primary health record and the electronic medical record

0 Limiting access to data

0 Benefits and harms to the patient and provider of Automated Record Systems

Peter Waegemarm
Medical Record Institute

0 Requirements in designing confidentiality measures

0 Areas where a national consensus must be achieved
Potential harm through information misuse
Definition of which information can be harmful
Methods of information accessing and dissemination that can lead to
violations of privacy
General understanding of confidentiality measures
Practical guidelines for the systems planner and computer systems
implementor

HEALTH DATA AND THE PRIVATE SECTOR
Thursday, February 11, 1993 from 11: 15 - 12:30 P.M.

This session focuses on the ways in which private sector organizations, such as health and
other types of insurers, direct marketers, credit bureaus, and employers, use data for reasons
other than for which they were primarily collected. Use of data by the person(s) who
collected them or by others who have been granted access to them, both within the
organization and outside of it, will be addressed. Specifically, this session will address:

0 Steps that are taken by private sector organizations to produce health related
data, reports, and other information;

a Secondary uses of health data in the private sector;

0 Use of health care records that affect the individual directly versus use of
health care records not intended to affect individuals directly;

0 The value of data to the individual and to the private sector.

Lorna Christie
Direct Marketing Association

The Use of Personal Health  Data for Marketing Purposes

0 Direct Marketing



- Limited use made of health records for marketing purposes
- Potential for abuse
- Means by which health data disclosed in non-health records appears in

mailing lists

0 Direct Marketing Association @MA)
- Limiting the use of sensitive data for marketing purposes
- DMA’s link to principles contained in the 1973 HEW

Advisory panel report on privacy
- DMA’s program as a model for privacy programs

0 How consumers can protect their privacy

-

Stephen P. Brooks, M.A.
Aetna Health Insurance

0 Introduction: health data and the private sector - a unique privacy issue?
0 Healthcare and information technology trends
0 Private sector health data
a Traditional uses of health data in the private sector

- Process claims and pay benefits
- Customer Service
- Financial and actuarial analysis

0 Other uses of health data in the private sector
- Develop and manage provider networks
- Product design
- Pharmacy drug interactions and patient proNes
- Visit reminders, prescription refill reminders
- Targeted health education programs
- Patient risk assessments
-.Detect  and pursue fraud

0 Uses for non-medical/non-benefits related purposes
0 Does the use of health care data by the private sector present a unique privacy

issue?
0 Where do we go?

-

-

i
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LUNCHEON ADDRESS,
Thursday February 11, 1993 from 12:30-1:45 P.M, during the luncheon

, Willis Ware, Ph.D.
The RAND Corporation

r-
I Privacy Protection Study Commission: Lessons for the Future

This luncheon address will focus on the findings of the Privacy Protection Study Commission
as they relate to the development of the electronic health system and health records.
Proposed changes in the health care delivery system such as electronic processing of
insurance claims and payments, the automation of health care records, arid the use of a
unique patient identifier have implications for patient privacy and confidentiality that have
been addressed in earlier work on privacy protection.

RESEARCH USES OF HEALTH RECORDS: TE& INDIVIDUAL AS CONTRIBUTOR
TO MFJXCAL  KNOWLEDGE
Thursday February 11, 1993 from 1:45-3:00  P.M.

This session will focus on the ways in which data collected for routine health care are used
by researchers to achieve important findings that benefit the individual and society at large
while safeguarding the confidentiality of the patient. The speakers will also address the use
of data by the person(s) who collected them and the access to and use of data by person(s)
other than the original collector.

David Fryor, M.D.
Duke University

0 The public and private good created by researchers’ access to patient’s health
care information;

0 The benefits of electronic patient care information and how it contributes to
useful research findings; and

0 Research in the private and the public sector.

Dale N. Schumacher, M.D., M&d.,  M.P.H.
Rockburu Institute
Commission on Professional and Hospital Activities

0 The positions of private sector researchers and sponsors;

0 The benefits and dangers of using linked medical files with data about
individual patients, as well as masking and mixing data; and



0 Governing information alliance and privacy and healthcare reform; specifically
inputs, process, and outcomes.

ADMINISTRATIVE USES OF HEALTH RECORDS: MONITORING, GOVERNMENT
SYSTEMS, AND LAW ENFORCEMENT
Thursday February 11, 1993 from 3: 15 - 4:00 P.M.

This session will focus on:

0 The use of automated health records by the government for audit, monitoring,
and public health surveillance;

0 The detection of fraud and abuse in the management of claims and
reimbursement in the private and public sector;

0 The use of private sector health records in law enforcement

Issues to be considered are the implications of how these data are used on the privacy and
confidentiality rights of the patient.

Janice Curtis, M.S.P.H.
Duke University

0 Uses by state agencies of the health data collected by State Data Commission
0 Need to recognize uses of health data

- different agencies
- different areas of responsibility
- unique information needs related to decision making

0 Uses for hospital charge and utilization data and for public health data
- mechanisms in place to protect patient confidentiality
- distinguishing patient level data from patient identifying data

0 Challenges faced by state agencies as demands for health data grow
I

Florence  M. Rice
Harlem Consumer Education Council

Automation Denial of Opportunity which Denies the Minority Community the Right to
Privacy.

0 The use of automated health records by the government for auditing,
monitoring, and public health surveillance; and

-

-

-

a The use of private se&or health records in law enforcement.



CONSEQUENCES TO THE INDIVIDUAL OF DATA COLLECTION AND
INFORMATION USE and INDIVIDUAL RIGHTS AND EXPECTATIONS AND
SOCIETAL NEEDS

Thursday, February 11, 1993 from 4:00 - 5:30 P.M.

P

During this session the speakers will focus on the ways in which the use of health
information affects individual rights, the consequences of data collection to the individual,

P and individual expectations and social needs or privacy rights and protections.

C
Madison  Powers, J.D., D.Phil.
Kennedy Institute of Ethics

0 Secondary uses of data and risks to the individual as a result of third party
reimbursement, law enforcement and litigation, epidemiological research and
other business purposes;

P 0 Consent, its voluntariness, and disclosure of information from the perspective
of the patient and the provider; and

P

-

c

0 Access to information by the patient and caregiver, access to information for
research and budget priorities, and classification of information on the basis
of privacy concerns.

Janlori Goldman, J.D.
American Civil Liberties Union

?-

0 The absence of legislation designed to protect individual medical and insurance
records and the potential for privacy intrusions resulting from computerization
of health information;

P

I

0 Possible limitations on the collection and disclosure of personal health records
held by others and security measures for computerized health networks;

f-

/

,-

0 The lessons that have been learned from medical records with special
sensitivity such as AIDS, psychiatric, and dependency records, as well as
genetic testing; .and

a The creation of an individual’s “right of access” to personal information.

h

BREAKFAST ADDRESS
THE CHANGING HEALTHCARE ENVIRONMENTr Friday February 12, 1993 from 8:00-8:30  A.M.

- The session will focus on the changes that are taking place in health care delivery and



reimbursement and the impact that an electronic health information system will have in the
emerging environment. Issues to be considered are the effects of proposed changes such as
the electronic processing of insurance claims and payments, the automation of health care
records, and the use of a unique patient identifier on patient privacy and confidentiality.

Die&e Duzor,  M.A.
Office of Legislation and Policy
Health Care! Finance Administration

0 Introduction - The Role of Information in Health Care Reform and Beyond
0 What and Why Information is critical to health care reform
0 Where we are in the process of developing and implementing information

systems
0 Role of Federal Legislation
0 Computerized Clinical Information - Vision of the Future

CONSEQUENCES TO THE INDIVIDUAL OF DATA COLLECTION AND
INFORMATION USE and INDIVIDUAL RIGHTS AND EXPECTATIONS AND
SOCIETAL NEEDS

Friday, February 12, 1993 from 8:30 - 9:15 A.M.

During this session the speakers will focus on the ways in which the use of health
information affects individual rights, the consequences of data collection to the individual,
and individual expectations and social needs.

Larry Gostin, J.D.
American Society of Law and Medicine and Ethics

0 The need to protect the individual and the individual’s rights as welI as the
need to consider the public good;

0 The balance between the personal and tinancial costs of providing and
collecting data and the benefits received;

-

0 The lessons that have been learned from medical records with special
sensitivity such as AIDS, psychiatric, and dependency records, as well as
genetic testing; and

0 The stigmatizing effects and other unwitting hazards that are potential dangers
for the individual as personal data is collected and used.

-

-



Michael Yesley, J.D.
Los Alamos National Laboratory

The special issues, such as genetic testing, which are related to the use of
health records in employment, insurance, and credit which directly affect the
individual;

The rights of the individual, with genetics used as a case study, in relation to
unconsented disclosure to outside parties and informed consent; secondary uses
of data in research, databanks, and industry, access to personal data; and the
right not to know; as well as

Effective policymaking, special efforts to end genetic discrimination, and the
implications of the electronic health record.

APPROACHES TO PRIVACY PROTECTION
Friday February 12, 1993 from 9:15 - lo:30 A.M.

This session focuses on the ways in which society strikes the balance between the privacy
and confidentiality of health records and the need for information. The speakers will address
the legal structures and privacy protections which currently exist and those that will need to
be developed as the nation moves towards electronic health records. The development of
measures to regulate electronic data transmission from insurers and private industry will also
be considered.

Alan Westin,  LL.B., Ph.D.
Columbia University

0 The contemporary, computer-supported environment in various zones, such as
direct care, payment and review, and social uses; the movement of records
between these zonesi and the need to find a balance in recent trends;

0 Today’s problems with notice, consent, and release as meaningful protections
as well as the problem of regional and national information flows in a state-
based IegaI framework; and

0 The role for organizations and associations in this environment and
development of a national health information system and the need for impact-
analyses and anticipative standards.

Pam Wear, MBA, RRA
American Health Information Management Association

0 Existing limitations on the amount and type of data cdlected  and the legitimate
uses of this data including individual access, primary and secondary records,
and standards and education;



0 Regulation of electronic data transmission from insurers and private industry
including reliability of hardware and software, the accuracy of the record-
keeping process, and maintenance and recovery procedures; and

0 Confidentiality agreements, ongoing security and audit trails, and encryption as
protective measures as well as cultural change and ethical responsibility as the
nation moves towards electronic medical records.

J0bn.P. Fanniqg, LL.B.
Office of Health Planning and Evaluation

0 The legal structures and privacy protections that currently exist and those that
will need to be developed;

0 Regulation of electronic data transfer, auditing, and standards.

Robert C. Gelhnan, J.D.
Subcommittee on Government Information, Justice, and Agriculture

Comments on the preceding speakers’ presentations.

OWNERSHIP, USES, AND DISSEMINATION OF HEALTH CARE IN-FORMATION:
WHO IS IN CONTROL?
Friday, February 12, 1993 from lo:45 to 11:30  A.M.

Vincent Brannigan, J.D.
University of Maryland

0 Legal concept of medical data privacy
0 Conflict between privacy expectations of patients and convenience of hospitals
0 Problems created in privacy protection by computer systems
0 Addressing problems created by special issues (AIDS)
0 The role of Regulatory Effectiveness Analysis in technology regulation and

privacy protection

J. Michael Fitzmaurice, Ph.D.
Agency for Health Care Policy and Research

0 How society strikes the balance between the privacy and confidentiality of
private sector health records and the need for data; and

._

-

-

-

0 Various types of safeguards and technological considerations that must be
addressed to understand the implications of data use and management on the
privacy and confidentiality rights of the patient.
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CIAMING REMARXS
Friday February 12, 1993 from 11:3&12:15  A.M.

David Flaherty,  Ph.D.
University of Western Ontario

This session will summarize and synthesize the proceedings of the previous day and a half.
Comments will be directed toward the issues involved in developing standards and
requirements for privacy and confidentiality protection as we move towards an electronic
health information system.


